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| am glad to have left the
bad old days of keeping
vulnerabilities secret behind

us.

Of course, keeping secrets this way kept most sysadmins unaware of the dangers
involved in not upgrading to the latest patch for service Y. (CanOt use X here for obviou:
reasons.) The middle road involves sharing enough information to permit sysadmins to
test their servers and see if they are vulnerable or not. After all, you donOt want to patct
something that is not broken. (You will likely break it.)

Even the middle road is dangerous, as knowing how to test for the vulnerability is two-
thirds of the way to creating an exploit. But | far prefer the current state of affairs, as |
prefer to know what is wrong, why it is wrong, and that it must be fixed. Also, the pub-
lishing of vulnerability information has lead to better vendor response in fixing prob-
lems.

| am glad to have left the bad old days of keeping vulnerabilities secret behind us. Now
we have to deal with security problems rather than sweep them under the carpet. That
is much better than living in denial.

For a free, unpaid, political diatribe vishttp://www.spirit.com/pol.html>
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