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Abstract

The primary use of the Internet is content distribu-
tion | the delivery of web pages,audio, and video
to client applications | yet the Internet was never
architected for scalable content delivery. The re-
sult hasbeena proliferation of proprietary protocols
and ad hoc medanismsto meet growing corntent de-
mand.

In this paper, we describe a content routing design
basedon name-tasal routing as part of an explicit
Internet content layer. We claim that this content
routing is a natural extensionof current Internet di-
rectory and routing systems,allows e cien t content
location, and can be implemented to scalewith the
Internet.

1 Intro duction

With the emergenceof the World Wide Web, the
primary use of the Internet is content distribution,
primarily in the form of web pages,but increasingly
audio and video streams as well. Some measure-
ments indicate that 70 to 80 percert of wide-area
Internet trac isHTTP trac. Much of the remain-
der consistsof RealAudio streams and DNS[4, 12].
That is, almost all of the trac in the wide areais
delivery of content, and ancillary trac to locate it.
Today, millions of clients are accessinghousands of
web sites on a daily basis,with relatively few popu-
lar sites supplying a large proportion of the tra c.
Moreover, new popular web sites and temporarily
attractiv e web sites can prompt the sudden arrival
ofal\ash crowd" of clients, often overwhelming the
resourcesof the assaiated seners.

To scalecontent delivery to support thesedemands,
more and more content providers and content host-
ing sites are replicated at multiple geographically
dispersedsites around the world, either on-demand
(i.e. caching) or by explicit replication. The problem
is then to route client requeststo a nearby replica of
the content, the content routing problem.

In this paper, we argue that current content rout-
ing designsare unsuitable due to their closed na-
ture and scalability limits. Section 3 describes a
content routing system that forms part of an ex-
plicit Internet content layer, and we claim that this
system provides better latency and scalability than
current approaches. We support theseargumerts by
an analysis of the scalability of name-basedrouting
in section 4, and closewith a description of related
work, future goals,and conclusions.

2 The Content Routing Problem

The goal of content routing is to reduce the time
neededto accesscontent. This is accomplishedby
directing a client to one of many possible corntent
seners;the particular server for ead client is chosen
to reduceround-trip latency, avoid congestedpoints
in the network, and prevent servers from becoming
overloaded. These content servers may be complete
replicas of a popular web site or web caches which
retrieve content on demand.

Currently, a variety of ad hac and, in some cases,
proprietary mechanismsand proto colshave beende-
ployed for cortent routing. In the basic approadc,

the domain name of the desired web site or con-
tent volume is handled by a specializedname server.

When the client initiates a namelookup on the DNS
portion of the content URL, the requestgoesto this

specialized name sener which then returns the ad-
dressof a sener \near" the client, basedon special-
ized routing, load monitoring and Internet \map-

ping" mecdanisms. There may be multiple levels of
redirection, sothat the initial name lookup returns

the addressof a local name senver which returns the

actual serwer to be used, and the client must send
out additional DNS requests.

As shown in gure 1, a client which missesin the
DNS cadhe rst incurs the round-trip time to ac-
cessthe DNS root sener, to obtain the address
of the authoritativ e name serwer for a site, e.g.
microsoft.com. . Next the client must query this



Figure 1: ConventionalContent Routing

name sener to receive the addressof a nearby con-
tent serwer, incurring another round-trip time. Fi-
nally, it incurs the round-trip time to accesshe con-
tent on the designated serer. If in this example
the client is located in Turkey, the rst round-trip
is likely to go to Norway or London. The second
round-trip may have to travel as far as Redmond,
Washington, and the nal might beto a content dis-
tribution site in Germany.

Thus, the convertional content routing designdoes
not scale well becauseit requires the world-wide
clients of a site, on a cache miss, to incur the long
round-trip time to a certralized name server as part
of accessinghat site, from wherewer the client is lo-
cated. This round-trip times are purely overhead,
and are potentially far higher than the round-trip
times to the content sener itself; this long latency
becomesthe dominant performanceissuefor clients
as Internet data rates move to multiple gigabits, re-
ducing the transfer time for content to insigni cance.
These name requests may also use congestedpor-
tions of the network that the content delivery system
is otherwise designedto avoid.

DNS-based content routing systems typically use
short time-to-liv es on the addressrecords they re-
turn to a client, in order to respond quickly to
changesin network conditions. This places addi-
tional demandson the DNS system, since name re-
guestsmust be sert more frequertly, increasingload
on DNS sernwers. This can lead to increasedlatency
due to sener loads, as well as increasedprobability
of a dropped padket and costly DNS timeout. As
shown in [5], DNS lookup can be a signi cant por-
tion of web transaction latency.

Both of theseproblemscan be ameliorated by intro-
ducing multiple levels of redirection. Higher-level
names (e.g., m.contentdistrib  uti on.net) specify
a particular network or group of networks and have a
relatively long time-to-liv e (30 minutes to an hour).

The records identifying individual servers (such as
sl2.m.contentdis tri buti on.net) expire in just
seconds.However, this increaseghe amount of work
a client (or a client's name serer) must perform on
a \higher-level" cade miss, and requires additional
infrastructure. Also, such a designcon icts with the
desire for high availabilit y, since alternate location
choicesare unavailable to a client with cached DNS
recordsin the event of network failure.

Convertional cortent routing systemsmay also suf-
fer from other availabilit y problems. A systemwhich
uses only network-level metrics does not respond
to application-level failure, so a client may be con-
tinually redirected to an unresponsive web serwer.
Designswhich rely upon measuremets taken from
sener locations may also choose seners which are
not suitable from the client's perspective, due to
asymmetric routing. A smaller, related, problem is
that DNS requests go through intermediate name
seners, sothat the actual location of the client may
be hidden.

Finally, content routing systemsmay have di cult y
scaling to support multiple content provider net-
works and large numbersof content providers. Some
content providers (such as CNN.com) serve HTML

pagesfrom a certral web site but provide graphics
and other high-bandwidth objects from a content de-
livery network; the URLs of theseobjects are located
under the content delivery network's domain name.
This has the advantage of increasing the probabil-
ity of DNS cade hits, sincethe samesener location
information (akamai.net , for example) can be used
for other sites. However, it does not help increase
availability of the site's HTML content or improve
latency to accesst. Performing content routing on a
larger set of domain namesin order to improve web
latency may result in lower DNS hit ratios, in ad-
dition to the costsof a larger databaseat a content

delivery network's name seners.

Obtaining accessto the network routing informa-
tion neededto perform content routing may also be
problematic. Content provider networks must ei-
ther obtain routing information from routers near
to their serers (via BGP peering or a proprietary
medanism) or else make direct network measure-
ments. Both thesescdemesrequire aggregating net-
work information for scalability, duplicating the ex-
isting routing functions of the network. It may also
be politically infeasible to obtain the necessaryin-
formation from the ISPs hosting content seners.

There is also no clear path for integrating accesso
multiple content delivery networks. In order to do



so, a content provider would have to include an ad-
ditional level of indirection to decidewhich CDN to
direct clients to. This may be infeasible in prac-
tice (for example,if a URL-rewriting schemeis used
to indicate the CDN in use), or at the very best
dicult dueto conicting medanismsand metrics.
The proprietary approachesto cortent routing vi-
olate the basic philosophy of the Internet of using
open, community-based standard protocols, impos-
ing a closedoverlay on top of the current Internet
that duplicates many of the existing functions in the
Internet, particularly the routing mechanisms.

3 Network-In tegrated Content Rout-
ing

Our approach to the content routing problem is to

view it as, literally, a routing problem. Clients (and

users) desire connectivity not to a particular server
or IP addressbut to some piece of content, speci-
ed by name (typically a URL). Replicated seners
can be viewed as o ering alternate routes to access
that content, as depicted in Figure 2. That is, the

client can selectthe path through sener 1, sener
2 or server 3 to reach the content, assuming ead

sener is hosting the desiredcontent. Thus, it is the

same multi-path routing problem addressedin the

current Internet in routing to a host.
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Figure 2: Content-La/er Routing

Network-integrated content routing provides sup-
port in the core of the Internet to distribute, main-
tain, and make use of information about content
reachability. This is performed by routers which
are extended to support naming. These content
routers (CRs) act as both corvertional IP routers
and nameseners,and participate in both IP routing
and name-kaseal routing. This integration forms the
basisof the content layer. Not every router needbe
a content router; instead, we expect rew alls, gate-
ways, and BGP-level routers to be augmerted while

the vast majorit y of routers are oblivious to the con-
tent layer.

3.1 Content Lookup

example.com? 024
[

1.
R
k|

8.4.2.1 1.4.9.6 1234

Figure 3: Internet Name ResolutionProtocol

Name lookup is supported by the Internet Name
Resolution Protocol (INRP); this protocol is reverse-
compatible with DNS, using the samerecord types
and packet format, but with di erent underlying se-
mantics. Clients initiate a content requestby con-
tacting a local content router, just as they would
contact a precon gured DNS sener. Their requests
may include just the \server" portion of a URL, al-
though in the long run it would be advantageousto
include the entire URL.

Each content router maintains a setof name-to-next-
hop mappings, just as an IP router maps address
pre xes to next hops. (This name routing informa-
tion is maintained using a dynamic routing protocol
detailed below.) When an INRP requestarriv es,the
desirednameis looked up in the namerouting table,
and the next hop is chosenbasedon information as-
saciated with the known routes. The content router
forwards the requestto the next content router, and
in this way the request proceedstoward the \b est"
content sener, asshown in Figure 3. The routing in-
formation kept for a nameis typically just the path
of content routers to the content serwver, although it
may be augmerted with load information or metrics
directly measuredby a content router.

When an INRP request reachesthe content router
adjacert to the \b est" content serwer, that router
sendsbadk a response messagecontaining the ad-
dressof the preferred server. This responseis sert
badk along the samepath of content routers. If no
response appears, intermediate content routers can
select alternate routes and retry the name lookup.
A client application which is INRP-aware can also



request exclusion of a non-responsive sener in an
INRP request.

In this fashion, client requestsare routed over the
best path to the desiredcontent in the normal case,
yet can recover from a failing server or out-of-date
routing information. INRP thus provides an \any-
cast" capability at the corntent level, with network
and client control to re-selectalternativesbasedon
direct experiencewith the chosensener.

Routing is done at the granularity of server names
rather than full URLs (although the latter could be
useful for proxies or content transformers). This de-
cision doeslimit somepossiblecacding applications,
but provides little practical obstacleto web design-
ers, since directory namesfrom the le portion of
a URL can be moved into the front of the serer
name (i.e., http://foo.com/b  ar/in dex.html can
becomehttp://bar.foo. comii ndex. ht ml). Rout-
ing is longest-sux match, since this can be
much more e cien tly performed than other possi-
ble matcheson URLs.

Relaying the name lookup request acrossthe same
path asthe packets areto ow ensuresthat naming
is as available as endpoint connectivity] and that

the replica selectedis actually reachable. Moreover,
the trust in namelookup matchesthe trust in deliv-

ery becauseboth depend on the sameset of network

nodes. Also, the name lookup load for a path is im-

posedjust on the routers on that path, so upgrad-
ing arouter on that path for increaseddata capacity
can also upgrade the name lookup capacity on that

path. Additionally , we are exploring piggybading

connection setup these name lookups, in which case
the name lookup would progressall the way to the

cortent senwer itself.

3.2 Name-Based Routing

The Name-Basel Routing Protocol (NBRP) per-
forms routing by name with a structure similar to
BGP [15. Just as BGP distributes address pre-
X readability information amongautonomoussys-
tems, NBRP distributes name su x readability to
cortent routers. Like BGP, NBRP is a distance-
vector routing algorithm with path information; an
NBRP routing advertisemernt cortains the path of
corntent routers toward a cortent sener.

At its most basic,a BGP routing advertisemert con-
sists of an addressrange, a next-hop router address,
and a list of the autonomous system (AS) numbers
through which the advertised route will direct traf-
c. For example,an advertisemert for Stanford's IP
addressrange might specify 171.64/255.192 asthe

example.com NH 1.2.3.4
[aaa.wh.net]

example.com NH 9.8.7.¢
aaa.wh.net gw.wh.net

Figure 4. Name-BasedRrouting

range, 192.41.177.8 as the next hop router, and
7170, 1 asthe AS-path.

As shown in gure 4, a name-basedrouting adver-
tisemert contains essetially the sameinformation.
The advertised content is named example.com, the
next hop toward that cortent is the addressof the
content server or content router, and the path of
routers through which the content is accessed.

Routing advertisemenrts from content servers may
also include a measureof the load at that sener,
speci ed in terms of the expected responselatency.
This extra attribute indicates that content which
takeslonger to accessappears \further away" from
arouting perspective, and may be treated internally
by a content router asextra hopsin the routing path.
The distance this load information is propagated is
limited to keepthe number of routing updates man-
ageable.

NBRP updates can be authenticated by crypto-
graphic signatures, in a manner similar to Secure
BGP [10]. A cortent sener's authenticity is veri-
ed by the signature on its initial routing update;
content routers receive explicit permissionfrom this
content server to advertise routes with their name
addedto the path list.

Content routers should apply information learned
from IP routing to the content routing; if a content
peerbecomesunreachable then all the content avail-
able through that peeris unreachable as well. IP

routing information canalsobe usedto selectamong
routes that appear identical at the content routing

level. Finally and mostimportantly, IP routing poli-
ciesmust be consistert with content routing policies
so that the decisionsmade at the content level are
faithfully carried out by the IP forwarding level. (It

is possiblethat existing trac engineeringschemes
canbeusedto ensurethis behavior; however, we pro-
vide someadditional ideason how the two layerscan
be integrated in the future work section.) Content



routers may also make routing decisionsbasedupon
information obtained via measuremeih and mapping
techniques.

3.3 Benets

Using INRP and NBRP asdescribed above, a client
requestis mappedto a nearby content serer within

one round-trip time to a content router near to the
client, without the needto contact o-path name
seners. Latency is typically dominated by round-
trip time to the content server, not by content rout-

ing; cache missesrequire only one RTT to do a new
name lookup. Moreover, by increasing the number
of content routers, this property is retained even as
the Internet scalesto ever larger sizeand increasing
number of clients.

By making name lookup low-latency, INRP elimi-
nates the need to perform multiple levels of redi-
rection in DNS. Instead, low-TTL addressrecords
can be returned at the rst layer of naming, to pre-
sene sensitivity to network conditions. (Assuming,
of course,that the content routers can handle the
name lookup load required, which will be addressed
below.)

By making INRP and NBRP openstandard Internet
protocols, all ISPs, router manufacturers and con-
tent providers can participate in this content routing
layer, further enhancingthe cost-e ectiv e scalability
to the clients.

The key issueraisedby our solution is the scalability
of NBRP, givenit is distributing naming and load in-
formation, not just aggregatableaddressinginforma-
tion. Ildeally, we would liketo completely replacethe
current Domain Name Systemby INRP and NBRP,
to remove dependenceon root nameseners| them-
selvesa large sourceof connectionsetup latency and
scalability concerns.

4 Scaling Mechanisms for Name-

Based Routing

At the global top-level domain name (GTLD) level,
the domain name system is essetially at. There
is little aggregation possiblewith the domain name
space beyond that performed at the organization
level. For example, most names of the form
* stanford.edu  appear in the same part of the
network, but stanford.edu is not aggregatableas
part of an edu route. So, \default-free" content
routers have to know essetially all second-leel do-
main names.

4.1 Explicit Aggregation

To handle large numbers of names which appear
globally in name-basedrouting tables, NBRP sup-
ports combining collections of name su xes that
map to the same routing information into routing
aggegates For instance, we expect an ISP corntent
router to group all of the namesfrom its customers
into a small number of aggregates.Routing updates
then consist of a small number of aggregatesrather
than the large number of individual name ertries
contained in ead aggregate.Load on an ertire data
certer or network may be advertised as load on the
aggregatesadvertised by that data certer or net-
work.

Routing aggregateadvertisemerts corntain a version
number, sothat a content router candetect a change
in the contents of an aggregate. Aggregate contents
are discovered by sendingan INRP requestbadk to
the router advertising the aggregate;this requestis
for a\di " betweenthe last known version and the
advertised version, so that large aggregatesdo not
have to be resert in their entirety. Aggregate mem-
bershipis relativ ely long-lived, comparedto dynamic
routing state, sothat content routers can amortize
the cost of learning the namesin an aggregateover
many routing updates.

All namesin a routing aggregateare treated iden-
tically in routing calculation, thus reducing load at
content routers. This is accomplishedin our im-
plemertation by mirroring the indirection provided
by aggregatesin the routing table, as shown in g-
ure 5. A routing table entry for a name appear-
ing in an aggregatecontains a special entry pointing
to the entry for the aggregateitself. This indirect
pointer is treated as the preferred route for the ag-
gregate. Thus, when the routing information for the
aggregate(calren.net ) changes,the routing infor-
mation for its constituent names(stanford.edu and
bekerley.edu ) is automatically updated.

| calren.net | 100 (4) 90 (B) | 20 (©) |

AN
’ stanford.edu\‘

| 115 (D)

’ berkeley.edu ‘ ‘

Figure 5: Routing Table with Aggregates

The number of aggregatesa namebelongsto is likely
to be relatively small for all but the largest con-
tent providers| which can be advertised unaggre-



site thr eshold || A xes aggr egate_thr eshold

(1000s) 3 | 5 | 10 | 20
2 1727 | 19.5(6.7) | 20.1(5.6) | 25.7(4.4) | 37.0(3.4)
3 1692 | 14.9(5.9) | 16.1(5.0) | 20.6(4.0) | 30.1(3.2)
10 1679 | 14.8(5.9) | 16.0(5.0) | 20.6(4.0) | 30.3(3.2)

Table 1: Number of routes (and aggregates)in thousands for di eren t site and aggregatethreshold values.

gated. So, even though this designrequiresa linear
seard through the entire list of routes for aggre-
gated names, we expect that this cost will be rela-
tively small. (It would eliminate much of the bene t
of aggregationto re-sort all sud lists on a routing
change.)

Fine-grain information sud as server load is hid-
den by the aggregate;regions of the network where
the aggregateis advertised but individual members
are not must basetheir decisionon just the aggre-
gate. This is similar to the way BGP routing pro-
vides coarse-grainedaddressrange information and
does not indicate whether particular hosts or sub-
nets are up or down. In fact, the situation is im-
proved by INRP's request-respnse nature: unlike
datagram delivery, a name lookup can pursue alter-
nate routesif a route provesinaccurate| at the cost
of additional latency.

To evaluate the expected performance of aggrega-
tion if applied in the current Internet, we processed
acomprehensielist of address-to-namemappingsin

the Domain Name System[6]and BGP table dumps

from the MAE-East exchangepoint[7] by the follow-

ing algorithm, making the assumption that name-
basedrouting structure will roughly correspond to

current BGP autonomous system boundaries:

1. Each address range from the BGP table is
matched with the DNS zonesrepresened. (If
fewer than site _thr eshold hosts in a range be-
long to an existing zone,they are removed from
the table completely and assumedto be han-
dled with the redirection mechanism described
below in section 4.2)

. Nameswhoseassaiated routing information is
made redundant by a superzone are also re-
moved.

. Aggregates are created for any set of names
larger than aggr egate_thr eshold that haveiden-
tical routing information (i.e., all known routes
were identical, not just the preferred route.)

The resulting aggregates.although incomplete, pro-

vide an estimate of those expectedto be generated
by name-basedrouters.

One represenativ e set of results is showvn in Ta-
ble 1. The original BGP table had 68,200routing
table entries. Aggressiwe aggregation(site threshold
of 10 and aggregatethreshold of 3) resultsin a table
with 1,679,000ertries, but only 14,800 advertised
names(including 5,900aggregates).Thus, the num-
ber of routes is actually smaller than in the original
IP routing table. Even relaxed values of the model
parametersresult in a routing \back-end" sizecom-
parable with the original BGP table. Higher-level
aggregation may be able to reduce this yet further
without resorting to renumbering or renaming.

The number of routing entries is comparable with
the best possible achieved under IP routing. BGP
does have a limited mecanism for aggregation: a
singleroute update may include se\eral addresspre-
xes. It is not clear the externt to which BGP soft-
ware makes use of this to optimize update calcula-
tions: there is no requiremert that advertisemerts
keeptheseaddresspre xes together, and the address
rangesmust appear separatelyin the IP routing ta-
ble. Aggregating all all identical addresspre xes
would result in 11,800routing table entries for the
original MAE-East table.

And additional challenge NBRP addressess addi-
tion of a new names, which is much more common
than addition of new BGP pre xes; this name in-
formation must propagateto all default-free content
routers. This is far smaller than the rate of normal
routing updates, sinceaddition of new namesis done
on humantime scales;eventhe addition of 20 million
new globally routed su xes per year results in just
19 updates per minute. Somenew namesare added
to multiple locations or duplicated to handle ash
crowds, increasing the rate of routing table change.
However, the number of routing updates seenby an
individual router on name addition is limited by the
number of direct peers. To put this in perspective, a
badkbone router may receive more than 2,000 rout-
ing updates per minute; new naming information is
dwarfed by the normal rate of topological change.



Also, the actual level of routing updates necessary
for new namescan be lower in some casesbecause
changesto aggregatescan be \batc hed" to re ect
many new nameswith one update.

The cost of distributing the contents of routing ag-
gregatesis acceptableaswell, evenat Internet scales.
The aggregatesobtained from the analysisdescribed
above showv a heavy-tailed distribution; the mean
number of namesper aggregateis 304, while the me-
dian is 24. The averagesize of the domain namesin

theseaggregatess 16 bytes, although thesestatistics

could be somewhatdi erent if the content routing

systemwas used more aggressiely to do redirection

on ner granularity. Evenan aggregateof 50,000en-
tries requiresonly 782 kilobytes to be sert initially ,

estimating 16 bytes for each namesu x. Later up-

dates can be sert asdeltas to the known aggregate,
since aggregatescan be kept in permanert storage.
The long-term bandwidth consumedby aggregate
updates (acrossas single peering connection) can be
estimated as

2 (3 averagename size+ 170)

number of names ——
averagename lifetime

The estimate represernts the cost of sendinga query
(including IP and TCP headers)for a changein ag-
gregate menmbership and getting the response; this
transaction occurs twice sinceit happenswhen the
name ernters and leaves an aggregate. The packet
sizeswere measuredby our implemertation and as-
sumeone TCP padket per query. Even assuminga
relatively short time of 1 day for the averagetime
a name su x appearsin an aggregate,a database
of 30 million names(with averagesize 16) requires
1.2 Mbit/second data transfer. When compared to
the 10-gigabit expected capacity of backbone links,
this number represernts only 0.01percert of the avail-
able bandwidth. Moreover, all aggregaterouting up-
date trac takesplace only betweentwo immediate
NBRP peers.

4.2 Redirection

Not all hosts with names in a given sux are
connectedto the network globally advertising that
namesu x. For example, there may be hosts with
stanford.edu namesscattered throughout the In-
ternet, eventhough most Stanford namesarelocated
together. It doesnot seemfeasibleto advertise all
of thesenamesglobally. Such hosts could simply be
assigned xed addressedy the content router oper-
ated by Stanford. However, we seesomebenet in
allowing local exibilit y in addressassignmen with-
out updating a remote sener| particularly in sit-

uations where network addresstranslation is being
used, or in mobile networks.

INRP provides a redirection mecanism for nding
isolated namesnot advertised in the the name-based
routing system. Such nameshave recordsindicating
their actual topological location in the Internet in
terms of a more well-known name. When a request
is answered with a redirection record, the client (or
the rst-hop content router acting on its behalf)
restarts the query usingthe proper name. For exam-
ple, if the host gritter.stanfor d.eduis located at
Berkeley, a name lookup might return a redirection
to guest32.berkeley. edu. This redirection med-
anism trades fate-sharing and name lookup latency
for decreasedrouting state; economic factors may
well determine what namesappear in routing tables
and which are found through redirection. That is,
an ISP may charge per nameit placesin the routing
table, so an organization weighsthe cost-benet of
having a name handled by the ISP versusincurring
the redirection cost on a name.

This secondary medcanism is really only needed
when using NBRP to replaceall DNS usage;for con-
tent routing, name-basedouting tables cortain only
site and content volume namesrather than host and
network interface names.

5 Implemen tation and Analysis

Our prototype content router hasbeenimplemented
in C++. The namerouting table is implemerted as
a hash trie, allowing longest-su x matching to be
performed in time linear with name length. (For
most namesin our sample and experiments this is
simply two hashtable lookups.) The following mea-
suremers were taken on a 600 MHz Pentium I
systemrunning Linux 2.2.12.

5.1 Content-La yer Overhead

We measuredan overhead of 0.5 milliseconds (total

for both requestand response)for going through a
single hop of the content routing layer, on a hame
routing table of 5 million entries stored ertirely in
memory. The 5 million nameswererandomly gener-
ated second-leel domain names, with 80% in .com
and 10%in ead of .org and .net ; a uniform distri-

bution of name lengths between3 and 17 was used.
Thesenamesweredivided into aggregatesof 15,000.

Measuremerts done on the 1.7 million-name
databasefrom our aggregationexperiment shov no
signi cant dierence in overhead. Proling infor-
mation shows that most of this time is spent doing



padket processing;measuremets on the actual rout-
ing table show that route lookup takesaslittle as6
microseconds. Our implemertation can easily sus-
tain a throughput of 650 requests/secondwithout
any degradation of responsetime, and peakthrough-
put of 1600requests/second.

The total amount of memory used by the content
router for a 5 million entry table was 344MB, while
that on a similarly generated100,000ertry (but un-
aggregated)table was 20MB. This leadsto an esti-
mate of 69 bytes per routing table entry. We can
extrapolate that a 30-million ertry databasewould
require nearly 2GB of memory; while large, this is
not an infeasible amount of DRAM, costing only
about $4000. (It is worth noting that name lookups
which must go to the DNS root already encourter a
databaselookup of approximately this size.)

5.2 Impro ved Performance with INRP

The improved performance provided by INRP is
illustrated by considering accesstimes to content
seners through Akamai versus our proposed con-
tent routing. An additional example shows the ben-
et of usingINRP rather than contacting root name
seners.

A corventional name lookup of a388.g.akamai.ne t
from Stanford returns the addressesof two content
seners which are located 6.6 ms round-trip-time
away.

At the next level, the name seners for akamai.net
are located throughout the Internet, with an aver-
age round-trip times ranging from 12 ms to 93 ms.
Overall, this setof nameserershasa meanresponse
time of 65msand median of 83 ms, ignoring dropped
requests.

Using INRP, the same request would go through
about 5 content servers(at least one per intervening
network), sowe will estimate 3 ms extra round-trip
time. The direct path to the content seners would
then require approximately 10 ms for the name re-
qguest. A similar examplefor a missat the root name
senersis carried out in Table 2 for www.cisco.com.

As the latency measuremets in Table 2 indicate,
INRP reducesaveragerequestlatency in theseexam-
plesby 86to 95 percert and alsoeliminates the vari-
ability in latency, providing more predictable perfor-
mance.

5.3 Name-Based Routing Performance

We measuredthe routing throughput of our proto-
type implementation on alocal network using a ran-

Site Sener requestlatency
Pre x minimum | mean
Akamai | akamai.net 12ms 65 ms
g.akamai.net 7 ms 7 ms
Total 19ms 72 ms
INRP (5 hops) 10 ms 10 ms
(-86%)
Cisco com 9ms 101 ms
cisco.com 4 ms 40 ms
Total 13 ms 141ms
INRP (5 hops) 7ms 7 ms
(-95%)
Table 2: Example name request round-trip times

on cadce miss (measured from Stanford) for
a388.g.akamai.net and www.cisco.com.

dom routing update trac generator. A single ma-
chine wasthe sourceof all routing trac; an instru-
mented content router was con gured to advertise
its preferred routes to a variable number of peered
content routers, all connectedby a 100Mbit LAN. To
maximally exercisethe content router, the generated
trac consisted of previously unknown routes and
changesto aggregatemembership, so that all rout-
ing updateswere propagatedto all con gured peers.
The routing preferencefunction usedwas minimal;
with more complicated routing polices, the cost of
calculating route preferencesdominates, so the re-
sults preserted below should be considered upper
bounds on the performanceof this particular imple-
mentation.

Figure 6 shavsthe routing throughput for ead num-
ber of peers. The \no aggregates"data set repre-
serts routing updates advertising individual names.
Throughput gracefully declineswith the number of
routing peers,from a maximum of 1050updates per
secondwith one peer, to 370 updates per second
with six peers.

For \1 percert update", 1% of the routing adver-
tisemerts consistedof a one-namechangeto an ag-
gregate. As the gure shaws, this reducesthrough-
put by approximately 5%, due to the extra queries
neededto obtain the new name and the le system
accessedo store the new aggregate contents. In-
creasingthe update sizeto 20 namesshowed only a
1-2% additional reduction in throughput, indicating
there is some benet to batching aggregate mem-
bership changes. Higher proportions of aggregate
changesto normal routing updatesresult in further
reductions in throughput; an experiment where all



INo aégreg:lyltes
+ 1 percert update -+ - 7]

1000

800

600
updates

400

200

0 ! ! ! ! ! !
0 1 2 3 4 5 6 7

Number of Peers

Figure 6: Name-basedRouting Performance (up-
dates/sec)

routing updates were aggregatechangesresulted in
only 87 updates/second.

6 Deployment

The content layer has a simple deployment path,
basedon user need and on an ISP's motivation to
provide a better webexperienceto customersand su-
perior serviceto colocated service providers. INRP
and NBRP caninitially beimplemented in ISP name
seners, which fail over to normal DNS behavior
for unrecognizednames. INRP provides a way for
ISPs to quickly direct their customersto colocated
seners, eliminating any need for name requeststo
leave their network. NBRP is not strictly needed,
but may prove a corveniert way to advertise new
cortent to an ISP's name seners.

This initial deployment requires no changesto end
hosts and no changeto the basic IPv4 routers and
switches constituting the infrastructure of the leaf
and backbone networks. It only requires the de-
ployment of content routers, which can be imple-
mented on top of existing hardware using packet
Itering and redirection techniques. In particular,
hostsstill usecornvertional DNS lookup to get an ad-
dress,but benet from reduced dependenceon dis-
tant root name seners and lower latency to access
local content servers. However, somecustomersmay
be running their own name serversand avoiding the
useof ISP DNS serers, and thus seeno bene t until

they recon gure.

The overheadof doing cortent routing in this man-

ner is very small, sincethe ISP's nameserver already
doesDNS packet handling. Only the cost of access-
ing the name-basedrouting table would be wasted
on namesnot in the content routing system| much

lessthan the 0.5 ms described above.

ISPs who already peer at the IP routing level are
motivated to peerat the content routing level to pro-
vide their customersfaster access¢o nearby content
seners| and increasethe benet of placing con-
tent seners in their network. As demand grows,
additional cortent routers can be placed to handle
the increasedusagewithout user-visiblechanges.As
the content routing topology evolvesto more closely
matches IP routing topology, the content routing
system can make more accurate decisions.

7 Related Work

The original Internet directory servicewas supplied
by a \hosts.txt" le that listed all hostsin the In-
ternet. As the Internet grew, this approach was
replaced by DNS [13] in 1985. Subsequeh work
on \net work directories" sud as X.500 attempts to
support naming of other types of objects sudch as
mailboxes and users, and providing more exible
ways of specifying identi cation, such aslists of at-
tributes. We chooseinstead to restrict the ertities
being named (and the namespace)in order to im-
prove scalability.

Content routing builds on the decentralized naming
approach advocated from experiencein the V dis-
tributed system|[3], That is, asin V, namesare the
primary identi cation of objects, hosts and corntent
volumesin this case,and ead server implemens the
naming for the objects it implements. There is no
certralized name repository.

Current wide-area content routing depends on
HTTP- or DNS-level redirection, and is generally
done on the \server side". For instance, Cisco's
Distributed Director (DD) redirects a name lookup
from the main site to a replica site closerto request-
ing client address, based on responsesfrom a set
of participating routers running an agert protocol,
supporting DD. Unfortunately, the client incurs the
response time penalty of accessingthis main site
DD before being directed to the closer site. Pro-
prietary schemesby Akamai, Sightpath, Arrowpoint
and others appear to work similarly. These propri-
etary content distribution networks can be certrally
monitored and managed, unlike name-basedrout-



ing. This may lead to better understanding of net-
work performance; however, CDNs still rely upon
the existing IP routing framework for corntent de-
livery, sothe amount of benet to be gained from
a proprietary overlay network is limited. Addition-
ally, we believe future work on advancedrouting de-
signsand improved network managemet is applica-
ble to name-basedrouting aswell asIP routing. (As
researd and experiencewith BGP has shown [11],
wide-arearouting is neither easyto understand nor
easily tuned.)

Smart Sener Selection[14], in cortrast, is a \client-
side" approach to content routing. An authoritativ e
name server for a content volume returns all avail-
able addressesfor replicas of the content, and the
client (or the client's name senr) interacts with a
nearby router to obtain routing metrics for this set
of addressesand choosesthe nearestone. This re-
quires cooperation from the router in the form of a
request protocol, adding an extra step to the name
lookup process.Smart Sener Selectionalsodoesnot
addressthe problem of name lookup latency.

Similarly, some DNS serwers measure round-trip
times to known name serversin order to choosethe
lowest-latency server, especially at the root level.
Although this canimprove the performanceof name
lookups by lowering the meanlookup latency;, it only
helps at one level of a cache miss. Further, sud
nameserversare ignorant of network conditions and
thus may experiencese\eral timeouts before switch-
ing their preferenceto an alternate sener.

Intentional naming [1] integrates name resolution
and messagealelivery, o ering application-layer any-
cast and multicast similar to our proposed con-
tent layer. The Intentional Naming System o ers
attribute-based naming, a much richer form of con-
tent addressingthan URLs or domain names. How-
ever, INS is not designedto provide global reacha-
bility information, and the attribute-based naming
is lessscalablethan the a hierarchal namespacepro-
vided by URLs. INS's \late binding", where every
messagepadket contains a name, is too expensive
to usefor content distribution; our proposedarchi-
tecture correspondsto INS's \early binding", where
namesare resolvedto addressedeforecortent is ex-
changed.

Much work has been done on distributed cacdhing
schemes; one design very similar in spirit to our
content-layer routing is \adaptiv e web caching" [16].
In this system, caches exchange information about
which web pagesthey currently hold (in order to
eliminate the needfor \cache probing") and main-

tain \URL routing tables". Our designdoesnot o er
routing on the granularity of URL pre xes, asadap-
tive web cading does, but oers a more compre-
hensive solution intended to replace current naming
systems.

Network-level anycast designssuch as GIA [8] at-
tempt to solve sener location problems at the IP
level. The semartics of an anycast IP addressare
to deliver a packet destined for that addressto the
\b est" of an available pool of serners. GIA does
not incorporate application-level metrics, soanycast
padkets may be routed to an unresponsive serner
without providing any recoursefor the client. Also,
unlessa client is statically con gured with all needed
anycast addressesijt must still usea directory to de-
termine the addressto use.

8 Future Directions

The motivation for a \content layer" approach came
as part of the TRIAD[2] project. TRIAD is a
new, NAT-friendly Internet architecture which seeks
to reduce dependency on addressesby promoting
names as transport-layer endpoints. In a TRIAD
Internet, all large-scalerouting would occur at the
naming level. We believe this approad is ultimately
more scalableand deployable than attempts to solve
problems (such as mobility, multihoming, anycast-
ing, and wide-areaaddressing)at the network level.

Two features of TRIAD enhancethe content rout-
ing architecture. TRIAD provides extended ad-
dressing via the Wide-Area Relay Addressing Pro-
tocol (WRAP), which provides loose-sourcerouting
among multiple addressrealms. WRAP addresses
can be usedto specify a path through the network,
ensuringthat the route selectedby the content rout-
ing layer is the path actually usedby data padkets.
TRIAD also integrates TCP connection setup into
INRP namelookup; by sendingTCP connectionini-
tiation information inside an INRP request, the la-
tency for web transactions can be lowered yet fur-
ther. Thus, the full TRIAD architecture integrates
naming, routing, and connection setup into a single
framework.

INRP allows proxies and web cades to intercept
content requestshasedon URL. We have not imple-
mented or fully explored this design,but it appears
to be a promising way to provide \semi-transparent”

proxies, which would require no explicit con gura-

tion at the client, but would be usedby the client as
a content request'sTCP connection endpoint.

Finally, the integration of naming and routing al-



lows feedback-tased routing. Conventional IP routing

schemeshave fewwaysto tell if the routesthey select
actually deliver padkets to the intended destination.

Content routers, however, can track the responses
they receive to forwarded queries, allowing them

to make better decisionsand react more quickly to

routing problemsthan conventional routers. For ex-
ample, if content servers sendback load information

in INRP responses,then content routers can obtain

up-to-date load information on heavily used sites
without placing this load information into routing

updates.

The most current version of this paper can be found
at [9].

9 Conclusions

Current content routing solutions will not scaleto
handle increasing global demandsfor content. Con-
verntional content routing distributes content deliv-
ery but doesnot e ectiv ely distribute content discov-
ery. Further, the proprietary nature of most content
routing designsin usetoday makesthem undesirable
for global use and are in conict with the Internet
open standard philosophy.

The content layer | integrated naming and routing
| providesamechanismfor large-scalecontent rout-
ing that addressegheseissues.By pushing naming
information out into the network, content routers
allow fast location of nearby content replicas; in
essencecontent routers provide the sameservicefor
naming that CDNs do for the cortent itself.

We deweloped NBRP to distribute names in this
fashionand INRP to perform e cien t lookup on this
distributed integrated named-basedrouting system.
Our results indicate that client name lookup is then
faster and far lessvariable.

The content layer can be easily deployed to provide
immediate bene ts to ISPsand their customers. Our
implementation, and the networking community's
experience with BGP, give con dence that name-
basedrouting can scaleat least to the demands of
cortent routing for popular cortent. We anticipate
that additional researd and experiencewill demon-
strate the feasibility of using name-basedouting for
all Internet naming.
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