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Abstract

Modern server operating systems (OS’s) do not address
the issue of interference between competing applica-
tions. This deficiency is a major road-block for Internet
and Application Service Providers who want to multi-
plex server resources among their business clients. To
insulate applications from each other, we introduize

tual Services (VSs). Besides providing per-service re-
source budgets, VSs drastically reduce cross-service in-
terference in the presence of shared backend services,
such as databases and name services.

VSs provide dynamic per-service resource partitioning
and management in a manner completely transparent
to applications. To accomplish this goal, we introduce
a kernel-based work classification mechanism called
gates. Gates track work that propagates from one ser-
vice to another and are configured by the system admin-
istrator via simple rules. They automate the binding of
processes and sockets to VSs, and ensure that any work
done on behalf of a VS, even if it is done by shared
services, is charged to the resource budget of the VS
that requested it. Using our experimental Linux 2.0.36-
based implementation we applied them effectively to co-
hosted Web servers. Thus, nearly eliminating perfor-
mance interference between the co-hosted sites.

1 Introduction

It is becoming increasingly common and desirable for
companies to outsource applications and services to In-
ternet or Application Service Providers (ASPs) to re-
duce hardware and administration costs. ASPs save cost

*The work reported in this paper was supported in part by the IBM
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Looking at the services that are hosted on a VH, VS aware- -VS aware - @ socee
found that they vary between monolithic, which in
plement all service functionality themselves, and ligl Figure 2:Virtual Service Architecture

weight, which relay most of their work to other service
Therefore, the abstraction of a service does not dire:
coincide with the process boundaries imposed by  Inthe VS architecture, the dynamic binding of activities
OS. Nevertheless, we definesarvice as the set of pro- to VSs s inferred by intercepting system calls within the
cesses, sockets, and file descriptors that implement  OS usingclassification gatesand analyzing the informa-
service interface and share one address space. All ¢ tion that is passed to the call (see Figure 2). Gates track
service activities (henceforth called just activities) tha  work that propagates from one service to another and are
service may trigger outside its own address space are resonfigured by the system administrator via simple rules.
ferred to assub-services. Since service providers often They automate the binding of resources (e.g., newly-
host similar services for different business clients, sub-created processes and sockets) to VSs, and keep track
services often shared among them. of any work done on behalf of a VS. Administrators

can specify which system calls should be intercepted.

When services are shared among different busmes&urthermore, they set up the rules that specify how the

clients, VH-based insulation approaches fail (see Fig'association between resources (e rocesses, sockets
ure 1). Shared services like DNS, proxy cache ser- 9. P f '

. . . S . gtc.) and VSs is affected by the intercepted calls. For
vices, time services, distributed file systems, and share .
example, a rule like: “If process Paccept s a ser-

databases, are quite common. With shared services, an . o
. ; . . vice request from Vg, the resulting IP activity should
obvious question arises as to which VH should host, ) ' :
: . . be charged to V' can be configured easily. Our de-
these shared services. Since these services work on . .
: : .. sign also includes a VS-aware scheduler and packet dis-
behalf of many other services, their resource bindings

should be dynamic to reflect theorks-for relation. The patcher that enforce per-VS CPU and network shares.
problem could be fixed by replicating shared services onThe combination of VSs and gates permits resource
each VH. However, in this case the consistency of indi-management for dynamic communicating services with-
vidual shared services becomes a major concern, as do@sit requiring any changes to the hosted services. While
the inefficiency that results when hosting two identical being transparent to the application, the system admin-
services to maximize performance insulation. istrator must know the mechanisms by which work is

relayed among VSs. Fortunately, this information can

To ehmmat(_a the pe_rformance mterf_erence caused bybe inferred without application modification by system-
shared services, we introduce the notion fraual Ser- . - .
call-tracing utilities or packet sniffers.

vice (VS). VSs are an OS abstraction that provides per-
service resource partitioning and management by dyOther approaches that permit changing the resource
namically binding service activities in a manner that is bindings [2, 4] do not consider the problem of shared
completely transparent to applications. Once an activ-sub-services that do not readjust resource bindings on
ity is classified as belonging to some VS, this VS assotheir own. Since the applications that the ASP hosts
ciation is maintained, regardless of the process contexare usually developed for standard OS’s, they are not
in which the activity continues. This means that the re-resource-binding-aware. As Figure 2 shows, our trans-
source bindings for shared services are delayed until it igarent VS architecture brings resource management to
known who they work for. This automatic and delayed such applications.

resource binding makes insulation between services posrpq following points summarize the key features of our

sible, in spite of shared sub-services.



VS architecture: VS, the RC abstraction does not automate the binding of

e Dynamic resource bindings for shared services resource consumers to RC's.

e Application transparent resource management

¢ Applications may use several OS mechanismsto re
lay work to each other

The Solaris Resource Manager [20] is based on a re-
source reservation concept (callewbdes ) which is
equivalent to RC. In addition to the resource-reservation
abstractionJnodes are tagged with Unix user-group

e Minimal interference between VSs affiliations so that the resource context can be inferred

 Modular implementation permits trade-off between from the user-group setting of current application activ-

the quality of insulation and the overhead incurred Iy This mechanism reduces the need for manual re-
by the VS abstraction source bindings. The idea is to give each user-ID its

own machine. Unfortunately, this concept fails if shared
The idea of a VS can be directly applied to distributed services do not change their user-ID when they work on
server farms within one administrative domain and behalf of different users. For example, the system’s DNS
shared VS name space. Even though collaborating seiserver does not change its user-ID to that of the process
vices may be scattered over several machines, they stilequesting address resolution.
relay service requests to one another via system call

. P : Th the context of Eclipse’s hierarchical reservation do-
which the classification gates can intercept.

mains [4] Bruncet al. discuss in a recent paper [3] how
We summarize related work in Section 2. Section 3 de-Eclipse tackles the problem of sharing specific OS enti-
tails the design of VS and the dynamic management oties such as sockets among concurrent applications. In-
VS associations. Section 4 describes our Linux-basederference can be reduced by tagging each request that
implementation. Section 5 presents experimental resultsitilizes a shared resource with the appropriate reserva-
and quantitatively shows that the VS abstraction solvegion domain, thus delaying the resource binding of the
the problems faced by ASPs that co-host services. Seashared OS abstraction. Request tagging is also used by
tion 6 summarizes our findings and future research di-vS. Unlike VS, Eclipse does not infer the tag for a re-
rections. guest in the absence of application support and does not
exploit these for the scheduling of an application that
picks up atagged request. Precursors of this work are the
Hierarchical Scheduler (HS) [9] with configurable CPU
scheduling policies and the Nemesis OS [10]. Nemesis
provides comprehensive inter-application isolation for
There are two approaches to server managementnemory and file system. Both HS and Nemesis require
resource-oriented and service-oriented.  Resource- applications to manage their own resource bindings.
oriented approaches like Resource Containers [2lyyorkload Manager's (WLM's) [1]

Eclipse [3, 4], Capacity Reserves [15], and Hierarchi- oy 5qis similar to the notion of a V'S. Since WLM man-
cal Scheduler [9] provide necessary low-level supportages requests separately according to teeiice class,

for the partitioning of resources. Furthermore, they SUP-gerice sharing does not necessarily cause interference.
port relatively static bindings of resource consumers toyeyertheless, classifying requests into service classes is
these partitions. VS (proposed in this paper) and Work-he hard part. For this purpose, IBM modified 0S/390's

load Manager [1] are service-oriented. They charge Serygices to classify all requests into service classes. This

vices for their resource usage instead of creating Stati%pproach does not work for ASPs since they cannot

resource partition bindings for entities like Processes,modify hosted applications. Therefore, VSs provide a

users, or sockets. Table 1 characterizes the properties ?ifansparent work classification mechanism.

related approaches. This figure also highlights the novel

features of VS. Scout [18] takes a somewhat different route since it is
. . primarily designed to be used in embedded multimedia

Resource Containers (RC) is the most recent representdg yer designs. Scout's path abstraction tracks the flow

tive of resource-oriented server management. Any OS Obf work across different OS layers. Resources are re-

application activity executes in the context of an RC. Thegged on a per-path basis. Since paths are compiled

RC may contain basic CPU and network shares and varg the kernel, resource consumption scenarios cannot

ious count limits on the number of resource consumersch‘,:mge dynamically. For every new resource consump-
that can be bound to it. To control application perfor- yion scenario (i.e., new applications) the Scout kernel

mance, processes must explicitly bind to an RC. Subsyyst he recompiled. In contrast, VSs can be configured
sequent activities are charged to the associated RC, a namically to handle new scenarios of resource con-
resource limits specified therein are enforced. Unlike

2 Redated Work

notion of aervice
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) Y
Recognize work hardwired | intercept
flz e N N N N N intoos | syscall N
. OS part of
Application changes N Y Y Y  |application|] N %

Table 1: Resource- and service-oriented server management solutions

sumption and service interaction.

Sun’s Dynamic Enterprise 1000 [21], Solaris Resource
Manager [20], and Ensim’s recent VH product ServerX-
change [7] are noteworthy commercial VH implemen-
tations resembling Eclipse. Other popular commer-
cial solutions, such as Cisco’'s LocalDirector [6], Hy-
draweb [11], and F5's BigIP [8] are geared towards in-
creasing the capacity available to ASPs through load-
sharing in server clusters. These solutions also provide
some coarse insulation between co-hosted services by
shaping request flows. This mechanism applies only to
well-known services (e.g. Web servers) since requests
must be parsed by a load-managing frontend. Hence,
insulation fails when ASPs co-host proprietary services
and when the workload created by individual requests
differs significantly among co-hosted sites.

3 TheVirtual Service Abstraction

The VS abstraction treats services that utilize sub-
services as if they were a single application executing
on its own dedicated server. To create thisillusion, aV$S
is associated with a basic resource context (Figure 3).

The resource context summarizesthe resource limitsand
statistics for activities that execute on behalf of the VS
(Section 3.2). Figure 3 also shows typical VS members.
Section 3.3 discusses how to track this dynamic mem-
ber set if applicationsdo not manage VS-membership on
their own. In Section 3.4 we discuss the seamless inte-
gration of the tracking of VS-membership and resource
limit enforcement into a gate abstraction. A gate filters
entry and exit of system calls that are relevant with re-
spect to VS-membership changes. Section 3.5 explains
the gate's response to resource limit violations.

3.1 System Model

Our approach uses tags OS entities, such as processes,
sockets, |PC shared memory segments, etc., with VSin-
formation. All modern OS's have these entities and al-
ready tag them with other information. We also have
to assume that all requests for service are received via
explicit system calls, such as communication sockets,
I PC shared memory segments, message queues or pipes.
Thisrestriction is due to the fact that automatic tracking
of changesin VS-membership depends on being ableto
intercept the interaction between cooperating services.
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This means that V Ss cannot manage services that hide
their relaying of work. For example, if two services use
some VS-unaware server as a message relay, it is im-
possible to infer their cooperation. User-level thread li-
braries are another form of hidden communication since
the application’s switching between different requestsis
hidden from the OS. Here, the thread library must rebind
the process to the correct VS every time a thread-switch
occurs.

3.2 Settingup a Virtual Service

Each VS is uniquely identified by its descriptor (Fig-
ure 4). To dlow the system administrator to manage
VSs, each service has an integer virtual service identi-
fier (VSID). The VSID is guaranteed to be unique on
each machine. For VSs that use resources on multiple
machines, we leave it up to user-space software to guar-
antee the uniqueness of identifiers. When setting up the
distributed service, external administration software can
force a specific VSID onto the newly-created VS. Such
globa VSID's are taken from their own number range
and will never conflict with local VSID’s.

Like RC's [2] we advocate hierarchically-nested re-
source contexts. Hierarchy is necessary because an
ASP's clients should be able to decide themselves
whether they want all of their servicesto share resources
or whether they want to insulate them from each other.

The parent field of the VS structure points to the par-
ent VS. Oftentimes parent VSs will be used to imple-
ment abstract VSs, i.e., placeholder services to which
all services of an ASP's business client belong. The
highest-level serviceistheroot service withVSID
0, which accounts for all unclassified work.

Hierarchy is again reflected in VS attributes such as re-
source usage statistics and resource limits. By defaullt,
newly-created VSs share the attributes, i.e., resource
control settings and statistics (CPU time used, packets

sent, etc.) of their parents. This means that the fields
in the child refer to its parent’s pendants (Figure 4). To
manage the child service directly, attributes of interest
need to be detached from the parent. For example, to
control the number of processes for a sub-service, one
detaches the sub-service's process count limit via the
servct(DETACH PROCESS.IMIT) cal.

To instantiate a cluster-wide V'S, the administration soft-
ware must create V'S descriptors with one globa VSID
on all cluster nodes. On each of those nodes, local re-
sources may be reserved using the V'S descriptor’s re-
source context. Before reserving V'S resources, the ad-
ministration software will monitor the VS's resource
consumption via the statistical VS attributes. Once
enough statistics are avail able, resource reservationswil|
be calculated to stabilize V'S performance. This calcula-
tion is difficult and requires a full-fledged monitoring-
feedback algorithm, which is outside the scope of this
paper. We experienced that cluster-wide VS manage-
ment using a unified VSID name space simplifies the
implementation of such an algorithm.

Most of the VS state discussed so far could potentially
be realized using RC’s [2] or Reservation Domains [4].
However, they do not provide configurable classification
rules. Classification rules indicate how VS-membership
is to be updated when certain system calls are invoked
by specific VSs. For instance, if a process member of
the VS in Figure 4 cdls fork , the OS knows exactly
that this is a way of relaying work and that the created
process should inherit the parent’s VS dffiliation.

3.3 Tracking Service Member ship

Therearetwo ways of tracking the members of aservice:
either they are announced or the OS infers who they are.
In our VS framework, membership is mostly tracked by
the OS without requiring continuous application or ad-
ministrator intervention. Nevertheless, especially at ser-
vice startup time it can be efficient to create some as-
sociations between V Ss and other OS entities explicitly.
For example, if one knows that one specific kind of ser-
vice request (identified by itsown VS) always enters the
system through one specific process or socket, a manual
binding of these processes or sockets to the VS should
be used. This avoids having the OS infer repeatedly that
these entities and the V'S belong together.

AsaV S beginsto respond to requests, new sockets, pro-
cesses, and | PC resources may be created. Each of them
must be associated with a VS because they incur sys-
tem load and are used to relay work. Usually these new
membersare not added explicitly since the administrator
does not even know of their existence and the applica-
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Figure 10: Performance of intercepted and new system calls

tem call like fork , the overhead of classifying the new
processis small — only 1.3% — (see Figure 10(b), clas-
sify). Nevertheless, the raw performance of intercepted
system calls can decrease significantly if the intercepted
call is very simple like open. We observed 30% cost
increase for the open/close pair if the VS affiliation
changed with every execution of the loop (reclassify) in
Figure 10(a). Just finding a classification rule (match)
or not finding one (mismatch) is much cheaper. The
high relative overhead for simple calls results from the
amost constant classification overhead. An important
point shown in Figure 10(a) is that binding processes
to V Ssfrom user-space (explicit classification) performs
much worse than kernel-based classification because of
the system call overhead. Explicit classification requires
the executing process to classify itself and the resources
that it uses and creates by calling the servctl  system
call. Inour measurementswe compared the performance
of a sample program using (implicit) classification rules
against a modified version of the program that explic-
itly updated affected VS bindings. The performance
numbers strongly support the use of kernel-based (im-
plicit) classification. For the sake of completeness, Fig-
ure 10(c) summarizesthe cost of querying V'S attributes
and administering the VS hierarchy.

To estimate the overall performance impact of the ker-
nel modifications including scheduler changes, resource
limit enforcement, and the cost of system call intercep-
tion, we measured how the performance of the Apache
HTTP server [14] is affected by the OS changes. Fig-
ure 9 shows that the V'S abstraction affects the system’s
HTTP performance only up to 2.5%, depending on the
number of simultaneous client connections. The bi-
modal shape of the performance loss graph in Figure 9
can be explained as follows. Apache keeps some spare
processes alive to serve incoming connections faster.
Once the number of simultaneous connections offered
to Apache increases to an extent that there are not a-
ways enough of these spares, Apache begins to fork
more connection-handling processes on-demand, which
explains the increase in overhead up to 80 simultaneous

connections. Beyond this point, the file system cache hit
ratio goes down so that the low performance of the file
system begins to dominate overall system performance,
thus decreasing the relative impact of our OS changes.

5.2 Implementing VHsusing VSs

Another series of experiments on Apache shows that
the VS abstraction may be used to insulate VHs. Un-
like other applications, Apache itself provides some ba-
sic resource controls (process count limits) to insulate
VHs. We studied the insulation properties that Apache
can provide in comparison with those of VSs. The goal
was to divide the previously-measured server into two
VHs of equal capacity.

In the experiments, two copies of Apache were executed
on the same host, each listening on its own IP address
using IP aiasing for the Ethernet interface. Running
two copies of Apache, each instance can be controlled
by adjusting the MaxClients  directive, which limits
the number of concurrent sessions for each site. Thisis
an effective means of performance insulation if the av-
erage work per HTTP operation is known for each site.
Since both sites have their own copy of similar content,
we could achieve agood division of resources by setting
the MaxClient directivefor the Apache serversto the
same value.

To test VS-based insulation, the Apache servers were
launched as if they were run on their own physical hosts
(using very large process limits). We created two VSs,
www land www?2, for which we specified thefork clas-
sification rules:

(fork ,www[1|2] ) — (www[1|2] )
Eachsite’sinitial httpd  processwas explicitly added to
its corresponding VS via a simple command line utility:

$> svcaddprocess <VSID> <PID>

Each site was given a 50% CPU share.

In the measurements that are discussed here, Site A was
offered a constant load of 40 simultaneous connections

retrieve all VS single attribute
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Figure 11: Performance loss when hosting two sites of equal capacity on one server

while Site B was offered between 10 and 60 simultane-
ous connections. We chose these parameters because the
server saturates — diminishing HTTP throughput gains
— when offered 80 simultaneous connections.

Without insulation between the sites, A’'s performance
degrades significantly once the server is offered a to-
tal of 70 simultaneous connections (A=40, B=30) [see
Figure 11(a)]. From this point on, B begins to sted
resources from A, thus contaminating the file cache to
A's disadvantage. The lack of insulation can be fixed
in Apache itself by restricting the maximal number of
concurrent processes. This comes at the expense of
some loss of aggregated performance under peak load
[Figure 11(b)]. Thislossis due to the fact that incom-
ing reguests must be rejected when the process limit is
reached. This queuing phenomenon — for M/M/m/c
systems described by the Erlang-loss formulas [23] —
is especialy evident when looking at the smaller pro-
cess count limit (20:20). VS CPU shares eliminate this
problem.

Apache's process limits also fail when background ac-
tivities compete for CPU time, e.g., monitoring. To sim-
ulate the effects of background load, ten background
load generators were invoked. As expected, aggregated
performance and A’s performance drop significantly if
Apache's process limits are used for site insulation. In
contrast, the VS abstraction keeps A's performance sta-
ble since only non-dedicated resource slots (beyond A's
and B’s resource limits) are used to process background
load. Therefore, VS-based insulation performs better
than Apache’s own support for VHs.

One may argue that a modified, CPU-share-aware
Apache could achieve the same quality of insulation.
V Ss obviate the need for modifying applicationsto get a

better handle on performance management.

Since this experiment did not involve access to any
shared services and work is relayed only from a parent
process to its child, Eclipse or RC's could probably be
tuned to perform just as well as VSs. Beyond establish-
ing the competitiveness of the VS approach, the next set
of experiments focuses on its main contribution.

5.3 Insulation Despite Service Sharing

Instead of letting the sites A and B execute CGI scripts
to serve the advertisement banners (part of the bench-
mark), ashared, single-threaded Fast-CGl server (FCGI)
was used. Queuing theory suggests that the impact of
this shared FCGI will be the worst when (a) it exhibits
highly variant execution times and (b) a high percentage
of requests are forwarded to it. Therefore, we modified
the FCGI to execute a busy wait cycle randomly cho-
sen between 0 and 10 ms (uniformly distributed), before
serving incoming reguests for advertisement. Further-
more, the percentage of advertisement banners requests
was raised from 13% to 30% on each site. Other dy-
namic requests were eliminated from the benchmark’s
workload. The Apache sites (A and B) used a TCP con-
nection to retrieve advertisement from the shared FCGlI,
which was located on the same machine as the two sites.
Since we used a TCP connection, we could have also
moved the FCGI to a remote server without breaking
the VS paradigm. Nevertheless, the remote server would
have been so underloaded that interference effectswould
not have been easy to observe. Moreover, the time re-
quired to invoke a remote FCGI would have severely
limited overall HTTP throughput. The load offered to
Site A was kept at 30 simultaneous connections while
the load offered to Site B increased from 10 to 60 simul-
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taneous connections — with the changed dynamic mix,
the server became saturated at atotal of 60 simultaneous
connections of offered load.

Asinthe experimentsof the last section, two V Ss (www1
and www3 were created and each was assigned half

of the machine's CPU capacity. The first experiment

(Apacheinsulation only) executes the FCGI outside the
V'S context of either site so that it could utilize all unused

server capacity.

In the second round (dynamic FCGI-to-V S binding) we
loaded the additional accept and socket gates to
police access to the FCGI, which received its requests
via TCP. The following classification rules were instan-
tiated:

(accept ,www[1|2] ,req=www[2|1] )— (www[2|1] )
The accept rules cause the FCGI to change its re-
source binding if it is executing in the VS context
of wwwl (www3j and receives a request from www?2
(www? to www2(www3. Moreover, accept reorders
requests in the order of their VS's remaining resource
share as explained in Section 4. The default socket
rule associates a new socket with its creator’'s VS. This
ensures that requests sent to the shared FCGI will have
appropriate TOS markings. To establish a baseline for
optimal insulation, we replicated the FCGI script in each
V'S context (replicated FCGI). This cannot be done in
real setups because many applications are not designed
to be replicated.

As Figure 12 shows, sharing the FCGI without the ac-

cept gate breaks the insulation between sites A and B
(Apacheinsulation only); the performance of Site A de-
creases rapidly as the load on Site B increases. This ef-
fect can be traced back to the contention for the shared
FCGI. With the accept gate (dynamic FCGI-to-VS
binding), the performance of Site A drops at a much
dower, nearly the pace for replicated FCGI. The bene-
fit of using the accept gateis aperformanceimprove-

ment for the well-behaved site (well-behaved means that
itsclients do not overload the site) of approximately 60%
under maximal load. Further experiments show that the
accept gate for dynamic VS bindings performs al-
most as well as if the shared service were replicated for
each VS (replicated FCGI). The ill-behaved Site B suf-
fers from overloading its CPU share. This resultsin a
10% loss of aggregated performance compared to the
ideal case of a replicated FCGI under peak load. The
reason for this is that the ill-behaved site uses its re-
sources mainly on serving static HTTP requests. Only
when the number of queued-up FCGI requests is large
will its FCGI requests be processed. During those times
Site B operates mostly sequentially.

Without changing Apache this problem could not have
been solved using RC's or any other approach presented
in Section 2, because the resource binding for the FCGI
must be dynamic, assuming it cannot be replicated.

6 Conclusions

We demonstrated that V Ss are an effective, application-
transparent resource management abstraction when sub-
services are shared across business clients. Furthermore,
our implementation showed that VSs can be integrated
into an off-the-shelf OS without incurring much addi-
tional overhead. To manage V Ss, a limited understand-
ing of the managed applications suffices. In particular,
one needs to know how services and sub-services inter-
act. Onthebasisof these knowledge, the VS architecture
transparently and dynamically updates the VS binding
for service activities and thereby their resource bindings.

V' Ss are shown to be able to emulate the VH abstrac-
tion. Furthermore, we have shown that VSs provide
sound insulation between competing services in spite of
shared sub-services. ASPs who multiplex hardware and
software resources among their business clients, benefit
greatly from the proposed solution. Given the great in-
terest in the outsourcing market, future versions of com-
mercial resource management approaches such asWLM
or Sun Resource Manager, will consider the interfer-
ence caused by shared services between otherwise well-
insulated services. They may use VS tracking to mini-
mize thisinterference, thusimproving resource manage-
ment for multi-tier services significantly.

Since the VS architectureis extensible, one may choose
only a small set of classification mechanisms and lim-
ited configuration optionsfor gates. Thisallows astaged
integration of VS tracking into off-the-shelf OS's. VS
can aso beintegrated easily by putting the classification
rulesinto a separate |ook-up table. Then aV S descriptor
reducesto a RC or Reservation Domain. Therefore, it is



possible to augment RC'’s or Eclipse to provide VS-like
dynamic resource bindings by introducing a classifica-
tion table and intercepting the VS relevant system calls.

In spite of the overall acceptable performance of our ex-
perimental implementation, there is still sufficient room
for improvement. To speed up classification in a com-
mercial OS, filtering and classification should be tightly
integrated into the intercepted system calls as opposed to
simply placing call-back hooks inside system call code
— cdling an empty C function on a 300MHz AMD
K6 aready takes 9us. A tighter integration would also
avoid duplicate lookups of processes, file descriptors,
etc., once to execute the system call and another time
to execute classification.

The primary remaining issue in insulating co-hosted
sites from each other using VSs is file cache man-
agement. To improve insulation, each disk-bound VS
should be equipped with its own file cache [5]. To ac-
complish this goal, the inodes in the file cache must
be tagged with their VS effiliation. Furthermore, one
must limit the total number of inodes in thefile cache
for each VS. If aninode isshared by two or moreVSs
it should retain the tag of the highest priority VS that
isusing it. Otherwise, priority inversion would result.
Although easy to describe, this feature requires substan-
tial changes to the structure of the file cache. Never-
theless, content servers with very largeinode working
sets would benefit from such insulation. It is possible
that this eliminates the small performance degradation
of the well-behaved sitein Figure 12.
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