


ing TCP pac k ets for the resp ectiv e pro cess, and has

its resource utilization c harged to the pro cess [14 ].

Alternativ ely , LRP ma y pro cess all incoming TCP

pac k ets in a single pro cess, and use a Resource Con-

tainers facilit y to c harge resource usage to the Con-

tainers of the resp ectiv e receiving applications [1].

1

Unfortunately , LRP ma y also presen t signi�can t dif-

�culties. First, man y op erating systems supp ort nei-

ther k ernel threads (e.g., F reeBSD) nor Resource

Con tainers (e.g., most existing systems). There-

fore, it can b e di�cult to p ort LRP to suc h sys-

tems. Second, LRP's UDP pro cessing is alw a ys syn-

c hronous, whereas LRP's TCP pro cessing is alw a ys

async hronous and shares resources equally with the

receiving application. Ho w ev er, for some applica-

tions, di�eren t proto col sc heduling or resource ap-

p ortionmen t ma y b e preferable. Third, LRP and

Resource Con tainers w ere designed for hosts (as ac-

kno wledged b y the reference to \serv er systems" in

the titles of the resp ectiv e pap ers [14 , 1 ]). Ho w ev er,

sc heduling and resource managemen t in gateways is

b ecoming as imp ortan t as in hosts. Gatew a ys no

longer simply forw ard pac k ets; they increasingly also

need to run applications suc h as routing proto cols,

net w ork managemen t [10 ], �rew alling, Net w ork Ad-

dress T ranslation (NA T) [15 ], load balancing [22 ],

reserv ation proto cols [4 ], or billing [12 ]. Extensible

routers [21 ] and activ e net w orks [9 ] suggest a n um-

b er of other w a ys in whic h it ma y b e adv an tageous

to run application-sp eci�c co de on gatew a ys.

LRP's use in these mo dern gatew a ys faces t w o prob-

lems. First, LRP's early dem ultiplexing do es not

pro vide the required 
exibilit y . In gatew a ys, eac h

pac k et ma y need to b e pro cessed not b y a single

receiving application, but b y a v ariable series of ap-

plications, eac h of whic h ma y mo dify the pac k et's

header and a�ect what other applications need to

pro cess the pac k et. Second, LRP and Resource Con-

tainers w ere describ ed and ev aluated in detail only

in conjunction with time-sharing sc heduling. Ho w-

ev er, this t yp e of sc heduling ma y b e inadequate for

gatew a ys. F or example, it w ould b e improp er to p e-

nalize IP forw arding according to its CPU usage, as

a t ypical time-sharing sc heduler w ould. On the other

hand, giving IP forw arding a \real-time" priorit y

1In many operating systems, including FreeBSD, the no-
tions of resource principal and protection domain coincide in
the process abstraction. Resource Containers are a proposal
to separate these notions, making resource management more

exible. For example, a given client's resource consumption
may be represented by a single Resource Container. In this
case, resources used by di�erent servers on behalf of the client
may be charged to that client's Resource Container.

ma y also b e inadequate, b ecause it could lead to the

starv ation of time-sharing or other lo w er-priorit y ap-

plications (e.g., in F reeBSD 3.0, real-time priorities

are �xed and are alw a ys higher than time-sharing

priorities).

This pap er con tributes a new sc heme, Signaled Re-

ceiv er Pro cessing (SRP), that o v ercomes b oth BSD's

and LRP's men tioned shortcomings. When an in-

coming pac k et is dem ultiplexed to a giv en pro cess,

SRP signals that pro cess. The default action on

suc h signal is to p erform proto col pro cessing asyn-

c hronously . Ho w ev er, a pro cess ma y c ho ose to syn-

c hronize proto col pro cessing b y c atching , blo cking ,

or ignoring SRP's signals. In the latter cases, pro-

to col pro cessing is deferred un til a later receiv e call.

In all cases, proto col pro cessing o ccurs in the con text

of and is c harged to the receiving pro cess.

SRP has sev eral adv an tages o v er LRP . First, SRP

uses signals and not k ernel threads nor Resource

Con tainers. Therefore, SRP can b e easily p orted to

most existing systems, including F reeBSD. Second,

SRP giv es applications considerable con trol o v er the

sc heduling and resource app ortionmen t of proto col

pro cessing. F or example, an application ma y catc h

SRP's signals to con trol the time sp en t doing proto-

col pro cessing; blo c k SRP's signals to a v oid in terrup-

tions while pro cessing some urgen t ev en t; or ignore

SRP's signals to mak e TCP pro cessing sync hronous.

Sync hronous TCP pro cessing can impro v e memory

lo calit y . Suc h con trol is not p ossible in LRP b ecause

LRP w as designed to b e transparen t to applications.

Third, SRP supp orts mo dern gatew a ys. SRP uses

a m ulti-stage dem ultiplexing function that, unlik e

LRP's simple early dem ultiplexing, allo ws pac k ets

to b e examined and mo di�ed b y a m ultiple and p os-

sibly v ariable series of applications. Moreo v er, SRP

supp orts prop ortional-share sc heduling. In a gate-

w a y , prop ortional-share sc heduling can guaran tee to

eac h application (e.g., IP forw arding, load balanc-

ing, or billing) a minim um share of the CPU, with-

out p enalties for usage and without starv ation of

other applications. W e implemen ted SRP as part

of Eclipse/BSD, a new op erating system that is de-

riv ed from F reeBSD and that pro vides QoS guaran-

tees via prop ortional-share sc heduling of eac h sys-

tem resource, including CPU, disk, and net w ork out-

put link bandwidth [7].

The rest of this pap er is organized as follo ws. Sec-

tions 2 and 3 describ e in greater detail ho w BSD

and LRP pro cess receiv ed pac k ets, resp ectiv ely . Sec-

tion 4 rep orts the di�culties w e encoun tered when
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Figure 1: In F reeBSD, proto col pro cessing of receiv ed pac k ets o ccurs in the con text of a hardw are or soft w are

in terrupt at priorit y higher than that of an y application, and is c harged to whatev er pro cess w as in terrupted.

p orting LRP to F reeBSD for the implemen tation of

Eclipse/BSD. Those di�culties led to the design of

SRP , describ ed in Section 5. Exp erimen ts in Sec-

tion 6 demonstrate that, lik e LRP , SRP prev en ts re-

ceiv e liv elo c k. Ho w ev er, the exp erimen ts also sho w

that SRP supp orts Eclipse/BSD's QoS guaran tees,

that suc h supp ort is desirable for gatew a y function-

alit y , suc h as IP forw arding, and that SRP , unlik e

LRP , allo ws an y application to con trol the sc hedul-

ing of proto col pro cessing, e.g. to ac hiev e b etter

memory lo calit y . Section 7 discusses related w ork,

and Section 8 concludes.

2 BSD receiv er pro cessing

This section discusses ho w F reeBSD pro cesses IP

pac k ets receiv ed from an Ethernet. This discussion

is represen tativ e also of proto col pro cessing in other

deriv ativ es of BSD and for other proto col families

and net w orks.

As sho wn in Figure 1, pac k et arriv al causes a hard-

w are in terrupt that transfers CPU con trol to a net-

w ork in terface driv er. The driv er retriev es the pac k et

from the net w ork in terface hardw are, prepares the

hardw are for receiving a future pac k et, and passes

the receiv ed pac k et to the ether input routine.

ether input places the pac k et in IP's input queue

without dem ultiplexing: All IP pac k ets go in the

same queue. ether input then issues a net w ork

soft w are in terrupt. This soft w are in terrupt has pri-

orit y higher than that of an y application, but lo w er

than that of the hardw are in terrupt.

F reeBSD handles the net w ork soft w are in terrupt b y

dequeuing eac h pac k et from IP's input queue and

calling the ip input routine. ip input c hec ksums

the pac k et's IP header and submits the pac k et to

preliminary pro cessing: �rew alling and/or NA T, if

con�gured in the system, and IP options, if presen t

in the pac k et header. This preliminary pro cessing



ma y drop, mo dify , or forw ard the pac k et. ip input

then c hec ks the pac k et's destination IP address. If

that address is the same as one of the host's ad-

dresses, ip input reassem bles the pac k et and passes

it to the input routine of the higher-la y er proto col se-

lected in the pac k et header (i.e., TCP , UDP , ICMP ,

IGMP , RSVP , IPIP , or, in remaining cases, ra w IP).

Otherwise, if the destination is a m ulticast address,

ip input submits the pac k et to a higher-la y er pro-

to col, for lo cal deliv ery , and to m ulticast forw arding,

if the system is con�gured as a m ulticast router. Fi-

nally , if the destination matc hes neither the host's

nor a m ulticast address, and the system is con�gured

as a gatew a y , ip input submits the pac k et to IP for-

w arding; otherwise, ip input drops the pac k et.

TCP's and UDP's input routines c hec ksum the

pac k et and then dem ultiplex it. They �nd the pro-

to col con trol blo c k (PCB) that corresp onds to the

destination p ort selected in the pac k et header, ap-

p end the pac k et to the resp ectiv e so c k et receiv e

queue, and w ak e up pro cesses that are w aiting for

that queue to b e non-empt y . Ho w ev er, if the so c k et

receiv e queue is full, F reeBSD drops the pac k et.

Note that, b ecause dem ultiplexing o ccurs so late in

F reeBSD, pac k ets destined to the host are dropp ed

after proto col pro cessing has already o ccurred.

Note also that, in F reeBSD, proto col pro cessing of

a receiv ed pac k et is async hronous relativ e to the re-

sp ectiv e receiving pro cess. On receiv e calls, the re-

ceiving pro cess c hec ks the so c k et receiv e queue. If

the queue is empt y , the pro cess sleeps; otherwise,

the pro cess dequeues the data and copies it out to

application bu�ers.

Ho w ev er, pro cesses only get a c hance to run if the

receiv e load is not so high that all CPU time is sp en t

pro cessing net w ork hardw are or soft w are in terrupts

(receiv e liv elo c k). Moreo v er, ev en at mo derate re-

ceiv e loads, pro cess sc heduling ma y b e disturb ed b y

the fact that the CPU time sp en t pro cessing net-

w ork in terrupts is c harged to whatev er pro cess w as

in terrupted, ev en if that pro cess is unrelated to the

receiv ed pac k ets.

3 LRP

Although p opular, BSD's sc heme for pro cessing re-

ceiv ed pac k ets can cause sc heduling anomalies, as

discussed in the previous section. LRP [14 ] has b een

prop osed as a remedy to suc h anomalies. This sec-

tion reviews ho w LRP ac hiev es that.

As illustrated in Figure 2, LRP uses channels in-

stead of a single IP input queue. A c hannel is a

pac k et queue; LRP asso ciates one c hannel to eac h

so c k et. The net w ork in terface hardw are or driv er

examines pac k et headers and enqueues eac h pac k et

directly in the corresp onding c hannel (early dem ul-

tiplexing). F ollo wing a hardw are in terrupt, LRP

w ak es up the pro cesses that are w aiting for the c han-

nel to b e non-empt y . Ho w ev er, if the c hannel is

full, the net w ork in terface drops the pac k et immedi-

ately , b efor e further proto col pro cessing. LRP han-

dles TCP and UDP pac k ets di�eren tly , as discussed

in the follo wing subsections.

3.1 UDP

In the UDP case, on receiv e calls, the receiving pro-

cess p erforms the follo wing lo op while there is not

enough data in the so c k et receiv e queue: While the

corresp onding c hannel is empt y , sleep; then dequeue

eac h pac k et from the c hannel and submit the pac k et

to ip input, whic h calls udp input, whic h �nally

enqueues the pac k et in the so c k et receiv e queue. The

receiving pro cess then dequeues the data from the

so c k et receiv e queue and copies it out to application

bu�ers. Therefore, for UDP , LRP is synchr onous

relativ e to the receiving pro cess's receiv e calls.

3.2 TCP

Unlik e the UDP case, in the TCP case, LRP is asyn-

chr onous relativ e to the receiving pro cess. LRP w as

designed to b e completely transparen t to applica-

tions and, in some applications, p erforming TCP

pro cessing sync hronously relativ e to application re-

ceiv e calls could cause large or v ariable dela ys in

TCP ac kno wledgmen ts, adv ersely a�ecting through-

put. In order to pro cess TCP async hronously with-

out resorting to soft w are in terrupts, LRP ma y asso-

ciate with eac h pro cess an extra k ernel thread that

is sc heduled at the pro cess's priorit y and has its re-

source utilization c harged to the pro cess, as sho wn in

Figure 2. This k ernel thread con tin uously p erforms

the follo wing lo op: While the pro cess's TCP c han-

nels are empt y , sleep; then dequeue eac h pac k et from

a non-empt y TCP c hannel and submit the pac k et to

ip input, whic h calls tcp input, whic h �nally en-
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pro cess.

queues the pac k et in the resp ectiv e so c k et receiv e

queue.

Instead of k ernel threads, LRP ma y use a single pro-

cess for similarly handling pac k ets from al l TCP

c hannels in the system. In this case, LRP uses a

Resource Con tainers facilit y to c harge the resources

used in pro cessing eac h pac k et to the Con tainer of

the resp ectiv e receiving application [1].

In either case, LRP handles TCP receiv e calls sim-

ilarly to BSD: the receiving pro cess simply c hec ks

the so c k et receiv e queue and, if the queue is empt y ,

sleeps; otherwise, the pro cess dequeues the data and

copies it out to application bu�ers.

4 LRP's di�culties, shortcomings,

and op en questions

LRP w as initially dev elop ed for a w orkstation

time-sharing op erating system, SunOS. Ho w ev er,

LRP's abilit y to prev en t certain net w orking-

related sc heduling anomalies caugh t our atten tion

when w e w ere mo difying F reeBSD to implemen t

Eclipse/BSD [7 ]. Eclipse/BSD is a new op erat-

ing system that pro vides QoS guaran tees using

prop ortional-share sc heduling. Eclipse/BSD is in-

tended for b oth hosts and gatew a ys. Our initial in-

ten tion w as to use LRP , but w e ran in to the problems

rep orted in this section.

Our most ob vious di�cult y w as that F reeBSD sup-

p orts neither k ernel threads nor Resource Con tain-

ers, whic h are used in LRP's TCP pro cessing. W e

could ha v e c hosen to build either piece of infra-

structure, but decided against that b ecause (1) the

e�ort required w ould b e non trivial, and (2) w e found

that the redesign describ ed in the next section (SRP)

b oth leads to an easier implemen tation and solv es

sev eral shortcomings and op en questions in LRP , as

discussed in the follo wing subsections.

4.1 In
exibility

Although LRP is an arc hitecture with sev eral imple-

men tation options, it is unnecessarily in
exible.
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Figure 5: SRP prev en ts receiv e liv elo c k in

Eclipse/BSD.

erages of �v e runs. Figure 5 sho ws that, b oth on

F reeBSD and on Eclipse/BSD, essen tially all pac k-

ets w ere receiv ed up to a transmission rate of ab out

5600 pac k ets p er second. Ab o v e a certain trans-

mission rate, ho w ev er, F reeBSD's reception rate col-

lapses b ecause of receiv e liv elo c k. On the con trary ,

Eclipse/BSD's reception rate reac hes a plateau and

remains substan tially at that lev el as the transmis-

sion rate increases. Eclipse/BSD's stabilit y is due to

SRP , whic h a v oids receiv e liv elo c k.

The fourth exp erimen t sho ws that prop ortional-

share sc heduling is desirable in gatew a ys that pro-

cess application-sp eci�c co de, in addition to for-

w arding pac k ets. W e used the netperf utilit y to

measure TCP throughput b et w een hosts A and B on

t w o separate F ast Ethernets connected via a gatew a y

G. Gatew a y G is a 266 MHz P en tium I I PC with 64

MB RAM and running Eclipse/BSD, while host A

is a 400 MHz P en tium I I PC with 64 MB and run-

ning Lin ux, and host B is a 133 MHz P en tium PC

with 32 MB RAM and running F reeBSD. In addi-

tion to IP forw arding, the gatew a y ran a v ariable

n um b er of instances of an application called onoff.

After eac h time an onoff pro cess runs for 11 ms, it

sleeps for 5 ms. The IP forw arding pro cess ran either

with a 50% CPU reserv ation or with no reserv ation.

The onoff pro cesses ran with no CPU reserv ation.

There w as no other load on the hosts or net w ork.

Figure 6 demonstrates that, without a CPU reser-
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v ation for IP forw arding, other application load on

the gatew a y can cause TCP throughput to collapse.

On the con trary , an appropriate CPU reserv ation

isolates IP forw arding p erformance from other load

on the gatew a y .

The �nal exp erimen t demonstrates that some ap-

plications can b ene�t from SRP's abilit y to defer

proto col pro cessing. In this exp erimen t, a clien t ap-

plication on host C con tin uously executed transac-

tions eac h consisting of sending requests with 512

KB of random in teger data to a serv er application

on host S, and then receiving the serv er's reply of a

few b ytes. Host C is a 300 MHz P en tium I I PC with

64 MB RAM and running F reeBSD, while host S is

a 266 MHz P en tium I I PC with 32 MB RAM and

running Eclipse/BSD. The hosts w ere connected b y

a F ast Ethernet at 100 Mbps. Clien t and serv er ap-

plications comm unicated o v er a TCP connection b e-

t w een so c k ets with 512 KB send and receiv e bu�ers.

Hosts and net w ork w ere otherwise unloaded. The

serv er application pro cessed requests using one of

three algorithms: compute �v e a v erages of the re-

quest data; view the request data as t w o sets of four

64 KB v ectors and compute their 16 in ternal pro d-

ucts; or select the n th largest n um b er among the re-

quest data (using partition [13 ]). While pro cessing

these algorithms, the serv er application either used

the default SIGUIQ handler or ignored the SIGUIQ



Elapsed time (ms) with SIGUIQ

Application default ignored Improvement

ave std dev ave std dev %

Averages 63.1 0.8 54.8 0.2 13.1

Internal products 50.7 0.2 46.5 0.4 8.3

Select nth 61.0 0.3 55.7 0.2 8.6

T able 2: On Eclipse/BSD, some applications can impro v e p erformance b y catc hing, blo c king, or ignoring

SIGUIQ signals.

signal. W e used the CPU's in ternal cycle coun ter to

measure, in the serv er application, the time in ter-

v al necessary for sending the reply to the previous

request, computing the curren t request, and receiv-

ing the next request. W e rep ort the a v erages and

standard deviations of ten runs. T able 2 sho ws that

this serv er application runs up to 13% faster when

it ignores SIGUIQ, making proto col pro cessing syn-

c hronous. This impro v emen t is due to b etter mem-

ory lo calit y when proto col pro cessing is p erformed

only immediately b efore the data is needed.

7 Related and future w ork

W e are not a w are of previous rep orts ab out exp e-

riences in p orting LRP or Resource Con tainers to

other systems, esp ecially systems that o�er QoS

guaran tees via prop ortional-share sc heduling, suc h

as Eclipse/BSD.

This pap er describ es only ho w Eclipse/BSD pro-

cesses pac k ets receiv ed from a net w ork. Other pa-

p ers describ e Eclipse/BSD's o v erall arc hitecture and

application programming in terface ( /reserv [7]),

CPU sc heduler (MTR-LS [5]), disk sc heduler

(YF Q [6 ]), and net w ork output link sc heduler (Ben-

net and Zhang's WF

2
Q [2 , 3 ]). Eclipse/BSD is easy

to use: Ev en unmo di�ed legacy Unix applications

can automatically run with appropriate QoS guar-

an tees under Eclipse/BSD [8].

Nemesis [18 ] is an op erating system built from

scratc h according to a radical new arc hitecture de-

signed to prev en t QoS cr oss-talk , that is, one appli-

cation's in terference in another application's p erfor-

mance. Most Nemesis services, including TCP/IP ,

are implemen ted as libraries that are link ed with

applications. Therefore, services are p erformed in

the con text of and c harged to the resp ectiv e ap-

plications, similarly to what is ac hiev ed b y SRP's

SIGUIQ signals. Ho w ev er, SRP's signals and k ernel-

mo de signal handler ma y b e easier to p ort to to da y's

mainstream systems, whic h t ypically ha v e a mono-

lithic arc hitecture quite unlik e that of Nemesis.

Because LRP is not a v ailable on F reeBSD, w e w ere

unable to compare SRP and LRP directly . Suc h

comparison w ould b e in teresting future w ork.

8 Conclusions

W e prop osed a new mec hanism, SRP , whereb y

pac k et arriv al sends a signal to the receiving pro cess.

The default handler of this signal p erforms proto col

pro cessing on the pac k et, but the receiving pro cess

ma y catc h, blo c k, or ignore the signal and defer pro-

to col pro cessing un til a subsequen t receiv e call. In

an y case, proto col pro cessing o ccurs in the con text of

the receiving pro cess and is correctly c harged. Our

exp erimen ts sho w that, lik e LRP , SRP a v oids BSD's

receiv e liv elo c k. Ho w ev er, SRP has the adv an tages

of b eing easily p ortable to systems that supp ort nei-

ther k ernel threads nor Resource Con tainers, suc h as

F reeBSD; giving applications con trol o v er proto col

sc heduling; using a m ulti-stage dem ultiplexing strat-

egy that supp orts gatew a y functionalit y; and easily

enabling real-time or prop ortional-share sc heduling.
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