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Abstract

The use of network appliancesj.e., computersys-
tems specializedto perform a single function, is be-
coming increasinglywidespread. Network appliances
have mary adwvantagesover traditionalgeneral-purpose
systemssuchashigherperformance/cosnetrics,easier
configurationandlower costsof management.

Unfortunately while the complexity of configuration
and managemenbf network appliancesn normal us-
ageis muchlower thanthatof general-purpossystems,
this is not always true in problemsituations. The de-
buggingof configuratiorandperformancg@roblemswith
appliancecomputerss a task similar to the dehugging
of suchproblemswith general-purpossystemsandre-
quiressubstantiaéxpertise.

Thispaperexaminegheissuef appliance-liieman-
agemenandperformancaelugging.We presena.num-
ber of techniqueghatenableappliance-lile problemdi-
agnosis. Theseinclude continuousmonitoring for ab-
normal conditions,diagnosisof configurationproblems
of network protocolsvia protocol augmentation path-
basedroblemisolationvia cross-layeranalysis andau-
tomaticconfiguation change tracking. We alsodescribe
the useof thesetechniquesn a problemauto-diagnosis
subsystenthatwe have built for the DataONTAP oper
ating system.Our experiencewith this systemindicates
a significantreductionin the costof problemdelugging
andamuchsimpleruserexperience.

1 Intr oduction

The useof network appliancesj.e., computersspe-
cialized to perform a single function, is becomingin-
creasinglywidespreadExamplesof suchappliancesre
file seners[24, 6], e-mail seners[19, 13], web prox-
ies [25, 5], web acceleratorg25, 5, 16] andload bal-
ancerd4, 12]. Appliancecomputershave mary poten-
tial advantage®vertraditionalgeneral-purpossystems,
suchashigherperformance/coshetrics,simplerconfig-
uration and lower costsof management.With the re-
centgrowth in the useof networked systemsy the non-
expert, mainstreanpopulation,all of theseadwvantages

have significantimportance.

A network applianceis typically constructedusing
off-the-shelfhardwarecomponentsTheappliances ser
vice is implementedy customsoftwarerunningon top
of aspecializeperatingsystem.(Oftenthe sener soft-
wareis tightly integratedwith the OS in the samead-
dressspace.) The operatingsystemitself is either de-
signedand constructedrom scratche.g.,Network Ap-
pliances DataONTAP [26], or is a stripped-davn ver-
sionof ageneral-purposeperatingsysteme.g.,BSDI’s
EmbeddedSD/OS[8].

While appliancecomputesystemdave deliveredthe
promiseof higher performance/costis-a-vis general-
purposesystems,the sameis not strictly true of their
manageabilityaspects. While the compleity of con-
figuration and managemenbf appliancecomputersin
normalcircumstancess significantlylower thanthat of
general-purpossgystemsthedehuggingof configuration
andperformanceproblemsof appliancegwhenthey do
occur)remainsa taskthatrequiressubstantiabperating
systemandnetworking expertise. In this respectappli-
ancesystemsaresimilarto general-purpossystems.

This stateof technologyis notvery surprising:Today
the term “appliance-lile” is usuallytaken to meanspe-
cializedto do a singlecoheenttaskwell. Specialization
of this form hasallowed appliancevendorsto build and
maintainsmalleramountsof codethanusedon general-
purposecomputersystems. The narrover functional-
ity of applianceshasenabledsimplerconfigurationand
more aggressie optimizationsleadingto superiorper
formance.The ability to easilydelug configurationand
performanceroblemshashowever beena secondarys-
suesofar, andhasnotrecevedmuchattention.

Applianceoperatingsystem®ftencontainsignificant
codederived from general-purposeperatingsystems,
particularly UNIX. For instancethe BSD TCP/IP pro-
tocolcode[33] is acommonbuilding blockin appliance
operatingsystemsLik e general-purpossystemsappli-
anceoperatingsystemsaxport a setof commandinter-
facesthatallow usersto displayvaluesof variousstatis-
tic countersorrespondingo thevariouseventsthathave



occurredduringthe operationof the system.Somecom-

mand interfacesdisplay systemconfigurationparame-
ters. As with general-purpossystemsthesecommand
interfacesare the key tools to dehugging performance
andconfiguratiorproblemswith appliancesystems.

For example the TCP/IPcodeof mary appliancesys-
temsexportsits event statisticsand configurationvia a
variantof the UNIX netstatcommand. Whena person
delugginga configurationor performanceroblemsus-
pectsa bug or problemin the network subsystenof the
targetappliancesheexecuteghenetstatcommandpos-
sibly multiple timeswith differentoptions)andanalyzes
the outputfor aberrationgrom expectednormalvalues.
Any deviationsof thesestatisticsfrom the normprovide
cluesto what might be wrong with the system. Using
theseclues,the persondehuggingthe problemmay per
form additionalobsenationsof the systems statistics,
usingothercommandsfollowed by furtheranalysisand
correctie actions(suchasconfigurationchanges).

The fundamentaproblemwith this style of statistic-
inspectionbasedproblemdiagnosisis the needfor hu-
man intervention, and specializednetworking and per
formancedehuggingexpertisein theinterveninghuman.
For example consideraworkstationthatis experiencing
poorNFS[27] file accesperformanceAssumethatthe
causeof this problemis excessie pacletlossin the net-
work pathbetweertheclientandanNFSsenerdueto a
Etherneduplex mismatchatthesener. To diagnosehis
problemtoday the persondehuggingthe problemneeds
tofirstisolatethe problemto theproblematicsener, then
checkthe paclet drop statisticsfor the transportproto-
col in use(UDP or TCP), and correlatethesestatistics
with excessie valuesfor CRC errorsor late-collisions
maintainedby the appropriatenetwork interfacedevice
drivert. After this, the problemdeluggerhasto check
the appropriateswitch’s configurationto verify the exis-
tenceof aduplex mismatch.

For ary organizationengagedn sellingandsupport-
ing appliancecomputersystemsit is very expensve to
provide a large numberof humanexpertswith this level
of expertisefor the on-sitedetuggingof customerprob-
lems.In theabsencef sufficient numbersof humanex-
perts,problemFAQs, andsemi-interactie troubleshoot-
ing guidesarecommonlyusedby customerandby the
(mostly) non-expertcustomersupportstaf of the appli-
ancevendordor diagnosindield problems.

Another limitation of this style of problem delug-
gingis thatfield problemsareusuallydetectedfter they
occutr Problemsarefirst detectedby unusualbehaior
(e.g.,poorperformanceattheapplicationlevel andthen
tracedbackto the causeby a humanexpert via an ex-

INotethatthe duplex mismatchcannotbe simply avoidedasa con-
figurationor installationtime automaticcheckby the sener’'s OS; the
Ethernetprotocolspecificatiordoesnot containsuficient logic for an
end-systento detecta duplex mismatch.

haustve searchand pattern-matchthroughthe systems
statistics. While thereis usually a well-understoocho-
tion of normalandbad valuesfor the variousstatistics,
thereexistsnosoftwarelogic to continuouslymonitorthe
statisticsandto catchshiftsin their valuesfrom normal
to bad. Problems(andresultingserviceoutages)vhich
could otherwisebe avoided by taking timely corrective
actionsarenot avoided.

For all of thesereasonsthe useof anappliancesys-
temcansometimed®easomeavhatfrustratingexperience
for anon-epertcustomerThesubjecbf thispapeiis the
problemof enablingsimpleandeasyi.e.,appliance-lile,
delugging of the field problemsof appliances.We de-
scribefour techniquesgontinuousstatistic monitoring
protocolaugmentationcross-layeranalysisand config-
uration changetradking, thatwe have developedto make
the diagnosisof applianceproblemseasier We alsode-
scribethe applicationof theseideasin anauto-diagnosis
subsystenof the DataONTAP operatingsystem.

Specifically continuousmonitoringinvolvesperiodi-
cally checkingthe systems collectedoperationaktatis-
tics for potentialproblemswhile actively analyzingand
fixing whicheverproblemst can.Protocolaugmentation
allows configurationproblemswith a network protocol
to be diagnosedisingspeciallyconstructedighetlevel
protocoltests. Cross-layeranalysisis a path-basedp-
proach[23] for isolatinga problemwith a multi-layered
systemto a specificsystemlayer. Automaticconfigura-
tion changetrackingkeepstrack of changesn the sys-
tem’s configurationmakingit easierto pinpointa prob-
lemto its cause.

Our discussionin the remainderof the paperis set
in the context of an applianceoperatingsystem. More
specifically we focus on problemsthat arise with file
senerappliancesystemsuilt andsold by Network Ap-
pliance.However, we believe thatmostof the ideasthat
we presentredirectlyapplicabldo thespaceof general-
purposeoperatingsystems. Indeed, the classof field
problemsnvolving general-purposeomputeisystemss
much larger than the classof appliancefield problems
becausef thebroaderfunctionalityandserviceffered
by general-purpossystems. |t is probablyjust asim-
portant(and useful) to provide for easierdelugging of
field problemswith general-purposgystemsasit is with
appliancesystems. Later in this paper we will briefly
outline how our auto-diagnosisechniquesan be used
in ageneral-purposeperatingsystemsuchasBSD.

The restof the paperis structuredasfollows. In the
next sectionwe discusghenatureof commorfield prob-
lemsof appliancecomputersystems.In Section3, we
describethe four techniqueghat we have developedto
diagnosesuchproblemsautomaticallyandefficiently. In
Sectiord, we describeheimplementatiorof theNetApp
Auto-diagnosisSystem(NADS). Sections describesur
experiencewith this auto-diagnosisystem. Section6



coversrelatedwork. Finally, Section7 summarizeshe
paperandofferssomedirectionsfor futurework.

2 The nature of field problemswith
appliancesystems

Beforegettinginto the detailsof whatcanbe doneto
malke the dehuggingof applianceperformanceandcon-
figurationproblemseasiey it is importantto understand
thenatureof field problemsof appliancesystemsin this
section,we presentan overview of the commoncauses
of field problemsof appliancesndtry to give thereader
asensef why it is hardto delug suchproblems.

As mentionedearlier for the purposesof concrete
illustration, we usethe exampleof a file sener (filer)
appliance. A filer providesaccesdo network-attached
disk storageto client systemsvia a variety of distributed
file systemprotocols,suchasNFS[27] andCIFS[15].
A usefulmodelis to think of a filer's OS astwo high-
performanceipesbetweera systemof disksanda sys-
temof network interfaces.Onepipeallows for dataflow
from the disksto the network; the other carriesthe re-
verseflow. Field problemsausuallyarisewhensomething
in thefiler or in its ervironmentcausene (or both) of
thesepipesto performbelav expectedevels.

Thetaxonomyof commonfield problemshatwe de-
scribebelonv was obtainedfrom a detailedstudy of the
call recordsof Network Appliances customerservice
database.We examinedinformation pertainingto cus-
tomercaseghatwerehandledn thetime periodFebru-
ary 1994throughAugust1999. Fromthis datait appears
that the threemostimportantcausesof field problems
aresystenmmisconfigurationinadequatsystencapacity
and hardware and software faults. The relative ratio of
thesethreeproblemtypesis hardto quantify becausea
large numberof customercasesnvolve morethanone
subproblemof eachtype and becausehe specific mix
hasvariedfrom monthto monthandfrom yearto year
However, betweerthesethreeproblemtypes,they cover
about98%of all field problems.

2.1 Misconfiguration

A leadingcauseof field problemswith network appli-
ancesds systemmisconfigurationThis may seemsome-
what paradoxialsince by definition an applianceis a
simple computersystemthat hasbeenspecially devel-
opedto performasinglecoherentask. Thisdefinitionis
supposedo allow an appliancesystemto be simplerto
configureanduse. In reality, appliancedy themseles
areusuallymuchsimplerthangeneral-purpossystems.
However, the taskof makingappliancesvork correctly
in arealnetworkin avarietyof applicationervironments
may still have significantconfigurationcomplexity.

Onemajorreasorfor theconfiguratiorcomplexity as-
sociatedwith a appliancesystemis thatan appliancein
useis only a part of a potentially complex distributed

system. For example, the perceved performanceof a
filer is theperformanc®f adistributedsystenconsisting
of a client system(usually a general-purposeomputer
system)onnectedia a potentiallycomplicatechetwork
fabric (switches,routers,cables,patch panelsetc.) to
thefiler. Thesecomponentsypically comefrom differ-
entvendorsandneedo beall configuredandfunctioning
correctlyfor thefiler to functionatits ratedperformance.
Unfortunately this doesnot alwayshapperfor a variety
of reasonsasdiscussedbelow.

First, the client systemusually has a fairly com-
plicatedand errorprone configurationprocedure. The
client’s configurationcompleity is much moresothan
thefiler'sbecauseheclientis ageneral-purposgystem.
Often, the default configurationsin which most client
systemshiparesimply not setfor optimalperformance.
(Thisissueof defaultconfigurations discussed some-
whatmoredetaillater) In mary casesthe configuration
controlsaretoo coarsdor ary allowablesettingto result
in good performanceor all activities that the general-
purposeclientmaybeengagedn.

Secondyhile mostcomponentsf thenetwork fabric
are appliancegandthereforepresumablyeasierto con-
figurethanclient systems)therearenumerougpotential
incompatibilitiesbetweenthem. For example, it is not
uncommorfor implementationsf network communica-
tion protocolsfrom differentvendorsto not work with
eachother Usually, the correspondingendordocumen-
tation clearly statesthis incompatibility, but customers
try to usetheincompatiblémplementationsnyway, and
theresultis afield problem.

Perhapsmore importantly some commonly used
standardnetwork protocolshave seriousinadequacies.
For example, the Ethernetstandardincludesan auto-
negotiationprotocolfor negotiatingthelink speedsf the
communicatingentities. The standarddoesnot provide
for reliable negotiationof duplex settings. As a result,
perfectlylegal configurationsettingsfor link andduplex
attwo communicatingendpointanayresultin a duplex-
mismatch,a misconfigurationwhoseeffect on a filer's
throughpuis disastrous.

Furthermore,network componentften use proto-
colsthatarevendorspecificor ad-hocstandardsThese
“early” protocolswork well in mostsituationsput not at
all (or poorly) in othercircumstancedn thefastmoving
world of network technologytherearea fair numberof
ad-hoc,unstandardizedyr incompleteprotocolsin wide
useat ary giventime. An exampleof this is the Ether
Channellink aggreyation protocol. This protocoldoes
not specifythe algorithmfor performingload balancing
of network traffic betweenthe links of the EtherChan-
nel. Vendorshave their own proprietymethodsfor this
processpftenwith surprisinginteractionswith how the
client systemsandthe restof the network elementsare
setup. Theseinteractionssometimesave a significant



effecton performanceandresultin field problems.

A secondmportantcauseof the configurationcom-
plexity associatedwvith appliancesystemsis the sub-
optimal managemenof configurationparameters.The
appliancephilosophyis to exposea very smallnumber
of configurationparameterst installation. Thereis a
secondtier of parametershat are assignediefault val-
ueswhich resultin goodperformancen the majority of
installations.For someinstallationswith atypicalwork-
loads thesesettingamaynotbeoptimal. Thereis usually
no automatidogic to tunethesesecondier parameters.
In thesecasestheseknobsmayrequiretuningby anex-
pertfor goodperformance.

With thewidespreadncreasén thevarietyandnum-
ber of applianceusers,this atypical populationcanbe-
come a significant overall number potentially result-
ing in a large numberof field problems. This prob-
lem of configurationparametemanagemendlsoexists
with general-purposeperatingsystemsjncluding sys-
tems that are usedas clients for filers. In fact, with
general-purpossystemsa large numberof parameters
oftenneedto betunedfor atypical userervironment.

2.2 Capacity problems

A secondclassof field problemswith appliancesys-
tems arise becauseof their poor handling of capacity
overloadd. Most commonly-usedjeneral-purposep-
eratingsystemsandmary applianceoperatingsystems,
performwell whentherequestoadto which the system
is beingsubjectedies within the capacityof system put
poorly whenthe offeredload exceedghe capacityof the
system[20, 7]. Historically, the problemof poor over-
load performanceof computersystemsis well known,
but hasbeendeemedf somevhatmarginalimportance.
In mostcircumstancet is notdesirable€o operateasys-
tem underoverload conditionsfor ary length of time;
instead,the focus so far hasbeento avoid overloadby
trying to ensurahattherearealwayssuficienthardware
resourcesvailablein orderto handlethe maximumof-
feredload.

In the filer appliancemarket, systemsare often pur-
chaseddy customerswith a certainclient loadin mind.
The numberandtypesof systemspurchaseds chosen
basednratedcapacitie®f thefilers, by in-housebench-
marking,or from knowledgebasedn prior-useof filers.
Filersareusuallyassignedatedcapacitiedasedntheir
performanceundersomestandardizedenchmarke.g.
theSpecFYSFS)benchmark30]. For mary customers’
sites, however, the requestioad profile is significantly
differentfrom the SFSprofile, andthe real capacityof
afiler in operationmay be very differentfrom its rated

2\We usethe term “capacity overload” to refer to a broadclassof
situationswherethesener systemcannothandlethefull clientrequest
load thatit is subjectto becausef somesystemresourcethatis not
availablein sufficient quantity Theseresourcesnclude“soft” system
resourcesuchasmemorybuffers,file systembuffersetc.

capacity Whenofferedload doesexceedreal capacity
poorperformancendafield problemresults.

2.3 Hardwareand software faults

Last but not least, somefield problemswith appli-
ancesoccur becauseof software and hardware faults.
Unlike the other causesof field problemsdiscussed
above, faultsarethe resultof somebug in the systems
implementationandusuallyresultin systemdown-time.
For a maturesystemmadeby a technically soundor-
ganizationthe numberof field disruptionsdueto faults
shouldbevery small.

Field problemsdueto faultsarenot discussedurther
in this paper The techniqueghat we describein this
paperto enableeasydehugging of field problemsmay
have someapplicability to diagnosingcertaintypes of
field disruptionsdueto faults, but in this paperwe re-
strict our focusto diagnosingconfiguratiorandcapacity
problems.

2.4 Why arefield problemshard to debug?

Whena field problemoccurswith an appliancesys-
tem dueto ary of the reasonsdescribedabove (except
faults), it is often hardto detug. Considera filer cus-
tomer who obsenres performancethat is substantially
lower thanthefiler's ratedperformance The reasorfor
this poor performancemay be a misconfiguratiorsome-
wherein theclient-to-filerdistributedsystemj.e.,in the
client, in thefiler, or in the network fabric. Alternately
the problemmay be an overloadedfiler; this particular
ervironmentmay have anatypicalloadandthefiler may
have alower capacityfor thisworkloadthanfor the stan-
dardSFSworkload.

As the end effect of all of thesepotentialcausess
usually the same,i.e., poor file accesgperformanceas
seenfrom the client systemi|it is not easyto discernthe
exact causeof the problem. The problemdeluggeris
forcedto performa sanitycheckof all the components
of theclient-to-filerdistributedsystemn orderto ensure
that eachcomponents functioning correctly For the
filer, thisimpliesaverificationof all filer subsystemper
formedby invoking the variousstatisticcommandsand
analyzingthe outputfor aberrations.

This processis time-consumingtediousand error
prone. As explained earlier this task requiresa fair
amountof expertise,anda certaindetugging“instinct”
that comesfrom experience. This taskis also compli-
cated by the fact that the persondehugging the field
problem, beinga memberof the filer vendors organi-
zation, often hasno direct accesso the systembeing
delugged. In that case the variousstatisticcommands
are executedby the customemwvho is in communication
with the supportpersornvia emailor phone.This aspect
of the problemdelugging processmakesit slow, caus-
ing large down-time. Combinedwith the high expec-
tationsof appliance-lile simplicity that mostappliance



customerdave, it makesthe problemdehugging expe-
riencefrustratingfor both partiesinvolved,the customer
andthe supportperson.

The discussiomaborve is fully applicableto general-
purposesystems;appliancesare usually considerably
easierto dehug thangeneral-purpossystemsHowever,
the dehuggingof field problemswith appliancess cer
tainly not as simple, or “appliance-like”, aswe would
like. In the next sectionwe will presentanew problem
diagnosisnethodologythat attemptso apply the appli-
anceto the deluggingof field problemswith appliance
systems.

3 Problem auto-diagnosismethods

In this section,we describea nev methodologythat
we have developedto malke the diagnosisof appliance
field problemssimpler Our goal in designingthis
methodologywasto enableproblemdiagnosisto be as
automatic preciseandquick aspossible.We wantedto
eliminatethe needfor experthumaninterventionin the
problemdiagnosisprocesswheneer possible. Further
more,for thosesituationswhereexpert manualanalysis
is necessarywe wantedto provide powerful dehugging
tools, preciseand comprehensie systemconfiguration
(and configurationchange)information and the results
of partialauto-analysiso thehumanexpert,allowing for
fastdiagnosisandsmallerdown-times.

Our problemdiagnosignethodologyis basedon four
specifictechniquesj.e., continuousmonitoring, proto-
col augmentationgross-layeanalysisandconfiguration
changdracking.Eachof theseiechniquess describedn
detailbelow. In this sectionwe will focusonthefunda-
mentalprinciplesunderlyingthesetechniquesthe next
sectionwill containspecificdetailsaboutthe application
of thesetechniquesdn the auto-diagnosisubsystenof
the DataONTAP operatingsystem.

We will alsobriefly discussissuesrelatedto the ex-
tensibility of our new problemdiagnosismethodology
This featureis importantfor the problemauto-diagnosis
systemto bemaintainablén thefield.

3.1 Continuous monitoring

As describedn Sectionl, currentapplianceoperating
systemsnaintaina large numberof statistics.To helpin
auto-detectingnddiagnosingproblemswe have devel-
opeda methodof continuousstatisticanalysidayeredon
top of this statisticcollectionprocedure.Softwarelogic
in the appliancesystemcontinuouslymonitorsthe sys-
temfor problemsactively analyzingandfixing whatever
problemst can.Continuousnonitoringhastwo compo-
nentsto it, a passie partandanactie part.

The passie partof continuousmonitoringis a statis-
tic monitoring subsystenof the appliances operating
system. This subsystenperiodicallysamplesandanal-
ysesthe statisticsbeing gatheredby the operatingsys-

tem. It automaticallylooks for any aberrantvaluesin
thesestatisticsand appliesa setof predefinedruleson
ary aberrationgrom expected‘normal” valuesto move
thesysteminto oneof asetof errorstatesFor example a
filer maycontinuouslymonitortheaverageesponséime
of NFSrequestsA capacityoverloadsituationis flagged
whentheresponsdéime exceedsa high-watermark.

Some abnormal system states may correspond
uniquely to specific problems;other statesmay be in-
dicative of oneof asetof possibleproblems.In thelatter
casethe continuousmonitoringsubsystenmayalsoau-
tomatically executespeciallydesignedestsin orderto
pin-point the specificproblemwith the system. This is
theactive partof continuousmonitoring. For example,a
large numberof packetlosseson a TCP connectiorat a
filer may beindicative of, amongotherproblems,a du-
plex mismatchat oneof thefiler's network interfacesor
a high level of network congestionin the pathfrom the
relevant client to the filer. We can usethe techniques
describedbelow in sections3.2-3.4to differentiatebe-
tweentheseproblems.

Making continuous system monitoring viable in-
volvesthefollowing:

¢ Developmenbf softwarelogic thatformally codi-
fiestheinformal notionof expectedstatisticvalue.
This activity must be performedfor all of the
statisticghataregatheredy thesystem.Theend-
resultof this actvity is a setof equationghattest
the stateof the systemandreturneither“GOOD”
or movethesysteminto an“ERROR” state.

¢ Developmentof softwarelogic thatselectsan ap-
propriate problem pin-pointing procedurewhen
oneof severalproblemss suspectetbasecon ob-
senationsof aberransystemstatistics.

¢ Development of formal proceduresfor pin-
pointingcommonfield problemsof appliances.

Formally codifying the notion of expectedvaluesof
thevariousstatisticsis a hardproblem. Thisis because,
in generalthenormalvaluesof thevarioussystenstatis-
ticsandtherelative setsof valuesthatindicateerrorcon-
ditionsdependn how a particularsystemis beingused.
For example,an averageCPU utilization of 70% might
be OK for asystenthatis usuallynotsubjecto burstsof
loadthatgreatlyexceedtheaverage.This may, however,
beabig problemfor a systemwhosepeakload oftenex-
ceedgheaverageby largefactors.

To make the developmentof this logic tractable,it
may be necessaryo be somevhat conserative in the
choiceof the specificproblemsto be characterizedFor
ary particularappliancethis logic canstartfrom being
very simple,codifying only the mostobvious problems
initially, andmove towardsmorecomplex checksasthe



appliances vendorgainsexperiencewith how the appli-
anceis usedin thefield. At ary pointin anappliances
life-cycle, therewill be somelogic that can be com-
pletely automaticallyexecutedandits resultspresented
directly to the customer/useOther morecomple logic
may attemptto performpartial-analysisndmake these
resultsavailableto a supportpersonlooking at the sys-
tem, shouldmanualdelhuggingbe necessaryStill more
complicatedanalysignaybeleft to the humanexpert.

The idea behind developing active tests for pin-
pointingproblemss to try to mimic theactiity of prob-
lem analysisby ahumanexpert. While detuggingafield
problem,this personmay take a certainsetof statistic
valuesasa cluethatthe systemis suffering from oneof
a certainsetof problems. He may then executea se-
riesof carefullyconstructedeststo verify hishypothesis
andpin-pointthe exactproblem.Continuousnonitoring
with active testsattemptgo mimic this detuggingstyle.

The algorithm developmentactiity for actve tests
motivatesthe next threetechniquesij.e., protocol aug-
mentationcross-layeanalysisandconfiguratiorchange
monitoringthat we describebelov. The softwarelogic
to triggerthesetestsis usuallystraightforvard,oncethe
mainlogic of continuousmonitoringis in place.

Of course the continuousmonitoringlogic hasto be
lightweight. It shouldwork with asfew systenresources
as possibleand shouldnot impact systemperformance
in ary noticeableway. The active componenbf system
monitoring shouldnot affect the systems$ environment,
e.g.,thenetwork infrastructureo whichit is attachedin
ary adwersemanner We will discusssomepracticalas-
pectsrelatedto the userinterfaceof thecontinuousmon-
itoring subsystenin the next section.

Oncecontinuousmonitoringis in place,it hasmary
benefits. A sizablefraction of field problemscan be
auto-diagnosedithoutinterventionof the supportstaf.
If expertinterventionis neededall informationthatis
normally gatheredoy a humanexpert after (potentially
time-consuminginteractiorwith thecustomeis already
available. Changingsystembehaior that slowly moves
the systemtowards an ERROR statemay be detected
early, andcorrectedbeforeit resultsin down-time. For
example,increasingaverageload that slowly drives a
systeminto capacityoverloadcanbe auto-detected.

Similarly, othershiftsin asystems ernvironmentsuch
asthe load mix to which it is subjectedmay be auto-
detectedndsuitableactionmaybeinitiated. Continuous
monitoringmay alsohelpanappliancevendorin tuning
his productbetterbecausehe now hasaccesso more
detailedinformationaboutthevariouscustomeenviron-
mentsin whichtheproductoperatesln essence;ontinu-
ousmonitoringis like having adedicatedsupportperson
attachedo every appliancen theinstalledbase put ata
very smallfractionof thecost.

3.2 Protocolaugmentation

Thetechniqueof protocolaugmentatiomefersto the
processby which a higherlevel protocolin a stacled
modular systemconfiguresand operatesa lower-level
protocolthrougha seriesof carefully chosenconfigura-
tionsandoperatingoads.The goal of protocolaugmen-
tation is to determinethe optimal configurationof the
lower-level protocolwhenit is impossibleto determine
this settingwithin the protocolitself. Thisis necessary
becausé¢helower-level protocolis eitherinadequatein-
completelyspecifiedor if oneof thecommunicatingen-
tities hasa broken protocolimplementation.

As briefly mentionedin the previous section,some
network protocolsareinadequaten thatit is impossible
to detectconfigurationproblemsof the communicating
entitieswithin the protocolitself. An exampleof thisis
Ethernetauto-ngotiation,which doesnot alwaysallow
for the correctnegotiation of the duplex settingsof the
communicatingentities.

Somenetwork protocolsare incompletelyspecified
For instancethe algorithmsfor congestiorcontrolwere
not specifiedas part of the original TCP protocol stan-
dard.Congestiorcontrolwasincorporatedy mostTCP
implementationsmuch later from a de-facto standard
publishedby the researchersvho developedtheseal-
gorithms. Often, suchde-facto standardsnvolve areas
of the protocol that are not necessaryor correctness,
andarethereforenot enforced. A TCP implementation
that doesnot performcongestiorcontrol correctly may
still beableto communicateadequatelwith otherTCP
implementationshowever, correctcongestiorcontrolis
imperatve for system-widestability andperformance.

A numberof protocol implementationsespecially
where unofficial de-facto standardsare involved, are
broken For example, some commonly used auto-
negotiating Gigabit Ethernetdevicesdetectlink only if
thepeerentity is alsosetto auto-ngotiate.

Whena problemoccursdueto ary of the threerea-
sonsmentionedabove, the continuousmonitoring sub-
systendetectghis situationandflagsanerrorcondition.
If anactive testhasbeenassociatedvith the equations
thattriggeredthis error state this active testis executed.
The active testwill useprotocolaugmentatiorto mimic
ahumanexpertin thedehuggingprocessFor example a
testdesignedo detectanEthernetuplex mismatchmay
try all legal settingsof speedand duplex coupledwith
initiation of carefullyconstructedtthernetraffic. It may
analyzetheresultingchangen systembehaior to deter
minethe correctsettingsfor speedandduplex.

Protocolaugmentatioris a powerful techniguethat
canbe usedasa guiding frameawork to formalize mary
ad-hocproblem delugging techniquesusedby human
experts. Any manualdehuggingtechniquehatinvolves
a seriesof stepswhere network configurationchanges
alternatewith functionality or performanceests(to val-



idatethe configuration)s really a form of protocolaug-
mentation. Using this techniqueas a designguide, we
cancomeup with problemdiagnosisprocedureshatare
more preciseandsystematidhanthe ad-hoctechniques
normally usedin manualdiagnosis.In the next section,
we will describesomeexamplesof the useof this tech-
niguein designingautomatigroblemdiagnosigestsfor
commonlyoccurringfiler problems.

3.3 Cross-layer analysis

Many subsystemsf applianceoperatingsystemsare
implementedas stacled modules. For example, the
TCP/IPsubsystentonsistof thelink layer, thenetwork
layer(IP), thetransportayer(TCPandUDP)andtheap-
plicationlayerorganizedasa protocolstack. Eachlayer
of astacledsetof modulesmaintainsanindependenset
of statisticsfor error conditionsand performancemet-
rics. Whena problemoccurs,it may manifestitself as
aberranstatisticvaluesin multiple layersin the system.
In classicabystemsthereis nologic thatcorrelateshese
aberranstatisticvaluesacrosdifferentsystemlayers.

Cross-layeranalysisis a new techniquewhereby
statistic valuesin different layers of a subsystemare
linked together and co-analyzed.Essentially we iden-
tify paths[23] in OS subsystemsand link together
the statisticvaluesin the variouslayersthat eachpath
crossesWhencontinuougmonitoringdetectsa problem
in a path,the variouslayersof the path canbe quickly
examinedto isolatethe specificproblem.

As a deluggingtechnique,cross-layeranalysisis a
formalization of the ad-hoctechniqueusedby human
expertsin manualproblemdehuggingwherean obser
vationof anaberranstatisticvaluein onelayertriggers
a studyof the statisticvaluesof anadjacentayer. Con-
sideringthe pipeline analogyof an applianceoperating
system,cross-layernalysisguidesthe dehugging pro-
cessby tracing throughand ensuringthe healthof the
variouslayersthatimplementthe disk-to-netvork pipes.

As a guidingframework, cross-layemanalysiscanaid
thedesignof logic thatcauseshecontinuousmonitoring
subsystento trigger the variousactive tests. For exam-
ple, thelogic to performa checkfor a duplex mismatch
on a network interfacemay be triggeredby an obsena-
tion of excessve TCP level pacletlossin a connection
thatgoesthroughthis interface.Cross-layeanalysiscan
alsoguidethe designof the statisticdataandits collec-
tion logic soasto allow problemdehuggingto beeasier
For example theneedto do cross-layeanalysismayre-
quire a modificationof the BSD tcpstatandipstatstruc-
turessoasto keepsomestatisticson a perflow basis.

3.4 Automatic configuration changetracking

Many field problemswith appliance systemsare
causeddy changesn the systems ervironment. These
includesystemconfigurationrchangesandchangesn the
offeredload. As describeckarlier thereis a lot of value

in continuousmonitoring of systemstatisticsto notice
shiftsin metricslike averagesystemload. Likewise, it
is usefulto track changesn the systems configuration,
bothexplicit aswell asimplicit.

Automatictrackingof configuratiorchangess useful
in finding the causeof applianceproblemsthatoccuraf-
ter a systemhasbeenup andrunningcorrectlyfor some
time. This techniquealsohelpsin prescribingsolutions
for theproblemdoundby otherauto-diagnosisnethods.
In mary organizations,there are multiple administra-
torsresponsibldor the IT infrastructure.Configuration
changetrackingallows for actionsof oneadministrator
thatresultin anapplianceproblemto be easilyreversed
by anotheradministratar This is alsousefulwheread-
ministrative boundariepartition the network fabricand
theclientsfrom thefiler.

Thefundamentainotivationbehindautomatiaconfig-
urationchangetrackingis to automaticallygatherinfor-
mationthatis asled for by humanproblemdehluggers
in a large majority of cases. Anyone familiar with the
processof field dehugging probablyknows that one of
the first questionsthat a customerreportinga problem
getsasled by the problemsolving expertis: “What has
changedrecently?” The answerto this is often only
looselyaccuratgespeciallyin a multi-administratoren-
vironment), or even incorrect, dependingon the skill
level of the customer/user Automatic configuration
changerackingmakespreciseand comprehensie state
changenformationavailableto the problemsolver, i.e.,
theauto-diagnositogic or ahumanexpert.

Configurationchangesaretracked by a specialmod-
ule of the applianceOS. As hintedabove, configuration
changesare of two types: the first type of changesare
explicit, andcorrespondo statechangeshnitiated by its
operator The secondype of changesareimplicit, e.g.,
an event of link-statusloss andlink-statusregain when
a cableis pulled out andre-insertednto oneof afiler’s
network interfacecards. The systemlogs both explicit
andimplicit changes.The amountof changeinforma-
tion thatneedsto be keptaroundis a systemdesignpa-
rameter and may requiresomeexperiencein gettingto
optimalfor ary particularappliance.

Given comprehensie configurationchangeinforma-
tion, whena problemoccursthe variouseventsbetween
thelastinstanceof time whichwasknown to be problem
freeto thecurrenteventareexaminedandanalyzed.The
softwarelogic to do this analysis/ik e thelogic for con-
tinuousmonitoring, is systemspecificand may needto
be evolvedovertime. In somecasesthe auto-diagnosis
systemcandirectly infer the causefor thefield problem,
andreportthis. In othercasesthe setof all applicable
configurationchangesanbe madeavailableto the hu-
mandeluggingthe system.

Notethatit is notabsolutelyimperatveto log all rel-
evant configurationchangeinformation. (In fact, some



configurationchangesmay not be easily visible to the

appliance.For example,the pathbetweena clientanda

filer may involve multiple routers,andit may be possi-
ble to change/re-configureneof thesewithout thefiler

noticing ary changesn its ervironment.) Statechange
informationis however only a setof hintsthatguidethe

problemdiagnosisprocessand malke it easier If some
relevantstatechangenformationis notlogged,diagnos-
ing the causeof a specificproblemmay becomeharder
but not necessarilympossible. In our experienceog-

ging evena modestly-sizedgarefully chosersetof con-
figuration changeinformation, is extremelyvaluablein

theproblemdiagnosigrocess.
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Fig. 1: Roleof differentauto-diagnositechniques.

Figurel showstherole of the variousauto-diagnosis
techniquesn the problemdiagnosigprocess.In the fig-
ure, dashedines indicateflow of datawhile solid lines
indicateflow of control. The shadedectanglesndicate
storesof dataor logic rules. The unshadedectangles
indicateprocessingteps.Note thatthe problemdiagno-
sis procesausesall the techniquesve describedabore.
Thetechniquesrecomplementargnddesignedo work
with eachother; they are not differenttypesof proce-
durestamgetedto addresglisjoint problemsets.

3.5 Extensibility issues

It is important for an auto-diagnosissystem built
aroundthe techniqueglescribedabore to be extensible.
As explainedabove,thechecksandactionsperformecdoy

the continuousmonitoringlogic needto be developedin
aphasedndconserative manner Eachtime anew ver-
sionof this logic is available,a vendormay wantto up-
gradethe systemsn thefield with this logic, evenif the
customerslo notwish to upgradeherestof the system.
A customemay not wish to take on the risk associated
with a new softwarereleasepr may not wantto payfor
thereleaseespeciallyif it doesnotcontainary function-
ality thatthe customemeeds.lt is, however, usuallyin
thevendorsinterestto upgradethe auto-diagnosifogic
becausef thelittle associatedisk andpotentialbenefits
of lower supportcosts.

For example, an applianceproblemmay have been
first discoveredat onecustomers installationbecausef
anervironmentchangee.g. theadditionof anev model
of somehardwarein the network fabric. In somecases,
significanteffort by humanexpertsmay be requiredto
delug this problemsinceit hasnot beenseenbefore.
Ideally, we would like to leverageoff this effort by codi-
fying the detugginglogic usedin this manualdiagnosis
into the appliances auto-diagnosisogic andupgrading
the auto-diagnosisubsystemsf all the systemsn the
field. This may save a lot of time and effort by auto-
diagnosingsubsequeninstanceof this problemwhich
would otherwiserequiresignificanthumanintervention.

Extensibility can be achieved in a variety of ways.
Onemethodis for the continuousmonitoringsystemto
usea configuratiorfile containingequationshatdefine
the variousperiodic checksthat the monitoring system
performsand conditionsthat trigger the flagging of an
ERROR state,or causean active subtesto be executed.
This requiresa languageto expressthe logic of the pe-
riodic checks,andaninterpreterfor this languagego be
partof the problemauto-diagnosisubsystem.

4 Implementation of the NetApp Auto-
diagnosisSystem

We have implementeda semi-automati@roblemdi-
agnosis system, the NetApp Auto-diagnosis System
(NADS), in the Data ONTAP operatingsystem. This
systemappliesthe techniquegiescribedn the previous
sectionto field problemswith filers and NetCacheap-
pliances.Currentlythis auto-diagnosisystemonly tar
getsproblemsrelatedto the networking portion of Data
ONTAP, andsomeof the interactionsof this codewith
therestof DataONTAP. Extensiornof theauto-diagnosis
systemo otherONTAP subsystemss in progress.

An interestingsocial problemthatwe hadto address
while developingthe auto-diagnosisystemwasto how
not to make the auto-diagnosisgogic intrusive. We did
not want our expert customersto be turned-of by an
overbearingproblemdiagnosis‘assistant’andimmedi-
atelydisablethe auto-diagnosisystem.We alsodid not
want our non-epertcustomergo beleadoff on a side-
track by a bug in the auto-diagnosisogic. For this rea-



son,we decidedthatwe would make the auto-diagnosis
processsemi-automatidnitially, and later, as both we
and our customerggainedexperiencewith the system,
malkeit fully automatic.

4.1 Coreimplementation

In its currentform the NetApp Auto-diagnosisSys-
temconsistof acontinuousnonitoringsubsystenanda
setof diagnosticcommandsONTAP’s continuousmon-
itoring logic consistsof a threadthat wakes up every
minuteandperformsa seriesof checkson statisticsthat
are maintainedby variousONTAP subsystems.These
checksmayflagthe systemasbeingin anERROR state.
This logic is currently hard-codednto ONTAP (asC
codetightly integratedinto the kernel)and needsto be
tunedwith every maintenanceelease Thresholdvalues
and most constantsusedby this logic are readfrom a
file presentoot filesystemof thefiler?. This logic does
not yet performary outputfor directuserconsumption;
nor doesthis logic executeary active tests. Insteadthis
outputis loggedinternallyin ONTAP for consumption
by thevariousdiagnosticcommandswhich alsoexecute
ary active teststhat are needed. Sincein ONTAP all
commandsareimplementedn thesameaddresspaceas
the kernel,it is straightforvard for the datagatheredy
continuousmonitoringto be accessedby the diagnostic
commands Likewise, it is easyfor the active testlogic
to beexecutedby thediagnosticcommands.

Whenthe customeror a supportpersondehugginga
field problemsuspectghat the problemlies in the net-
working portion of ONTAP, she executesthe netdiag
command. The netdisg commandanalyzesthe infor-
mationloggedby the continuousmonitoringsubsystem,
performingary active teststhat may be calledfor and
reportsthe resultsof this analysisandsomerecommen-
dationson how to fix any detectedoroblemsto theuser
Our planis to have the computatiorof the variousdiag-
nostic commandse performedautomaticallyafter the
next few releasesf ONTAP.

The checksthat ONTAP’s continuous monitoring
system performs and the various thresholdsused by
this logic have beendefined using data from a vari-
ety of sourcesof collectedknowledge. Theseinclude
FAQs compiled by the NetApp engineeringand cus-
tomersupporbrganization®vertheyearstroubleshoot-
ing guidescompiledby NetApp support,historicaldata
from NetApp’s customercall recordandengineerindug
databasesinformation from advancedONTAP system
administrationand troubleshootingcourseghat are of-
feredto NetApp’s customersandideascontributed by
someproblemdeluggingexpertsat NetApp.

The specificmonitoring rules and the valuesof var
ious constantsand thresholdsusedby the monitoring
logic andeventhelist of problemsthat ONTAP’s auto-

3 Seethesubsectiomn extensibility for how thisis goingto change.

diagnosisubsystemwvill addressvhencompleteas fairly
extensie; dueto spaceconsiderationsve will not cover
thisinformationin full detail. Insteadwewill restrictthe
following discussionto somecommonnetworking prob-
lemsthat ONTAP currently attemptsto auto-diagnose.
We will describethe set of problemstamgetedby this
logic andillustrateits operationwith two examples.

At the link layer, ONTAP attemptsto diagnose
Ethernetduplex and speedmismatchesGigabit auto-
negotiation mismatchesproblemsdueto incorrectset-
ting of storeandforward modeon somenetwork inter
facecards(NICs),link capacityproblemsEtherChannel
load balancingproblemsand some commonhardware
problems. At the IP layer, ONTAP candiagnosecom-
monrouting problemsandproblemgelatedto excessve
fragmentation. At the transportlayer, ONTAP candi-
agnosecommoncausesof poor TCP performance. At
the systemlevel, ONTAP candiagnoseproblemsdueto
inconsisteninformationin differentconfigurationfiles,
unavailability or unreachabilityof importantinformation
senerssuchas DNS and NIS seners, and insufiicient
systemresourcesor the networking codeto functionat
theloadbeingofferedto it.

To seehow thetechniquegiescribedn the previous
sectionareused,considerthelink layerdiagnosidogic.
The continuousmonitoring systemmonitorsthe differ-
ent event statisticssuchastotal pacletsin, total pack-
etsout, incoming packetswith CRC errors, collisions,
latecollisions,deferredransmissionstc.,thataremain-
tainedby the variousNIC device drivers. Assumethat
the continuousmonitoringlogic noticesa large number
of CRCerrors.Usually, thiswill alsobenoticedaspoor
application-leel performance.

Withoutauto-diagnosigthemannein whichthisfield
problemis handleddepend®ntheskill level andthede-
buggingapproachof the personaddressinghe problem.
Somepeoplewill simplyassuméadhardwareandswap
the NIC. Otherpeoplewill first checkfor a duplex mis-
match(if the NIC is an EthernetNIC) by looking at the
duplex settingsof the NIC andthe correspondingwitch
port,andif no mismatchis foundmaytry a differentca-
bleandadifferentswitchportin successiobeforeswap-
pingtheNIC.

With thenetdiag commandthis processs muchmore
formal and precise(Figure 2). The netdiag command
first executesa protocolaugmentatiorbasedestfor de-
tectingif thereis a duplex mismatch. Specifically the
commandforces some*“reversetraffic” from the other
machineson the network to the filer using a variety of
differentmechanismén turn until onesucceedsThese
mechanismsnclude an ICMP echo-requesbroadcast,
layer 2 echo-requeshbroadcastind TCP/UDPtraffic to
well-known portsfor hostsin the ARP cacheof thefiler.
Firstthe ambientrate of paclet arrival at the filer using
whatezermechanisnthatgenerategduficientreturntraf-
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Fig. 2: Diagnosinga duplex mismatchusing protocol
augmentation.

fic is measuredFigure2, Stepl). Next this reversetraf-

fic is initiatedagainusingthe samemechanisnasbefore
andthe suspeciutgoinglink is jammedwith back-to-
back paclets destinedto the filer itself (which will be
discardedy the switch). Thereversetraffic rateis then
measuredalongwith the numberof physicallevel errors
duringthe jam interval (Figure2, Step2). If thereis in-

deedaduplex mismatchtheseobsenationsaresufficient
to discoverit, sincethereverseratewill interferewith the
forwardflow inducingcertaintypesof errorsonly if the
duplex settingsarenot configuredcorrectly In this case,
the netdisg commandprints information on how to fix

themismatch.

If the reasorbehindthe duplex mismatchis a recent
changeo thefiler's configurationparametershis infor-
mationwill alsobe inferredby the auto-diagnosisogic
andprintedfor the benefitof theuser If theNIC in ques-
tion noticeda link-down-upeventin the recentpastand
no CRC errorshadbeenseenbeforethat event, the net-
diag commandwill print outthisinformationasit could
indicatea switch port settingchangeor a cablechange
or a switch port changeevent which might have trig-
geredoff themismatch.This extrainformation,whichis
madepossibleby automaticconfigurationchangetrack-
ing, is importantbecausét helpsthe customerdiscover
the causeof the problemandensurethatit doesnotre-

peat. This problemmay have beencausedby, for ex-
ample,two administratorsnadvertentlyactingat cross-
purposes.

If thereis no duplex mismatchthenetdiag command
printsa seriesof recommendationsuchaschanginghe
cable,switch port andthe NIC, in the preciseorderin
which they shouldbetried by the user The orderitself
is basedon historicaldataregardingthe relative ratesof
occurrencef thesecauses.

As anotherexample considetthe TCPauto-diagnosis
logic. ONTAP’s TCP continuouslymonitorsthe move-
ment of eachpeers adwertisedwindow and the exact
timings of dataandacknavledgmentpaclet arrivals. A
numberof rules(which aredescribedn detailin aforth-
comingpaper)are usedto determineif the peer or the
network, or eventhefiler is the bottleneckfactorin data
transfer For instanceijf thefiler is sendingdatathrough
a Gigabitinterface but the recever client doesnot ad-
vertisea window thatis large enoughfor the estimated
delay-bandwidtlproductof the connectionthe clientis
flaggedas“needingreconfiguration”.If thereceverdid
initially (atthe beginning of the connectionjadwertisea
window thatwassuficiently large,but subsequentlyhis
window shrank this indicatesthattheclientis unableto
keepup with protocol processingat the maximumrate
supportedy the network, andthis situationis flagged.

Cross-layeranalysisis usedto make the TCP logic
aware asto whattime-periodsof a TCP connectionare
“interesting”from the pointof view of performanceauto-
diagnosiof thetypedescribedn thepreviousparagraph.
Forexample thebeginningof alargeNFSreadmayindi-
catethe beginningof an“interesting”time periodfor an
otherwiseidle TCP connection.Protocolaugmentation
(using ICMP ping basedaverageRTT measurements
usedto estimatehedelay-bandwidtiproductof the path
to variousclients.

4.2 Extensibility

DataONTAP containsanimplementatiorof the Java
Virtual Machine.Ourapproacho addressingheissueof
extensibilityis to write mostof theauto-diagnosisystem
in Java. This providesus completeflexibility to change
the auto-diagnosisogic in a new version,and support
older versionsof ONTAP. In a Java scenariothe auto-
diagnosidogic shipsasa collectionof Java classeghat
resideontherootfile systemof thefiler.

Note that the currentversion of the auto-diagnosis
systemis in C; we planto useJavain thenext majorver-
sion of ONTAP. As mentionedearlier a file containing
constantand thresholdvaluesprovideslimited extensi-
bility in the currentimplementation.

4.3 Implementation in other operating systems
Basedon our knowledgeof theinternalsof BSD-like

general-purposeperatingsystemsand our experience

with the implementatiorof the NetApp Auto-diagnosis



Systemijt appearshatit shouldberelatively straightfor
ward to implementan auto-diagnosisubsystenbased
on the techniquespresentedn this paperin BSD-like
systemsLikein ONTAP, a kernelthreadcanbe usedto
implementcontinuousmonitoring. Therulesandthresh-
oldsusedby thecontinuousnonitoringlogic canbecho-
senbasedon field informationaboutthe problemsitua-
tions being targeted. The continuousmonitoring logic
canbe partitionedinto sub-logicblocksfor eachmajor
OSsubsystem.

The specificactive teststo be implementedwill also
dependon the field problemsbeingtamgeted. Protocol
augmentatiorand cross-layeranalysiscan be usedas
guiding principlesin the designof suchtests. The im-
plementationof active teststriggeredautomaticallyby
the in-kernel auto-diagnosidogic should be relatively
straightforvard. If acommand-basedpproach(like our
diagnosticcommanddasedapproach)s to be usedfor
userinteraction,the BSD kvmkernelmemoryinterface
maybeusedfor transferringnformationbetweerthein-
kernelcontinuousmonitoringlogic and userland diag-
nosticcommands.Alternatively, an approachbasedon
the/procfile systemmaybeused.

Specialinterfaceswill be neededfor commandso
triggerin-kernelactive tests. Again, several alternatve
approachesre possible. The testsmay be enumerated
andmadeavailableasa seriesof systemcalls or differ-
entioctls for a specialdiagnosticspseudo-deice. For
someactive tests,it might alsobe possibleto write the
testsentirely in userspaceusinglow level kernelinter-
faceqe.g.raw IP soclets).Extensibilitycanbeprovided
by implementinghekernelportionof theauto-diagnosis
logic asoneor moreloadablekernelmodules.

5 Performanceand experience

In this section, we will briefly discussthe perfor
manceof the NetApp Auto-diagnosisSystem,and our
experiencewith its effectivenessn makingthe task of
deluggingfield problemssimple.

The continuousmonitoring subsystemof ONTAP
takesvery few resourceslts CPU overheads lessthan
0.25%CPU, even on the slowestsystemshat we ship.
The memoryfootprint is lessthan400KB for a typical
system. The time that the netdiag commandtakes de-
pendson the configurationof the systemand the load
on the system. On our slowestfiler thatis configured
with the maximumnumberof allowable network inter
facesandis saturatedvith client load, netdiag takesno
morethan 15 secondgo execute. On mostsystemsjt
takeslessthan5 seconds.

Specifically on a F760 classfiler (600 Mhz 21164
Alpha, 2GB RAM) configuredwith 4 network inter
facesandunderfull clientload,the CPU usageof auto-
diagnosiscontinuousmonitoringcodeis lessthan0.1%
CPU.Onthis systemnetdiag takesapproximately sec-

ondsto execute.

The version of ONTAP that containsthe NetApp
Auto-diagnosisSystemhas only recently been made
availableto customers.However, sincethis versionof
ONTAP hasnotyet shippedo our customersn volume,
we have notbeenableto seehow well theauto-diagnosis
subsystenis ableto dealwith real-life problemsin the
field. Instead,we have beenforcedto rely on a study
in the laboratory In this study we simulateda sample
of field problemcasesfrom our customersupportcall
record databaseand measuredhe effectivenessof the
auto-diagnosisystemin solvingthe problems.For each
casewe re-createdhe specificproblemsituationin the
laboratoryand measuredhe effectivenessof the auto-
diagnosidogic.

We first looked at a sampleof 961 callsthat camein
duringthemonthof Septembet999. This setdid notin-
cludecallscorrespondingo hardwareor softwarefaults.
We alsodid notconsidercallsthatwererelatedto general
informationabouttheproductasledfor by thecustomer
All othertypesof calls were considered.The monthof
Septembefl999wasthe first monthwhosecall datawe
did not include in our analysisof historical call record
datawhile designingDNTAP’s auto-diagnositogic.

Of these961 calls, 84 had somethingto do with the
networking codeandits interactionswvith therestof ON-
TAP. Auto-diagnosis,when simulatedon thesecases,
wasableto auto-detectheproblemcauseor all but 12 of
thesecalls,at a success-ratef 84.5%. Theaveragetime
thatit took the netdiag commando diagnosehe prob-
lemwasapproximatel\2.5 secondsWe did notevenat-
temptto quantifythe secondareffect on the customers
level of satishctionthatauto-diagnosisvould causedue
thethedramaticreductionin averageproblemdiagnosis
time.

Of the 12 calls on which auto-diagnosislid not diag-
nose,7 wererelatedto transientproblemswith external
networking hardware, 1 wasdueto a NIC thatwas ex-
hibiting very occasionaérrorsandhadneedede-seating
and4 were problemsfor which we did not have appro-
priateauto-diagnositogic.

Of the 877 callsnot correspondingo networking, we
performeda staticmanualanalysisin orderto figure out
which of theseproblemscouldbe auto-diagnosety the
completeONTAP auto-diagnosisystem. This analysis
was performedagainsta designdescriptionof the auto-
diagnosislogic for other subsystemof ONTAP. Our
study indicatesthat aboutthree quartersof theseprob-
lemscouldindeedby addressetyy auto-diagnosisAn-
other 124 (about20%) of thesecalls correspondedo
problemsvhosediagnosicouldbesped-usignificantly
by thepartialauto-diagnosimformationthatthediagno-
sissystemprovided.

We repeatedthis simulation and analysisfor calls
thatcamein during October1999. We consideredl023



cases,97 networking and 926 other Simulation of
thenetworking casesndicatedthatauto-diagnosisould
solve 88%of these All but5 of thenetworking problems
thatcouldnotbeauto-diagnosedererelatedto miscon-
figured clients. The restwere problemsfor which we
have notyet developedappropriateauto-diagnositogic.
Staticmanualanalysisof the non-netvorking casesndi-
cateda success-ratef about70%.

We also considered500 randomly chosensamples
from the customercall datafrom the monthsof Novem-
ber1999throughFebruary2000.We repeatedhe above
describedanalysisand simulation for these500 calls.
Our resultsfor this sampleof callswerevery similar to
theresultsfor SeptembeandOctober1999.

In summaryour historicalcall dataseemdo indicate
thatour auto-diagnosisystermwill be hugelysuccessful
in makingalot of problemshatcurrentlyrequirehuman
interventionto be automaticallyaddressedThis should
leadto a big reductionin the costof handlingcustomer
callsbecausef a significantreductionin the numberof
calls per installed system. We were unableto directly
guantify the increasein simplicity of the problem di-
agnosisprocessi;the only (relatively weak) metric that
we could quantifywasturnaroundime for the problem,
with andwithoutauto-diagnosisThis metricwasatleast
threeordersof magnituddower for auto-diagnosis.

6 Relatedwork

To placeour work in context, we briefly survey other
approacheto field problemdiagnosisof computersys-
tems,andhow ourwork relateso thesetechniques.

6.1 Ad-hoc monitoring of UNIX and UNIX-lik e
systems

As briefly describedbefore,mostUNIX and UNIX-
like operatingsystemsnaintainalargenumberof statis-
tics correspondindo variouseventsthat have occurred
in the operationof the system. Accessto thesestatis-
tics andotherconfiguratiorinformationis providedby a
numberof commandnterfaces.Problemdiagnosisusu-
ally consistsof manuallyobtainingappropriatestatistics
andperusinghemfor aberranvalues.

Systemadministratorsn someorganizationghatuse
alargenumbermf UNIX system®ftenuseasetof home-
grown (or commerciallyavailable)frameawvorks of auto-
matedscriptsto obtaininformationfrom alarge number
of systemsandanalysethesevalues. Thereis a wealth
of literaturedescribinghesetools[29, 10, 9, 2]. In some
ways,thisis similarto ourtechniqueof continuousmon-
itoring. The information gatheredby theseautomated
scriptshowever, is atthegranularityatwhichthevarious
operatingsystemsxportsystenminformation. This gran-
ularity is usuallytoo coarsefor extensve auto-diagnosis
of thekind thatwe canperforminsidethe operatingsys-
temkernelwith reasonablesystemoverhead.Theseen-

vironmentsare also limited in the typesof active tests
thatthey canperformfor pin-pointingproblems.

6.2 SNMP

The Simple Network Management Protocol
(SNMP) [3] allows for the managemenbf systemsn
a TCP/IP network within a coherenframeawork. In the
SNMP world, network managementonsistof network
mangementstations called managerscommunicating
with the varioussystemsn the network (hosts,routers,
terminal senersetc.), called networkelements SNMP
basedmanagementonsistsof threeparts: 1) a Man-
agementinformation Base(MIB) [18] that definesthe
variousvariablegbothstandardizedndvendorspecific)
thatnetwork elementamaintainthat canbe queriedand
setby themanager2) a setof commonstructuresandan
identificationschema,called the Structureof Manage-
ment Information (SMI) [28], thatis usedto reference
thevariablesin the MIB, and3) the protocolwith which
managerandelementcommunicatei.e., SNMP

The systemworks as follows: The network man-
agersperiodically sendqueriesto the elementsto get
the stateof the variouselements. Elementssendtraps
to managersvhencertaineventshappen.The manager
may analysetheinformationavailableto it via resultsof
queriesto build a picture of the healthof the network
andpresenthisinformationto the humannetwork man-
agerin avarietyof ways.Pluginsthatextendamanagers
functionality in a vendorspecificmannerare available
to handlevendorspecificMIBs. An exampleof a com-
monly usedmanageis HP’s OpenMew [11].

The problemof using SNMP is in someways simi-
lar to the problemof definingappropriateehecksfor our
continuougmonitoringsystem.Thevarioussystenmvari-
ablesthat are checled by continuousmonitoring equa-
tions correspondo MIB variables. The auto-diagnosis
checkinglogic correspond#o logic in the network man-
agerplugin handlingthe vendorspecificMIBs. Thusis-
suesthatarisein definingthe checksthat a continuous
monitoring systemshouldexecutealsoapply to the de-
signof SNMPlogic.

SNMPis differentfrom our systemin two mainways:
First, SNMPdoesnotreally have aparallelfor ouractive
tests. A manageican manipulatea network elementin
somelimited fashion,e.qg.,by using settingappropriate
MIB variables.However, this is not nearlyasgeneralor
aspowerful aswhatcanbedoneby anactive testexecut-
ing in theconcernedystemitself.

Secondthe factthat SNMP dependsn the network
connectvity to be presenbetweerthe network elements
andthe managelimits thetypesof problemsthatcanbe
effectively auto-diagnoseldy usingSNMR In particular
problemseffectingnetwork connectvity maynotbeeas-
ily diagnosedy SNMP

In somewaysthe useof SNMP complement®ur ap-



proach.A systenof auto-diagnosisisingthetechniques
thatwe describeckarliermayberesponsibldor the“lo-
cal” healthof asystemandits interactionswith othernet-
working entitiesthatit communicatesvith. An SNMP
basednetwork managemeninfrastructuremay provide
overall informationaboutthe healthof a network using
informationgainedby communicatiorwith network ele-
mentsandtheir auto-diagnosisubsystems.

6.3 Problemdiagnosissystemsfr om the mainframe
and telecommunicationsworld

A numberof papersandpatentsin the literaturede-
scribe various componentf semi-automatigroblem
diagnosissystemshat were developedand usedin the
contxt of mainframecomputersystems[14, 31, 22],
otherhighly reliable systemd1, 17, 32] andthe phone
system|[35, 21]. Thesesystemsused the technique
of continuousmonitoring of the health of the system.
Eventsaffecting the healthof the systemwerefed into
a decisiontree basedexpert diagnosissystem. The ex-
pertsystemusedthe input eventsto walk down its deci-
siontreeto narrav down the setof possibleproblematic
situationghatmightbe present.

Thehardespartof building sucha systenwasdefin-
ing the setof eventsto be monitoredand building the
knowledgebase(the decisiontree)of the expertsystem.
Thereis soméeliteraturethatdescribestanabstractevel
how suchknowledgebaserule-setscanbe createdor a
specificsystembasedon probabilisticdataaboutevents
and problems[35, 34]. Presumablyin practice,these
knowledgebaseswere createdbasedon experiencein-
formationgatheredrom thefield.

In someways the work that we describein this pa-
peris similarto this olderwork. We alsousecontinuous
monitoringandhave arule-setandusethresholdgo trig-
geroff furtherdiagnosisstepsincludingvariouskinds of
activetests.

Our work differs from this olderwork in thatit pro-
videsnovel guiding principlesanda certainstructureto
the problemof designingrule-setsthresholdscausality
in relateddiagnosigprocedureandactive tests.Thefour
auto-diagnosisechniqueshatwe presentveredesigned
basedon our knowledgeof commonfield problemsand
how theoccurrencef suchfield problemsffectsthedy-
namicsof modernlayeredoperatingsystems.Thetech-
nigueof protocolaugmentatiomlirectly targetsproblems
that arise out of inadequatejncompletelyspecifiedor
poorlyimplementedpennetwork protocols.Suchprob-
lemsaremuchmorewidesprea@ndimportantin today’s
network-centricopencomputinginfrastructureghanin
olderervironmentswherecommunicatiorwasbasecdn
closedproprietaryprotocols.

7 Summary and futur e work

To summarizewe describedsomegeneratechniques
to enableappliance-lile detuggingof field problemsof
network appliancesTheseechniquegormalizevarious
ad-hoadehuggingtechniqueshatareusedin manualde-
bugging of systemproblemsby humanexperts. These
techniquesalso help in making the task of delugging
hardproblemsmanuallymuchsimplerandquicker than
it currentlyis.

We have implementedtheseideasin the Data ON-
TAP operatingsystem. Our laboratorystudiesprimed
with real historicalcasedataseemto indicatethat auto-
diagnosisas a methodologyis very viable and hasthe
potentialof greatlyreducingthe compleity of problem
analysighatis exposedo thecustomer

In termsof future work, we would lik e to expandour
continuougnonitoringlogic to encompasmorecompli-
catedproblems.As mentionedearlier we arein the pro-
cessof makingthe auto-diagnosisystemextensibleand
easyto re-configurethis problemhasa numberof inter-
estingissues. It would alsobe interestingto seea new
userinterfaceparadigmlinked with the ideasdiscussed
in this paperthatcanvary theamountof detailandcom-
plexity in theoutputof the systembasednthe expertise
of theuser

While our discussionhasfocusedon Data ONTAP,
from our experienceit seemsthat most of the ideas
describedn this paperare directly applicablegeneral-
purposeoperatingsystems. ONTAP’s network codeis
basedn BSD,andmuchof ourauto-diagnositogic can
bedirectlyappliedto any BSD basedl CP/IPsubsystem.
We look forwardto anapplicationof someof thesedeas
to general-purposeperatingsystems.
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