How does Internet Behave?

Mostly stable

Changes can be Quivers
Routing policy changes, mis-configs
Peering changes

or Quakes
Disasters, human and otherwise
Bombings, viral and military

Fibre cuts
Power outages



Representation of Internet

Find out what'’s out there

Population
Interconnections

Continuously update model
Provide visualization
Monitor health

Detect and respond to events



Internet Nervous System

Constantly providing feedback

Continuously

Probe key points
Compare to baseline behavior
Signal pain

Mobilize emergency reponses to pain

Raise alarms
Provide focus on root causes



Who Benefits?

Cops
What might the bad guys be doing?

From where?
Towhom?

Users
How do | determine what providers to use?
Providers

Who should | peer with?
How do | show how good | am?



How’s It Going?

Good so far

MIDS

Lumeta

CAIDA

rocketfuel

others (Akama, ...)

But
Problems...
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