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Abstract

This paper proposes a new approach for the
role of smartcards into distributed and mobile
service environments. It is based on the nam-
ing and directory service architecture. We
present a naming and directory service ar-
chitecture which 1s based on a new compo-
nent we named Personal Naming and Direc-
tory Service (PNDS), which is embedded on
a smartcard. In section two, after a short in-
troduction, we present PNDS concept and list
advantages to have it stored on a smartcard.
Section three gives an overview and limits
of current smartcards applications for mobile
Section four presents PNDS features
more precisely, and shows how it has been in-

users.

tegrated into a federated architecture of nam-
ing servers (PNDS has been prototyped us-
ing a GemXpresso JavaCard platform). To
demonstrate the PNDS concept, an example
of a PNDS-based application is presented in
section five.

1 Internet Services
and User Mobility

With the growth and spread of the Inter-
net, vast information resources and services
are making available to anyone, at any time,
from anywhere in the world. People and
businesses are becoming increasingly depen-
dent on rapid and easy access to information
drawn from both local and global sources.
As more and more people and places become
”connected”, technological needs and market

forces continue to change at an increasing
pace.

The Internet community currently focuses
part of its forces on the convergence of fixed
and mobile networks to provide access to the
Internet from wireless terminals (e.g., cellular
phones, pagers, in-car computers, palm-top
computers). Internet Engineering Task Force
(IETF) is chartered to develop or adopt ar-
chitectures and protocols to support mobil-
ity within the Internet [1]; World Wide Web
Consortium (W3C) is working towards mak-
ing information on the World Wide Web ac-
cessible to mobile devices [2]; WAP Forum
(Wireless Application Protocols) [3] is defin-
ing de-facto world standard for wireless in-
formation and telephony services on digital
mobile phones and other wireless terminals;
Co-operation between W3C and WAP Forum
has started around a common test bed [4].

This convergence of system and network in-
frastructures leads to offer on-line access to
mobile users regardless their physical location
and the serving network, and through various
types of terminal devices having different ca-
Therefore, mobile
users will need intelligent information han-
dling to easily access information and services

pabilities and interfaces.

and customize terminals and applications ac-
cording to their own preferences (user pro-

files).

This paper proposes a new approach for the
role of smartcards into these distributed and
mobile service environments. This approach
is based on the naming and directory service
architecture. We present a naming and direc-
tory service architecture which is based on a
new component we named Personal Naming



and Directory Service (PNDS), which is em-
bedded on a smartcard. In section two, after
a short introduction, we present PNDS con-
cept and list advantages to have it stored on
a smartcard. Section three gives an overview
and limits of current smartcards applications
for mobile users. Section four presents PNDS
features more precisely, and shows how it has
been integrated into a federated architecture
of naming servers (PNDS has been proto-
typed using a GemXpresso JavaCard plat-
form). To demonstrate the PNDS concept,
an example of a PNDS-based application is
presented in section five. Finally, we conclude
with future directions.

2 Naming Services

With the emergence of the Internet and dis-
tributed object technologies, naming services
have become essential elements in distributed
system architectures. Naming Services make
possible communication, data exchange and
co-operation among different distributed ob-
jects by providing name-to-object resolution.
Moreover, naming services provide founda-
tion for more evolved services such as Direc-
tory Services and Trading Services.

2.1 Naming & Directory Services

Naming services provide objects from a re-
quest which has a name as an argument. A
naming server manages a hierarchical struc-
ture of objects, and provide navigation facil-
ities over a logical graph naming of contexts

(figure 1).

In addition, a directory server manages a
collection of attributes for each registered ob-
ject. Attributes hold characteristics of ob-
jects and allow servers to provide client with
powerful search and filtering mechanisms on
attributes, hence on objects. Clients specify
search criteria with their requests, and get in
return a list of objects which match those cri-
teria.

Naming and directory services can be

Figure 1: Graph of Naming Contexts

viewed as special address books which are dis-
tributed across the network and which pro-
vide information on distributed objects. Ob-
jects may be of different types such as for
example IP adresses from the Domain Name
Service (DNS) [5], CORBA Interoperable Ob-
ject References (IOR) [6], corporate directory
entries from an LDAP database (Lightweight
Directory Access Protocol) [ ], or personal di-
rectory entries from a personal address book.

The list of attributes along with their types
depend on the type of registered objects. For
example, in case of an address book,
and are attributes of a
entry; in case of a network-printer directory

service, (laser vs. dot-
matrix) is an attribute for a entry; in
case of a user profile, and

are attributes for a particular user
service.

Combining objects with attributes allows
servers to provide each time an adapted ser-
vice. Trading Services benefit from these fea-
tures and provide users with features to dis-
cover and access to new services according to
their types and characteristics.

2.2 D

Even if many naming servers have already
been implemented for a while such as Do-
main Naming Service (DNS), Network In-
formation System (NIS), or CORBA naming
service (COS), LDAP is a new emerging nam-
ing and directory service.

The main interest of LDAP consists of ex-
ibility. All current naming services can be im-
plemented with this protocol. The structure
of an LDAP service is based on a hierarchy



Figure 2: Referral vs. Referred Context

of entries made of attributes and bound ob-
jects. The lookup of objects and the search
according to filters on attributes provide with
convenient accesses [ ]. Access controls are
supplied by identification and authentication.

Interesting features of LDAP include the
support of e errals onte ts. This special
type of entry is used to forward requests to
other naming servers on the network when
the current server cannot provide with the re-
quested object. With referrals, different nam-
ing spaces from different naming servers can
be linked together (figure 2). Referral entries
also allow to share data among several users
and make easier global updates on distributed
databases.

We have chosen LDAP protocol as a refer-
ence for the Personal Naming and Directory

Service (PNDS).

N S

Naming and directory services are tradi-
tionally supported by network servers and are
provided to users as part of their network and
service provider subscription.

owever, on-line connections and services
evolve to become more personalized to users
and available at anytime from anywhere. The
concept of Personal Naming and Directory
Service (PNDS) was developed to provide
mobile users with the part of naming and di-
rectory service that may be private and per-
sonalized. PNDS is implemented on a smart-
card and is fully integrated in the overall

naming and directory architecture through
referrals (figure 3).

PNDS is a generic component which is able
to store a hierarchical directory of bound
objects along with pairs of attribute-value.
Therefore, PNDS 1is perfectly suited to store
various kind of users or network related data,
such as for example :

object references (e.g., network ad-
dresses) which allow the system and net-

work to bind to remote services,

user service profile entries, which person-
alize services the user has subscribed to,

sers personal applications such as for
example a personal address book.

1 ree o eso eration

The PNDS leverages the LDAP concept of
referrals by handling three modes of opera-
tion.

1. When set in the e erral gnore mode,
PNDS ignores every referral, and direc-
tory lookups are perfomed locally in the
smartcard. This is especially useful when
the network is unreachable, or if the user
does not want to open a network connec-
tion.

2. When set in the eerral T ro mode,
PNDS throws an exception at destina-
tion to the client application as soon as
it traverses an object bound to a refer-
ral. The client application can choose to
open a network connection, and request
from the PNDS the remaining part of the
query to complete the lookup, as well as
the address to contact the server.

3. When set in the e erral ollo mode,
PNDS is able to follow referrals on its
own. Without informing the client ap-
plication that the requested object is lo-
cated on a remote server, PNDS requests
the hosting terminal to open a network
connection and forward the request.



An example of using such a feature is when
the user wishes to access a specific service.
As the required service information may al-
ready be stored on the smartcard (service
profile), the first lookup to the PNDS can
be performed using the e erral gnore mode.
Depending on the result, a second attempt
will be issued using e erral T ro or
ral ollo modes, to link to the network and
retrieve service profile information from the
referred server.

€ er-

Data from the PNDS can be updated either
by service providers administrators from the
network, or directly by users themselves from
the client application on the terminal. A se-
curity model for access controls will have to
be provided (see section ). Therefore, it will
be possible to bookmark the result of queries
locally on the PNDS smartcard for next uses.

.2 emote ttri tes

Due to their tiny size, smartcards have in-
herent limitations in term of memory capac-
ity (see section 4). Thus, we have introduced
the concept of emote ttri te to reference
object attributes which are located remotely
on external content servers (figure 3). Com-
monly, a reference attribute will be stored as
a RL, but any other addressing schemes can
be supported (e.g. phone number ).

Figure 3: A Personal Naming  Directory

Service

Smart ards

or Service ersonali ation

A smartcard is a plastic card with an em-
bedded microprocessor and memory which
allows it to store data and execute code.
The main concerns about smartcard include
data confidentiality, secure authentication
and high computing mobility (due to its small
and convenient size). The current limits are
restricted memory (up to 32 b).

Current types of smartcards are based on
either a file system [ ], a small S L-based
database [1 ], or a virtual machine based op-
erating system such as the JavaCard [11].
This last type of smartcards allows service
downloading and is well-adapted for the de-
velopment and deployment of new applica-
tions. Development and integration of ser-
vices in such a JavaCard can be full object-
oriented, hence the integration in distributed
systems is made easier. Therefore we have
chosen the Gemplus GemXpresso JavaCard,
which provides full object-oriented design and
programming model [12].

ications
sers

.1 rrent
or ole

As far as network access 1s concerned, the
SIM card [13] is certainly today the most
widespread smartcard. SIM cards allow mo-
bile users to access the GSM network [14].

pon entering a PIN code, user is identi-
fied and authenticated, and access is granted
whatever the GSM terminal used. Moreover,
the SIM card is used to store and provide
users and terminals data such as personal ad-
dress books and small interactive applications

[15].

More recently, smartcards which support
public-key algorithms are being deployed to
provide Internet security to users [16]. These
type of cards generate the private and public
keys on their own. The public key can then
be exported as a certificate (e.g., X5 ), while
the private key will never be released outside
of the card.



.2 imits o rrent Net or
riente Smart ar s

Current smartcard applications allow ter-
minal personalization. When the card is in-
serted, an anonymous terminal can become a
personalized terminal. owever, this person-
alization capability is still not widely used.
Main smartcards concern is limited to secu-
rity.

Smartcards provide data storage, but cur-
rently only the file and directory structures
for binary data is deployed. This reduces the
role of the card as a simple binary data server
and therefore such a card cannot act in a full
co-operation within architectures of open ter-
minals, networks, systems and services.

The naming approach applied to the smart-
cards makes them more adapted to dis-
tributed environments. A naming environ-
ment provides to the terminal all personal-
ized information with a better interface than
a file system. Powerful searches and referral
entries make easier the integration of such a

smartcard into distributed systems.

ene ts or o0 le sers

PNDS extends users mobility because the
part of users personal and private informa-
tion 1s easily and securely carried-on from ter-
minal to terminal. The benefits for mobile
users are at least threefold.

Sers can access ser-
vices from different terminals and lo-
cations (e.g., network computers), and
keep each time their own personalized
features. Also, services can be adapted
according to resources available locally.

sers can ac-
cess part of their private and personal
information securely, even in stand-alone
mode, without any network elements or
data involved.

The potential threat to in-
dividual privacy makes end-users wary

about sharing personal information [1 ].
Storing personal and private information
into a secure and tamper resistant device
(i.e., a smartcard), allows the control of
information exchange by means of user,
application, and or system level authen-
tication.

A N S Im lementation

The PNDS is an individual naming server
with a similar approach to LDAP embedded
into a smartcard . This service must be sup-
plied in any circumstances. The smartcard
is an appropriate support to provide such a
personal naming server for mobile users, as
it contains the personalization part of mobile
users services.

A directory structure like LDAP appears
to be a solution to propose different naming
spaces to different services. A naming space
is defined by a directory entry.

.1 em resso ava ar

The PNDS has been prototyped on a
GemXpresso: the Gemplus 32-bit RISC
JavaCard. This card allows one to easily
write a card applet in Java language and to
invoke it through a generated Java proxy.
The client application invokes Java object
methods without being aware of the specific
smartcard commands.

The PNDS is made of directory entries in a
hierarchical structure. Each entry contains a
list of attributes. The design was made with
the concern to save memory in the card and
to have a better execution speed. Thus, a spe-
cial attribute is referenced as the entry name,
and binding an object to an entry is perfomed




by adding an attribute. An attribute consists
of a name-value pair. For example, an entry
corresponding to a person description could
be as it follows.

Searching an entry in a directory is carried
out by a search engine implemented in the
smartcard. This search engine provides a list
of entries matching attribute criteria.

A request to get, add or modify an entry is
allowed only after being authenticated by the
user s password.

.2 NDS ntegration
into Distri te Systems

A common interface for Java objects has
been defined by several international compa-
nies to unify the access to different types of
naming and directory services. This interface
is named JNDI [1 ] (Java Naming and Direc-
tory Interface). JNDI supports are available
for major naming and directory servers (e.g.,

X5 , LDAP, NIS, COS).

We decided to choose JNDI to realize the
PNDS integration into distributed systems
because this model proposes a way to feder-
ate all naming servers. PNDS appears to be
just a new naming and directory server to be
integrated within this framework (figure 4).

In addition to the PNDS embedded-
smartcard server, and like the other nam-
ing services, we have developed a JNDI SPI
(Service Provider Interface) [1 ], outside the
smartcard, to request the PNDS. A client ap-
plication invokes JNDI methods to the PNDS
like other naming servers without being aware
of PNDS smartcard requests.

a client application can
, the
methods,
attributes, or list

For example,
call the
or the
trieve

to lookup, re-

sub-entries of

Figure 4: PNDS Integration into JNDI

a particulary entry. Also, by call-
ing the or the
methods, the client

application can create new objects entries
in the graph, or create, modify or remove
attributes of an entry.
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