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Untrustworthy public Internet

Protected and trustworthy local networks
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  Original IP header  TCP Data Original IP datagram before applying IPsec

  Original IP header AH TCP Data
AH in transport

mode

authenticated, except
for mutable fields in original IP hdr

New IP header AH Original IP header TCP Data
AH in tunnel

mode

authenticated, except for mutable
fields in the new IP hdr

Next Hdr Length Resv.

Security Parameter Index

Sequence Number

Authentication Data

  Original IP header ESP hdr TCP Data ESP Trailer ESP Auth

ESP in transport mode

encrypted
authenticated

New IP header ESP hdr Original IP header TCP Data ESP Trailer ESP Auth

ESP in tunnel mode

encrypted
authenticated

Security Parameter Index

Sequence Number
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