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Abstract

A widelyusedtechniquefor securingcomputersystems
is to executeprogramsinside protectiondomainsthat
enforce establishedsecurity policies. Thesecontain-
ers, often referred to as sandboxes,comein a variety
of forms.Althoughcurrentsandboxingtechniqueshave
individual strengths,they also havelimitations that re-
ducethe scopeof their applicability. In this paper, we
give a detailedanalysisof the optionsavailableto de-
signers of sandboxingmechanisms. As we discussthe
tradeoffs of variousdesignchoices,we presenta sand-
boxingfacility that combinesthestrengthsof a wideva-
riety of designalternatives. Our designprovidesa set
of simpleyetpowerfulprimitivesthatserveasa �exible,
general-purposeframework for con�ning untrustedpro-
grams. As we presentour work, we compare and con-
trast it with thework of others andgivepreliminaryre-
sults.

1 Intr oduction

The standardUNIX security model provides a basic
level of protectionagainstsystempenetration.However,
this modelaloneis insuf�cient for security-criticalap-
plications.Thesecurityof a standardUNIX systemde-
pendson many assumptions.File permissionsmustbe
set correctly on a numberof programsand con�gura-
tion �les. Network-orientedservicesmustbecon�gured
to deny accessto sensitive resources.Furthermore,sys-
temprogramsmustnot containsecurityholes.To main-
tain security, onemustconstantlymonitorsitessuchas
CERT andSecurityFocus,install new patches,andhope
thatholesarepatchedbeforeanattackerdiscoversthem.
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Sincepotentiallyvulnerablesystemprogramsoftenexe-
cutewith rootprivileges,attacksagainstthemoftenlead
to total systemcompromise.The typical UNIX system
is thereforecharacterizedby many potentialweaknesses
andis only assecureasits weakestpoint.

Thelimitationsof theUNIX securitymodelhavecreated
muchinterestin alternateparadigms.Thishasdrawn at-
tentionto a wide varietyof mechanisms.Examplesare
capabilities[1], accesscontrol lists (ACLs), domainand
type enforcement(DTE)[2, 3], andsandboxingmecha-
nisms. Sandboxesareattractive becausethey provide a
centralizedmeansof creatingsecuritypolicies tailored
to individual programsand con�ning the programsso
that the policies are enforced. They thereforeprovide
great potential for simplifying systemadministration,
preventingexploitationof securityholesin systempro-
grams,andsafelyexecutingpotentiallymaliciouscode.
Their valueassecuritytoolsincreasesascomputingen-
vironmentsbecomemorenetwork-centeredandexecu-
tion of downloadedcodebecomesmorecommon.

A numberof methodshavebeenproposedfor con�ning
untrustedprograms.Althoughthesetechniqueshave in-
dividualstrengths,they alsohavelimitationsthatnarrow
the scopeof their applicability. In this paper, we sys-
tematicallyexploretherangeof optionsavailableto de-
signersof sandboxingmechanisms.As we discussvar-
iousdesignchoicesandtheir consequences,we present
a sandboxingfacility that combinesthe advantagesof
a numberof alternatives. Our sandboxingmechanism
is implementedas a systemcall API that serves as a
general-purposeframework for con�ning untrustedpro-
grams. Our goal is to provide primitivesthat aresim-
ple yet powerful enoughthatsystemadministrators,in-
dividualusers,andapplicationdevelopersmayusethem
to specifyandenforcesecuritypoliciesthatarecustom-
tailoredto satisfytheir diverseneeds.

In the next section,we presentthe designof our sand-
boxingfacility within thecontext of variousdesignalter-
nativesandthemotivationsbehindthem.Section3 pro-



videsdetailsof how privilegesarerepresentedin ourde-
sign. In Section4, we give preliminaryperformancere-
sultsfrom a partially completedimplementationwithin
theLinux kernel. Section5 containsanoverview of re-
latedworksandhow they differ fromourdesign.Finally,
we presentconclusionsin Section6.

2 DesignAlter natives

Thedesignof a sandboxingmechanismmaybeviewed
from anumberof angles.Wehave identi�ed thefollow-
ing issues:

1. Sandboxesmaygrantor deny variousprivilegesto
theprogramsthatthey contain.How arethesepriv-
ilegesrepresentedandorganized?

2. Where are the mechanismslocated that enforce
sandbox-imposedrestrictions?

3. Are restrictionsenforcedby passive or active enti-
ties1?

4. Are sandboxes global entities that enforce sys-
temwideconstraintsor morelocalizedentitiesthat
con�ne individual programsor perhapsgroupsof
relatedprograms?Whatcriteriaareusedto group
programsinto sandboxes?

5. Do sandboxesenforcemandatoryor discretionary
accesscontrols?

6. How are accessprivilegesdeterminedfor inspec-
tion andmanipulationof sandboxcon�gurations?

7. Are sandboxesstaticor dynamicentities?In other
words,are their con�gurations�x ed or subjectto
change?If sandboxesarerecon�guredin response
to changingsecuritypolicies,how do the changes
propagatethroughouta runningsystem?

8. Are sandboxesgenericentitiesfor entireclassesof
programs,or arethey narrowly customizedfor spe-
ci�c programs?

9. Are sandboxestransientor persistententities?Do
they functionaslightweight,disposablecontainers,
or dothey maintainrelatively staticlong-termasso-
ciationswith programsandotherobjectsthat they
maycontain?

1Active entitiesareseparateprocessesor threadsthatmonitor the
activities of sandboxedprograms.Passiveentitiesarevariablesor data
structuresmaintainedby thesandboxthatareexaminedaspartof the
privilegecheckingstepsthatoccurwhenaprogramattemptssomeac-
tion.

10. How do sandboxes interact with other security
mechanisms?

Before giving detailedconsiderationto eachof these
questions,we �rst give a brief introductionto our sand-
boxing facility and a few of its properties. This will
clarify our subsequentdiscussionof the designspace
andwhereour mechanismstandsin relationto eachof
theabove issues.As thediscussionprogresses,we will
presentadditionalaspectsof our designandthemotiva-
tionsbehindthem.

We have developeda kernel-basedmechanismthatpro-
vides a general-purposesystemcall API for con�ning
untrustedprograms. Processesmay createtheir own
sandboxes,launcharbitraryprogramsinsidethem,and
dynamicallyrecon�gurethesandboxesasprogramsex-
ecuteinside. Unprivilegedprocessesmay safelycreate
and con�gure sandboxes becauseour mechanismfol-
lows the principle of attenuationof privileges. Specif-
ically, asandboxcannevergrantprivilegesto aprogram
beyondwhattheprogramwouldnormallyhaveif it were
not executinginsidethesandbox.Considerthe follow-
ing exampleof how our facility might typically beused:

1. A processcreatesa new sandboxby making an
sbxcreate() systemcall. The newly created
sandboxis assignedanumericidenti�er thatis con-
ceptuallysimilarto a�lename. Thecreatorreceives
a numerichandlethat is essentiallythe sameasa
�le descriptor. Initially, only thecreatorcanaccess
thesandbox.

2. The processcon�gures the sandboxusing addi-
tional systemcalls.

3. The processforks andthe child inheritsa copy of
theparent'ssandboxdescriptor.

4. The child appliesthe sandboxto itself by making
ansbxapply() systemcall. This canbedonein
oneof two ways:

(a) No options are speci�ed when calling
sbxapply() . On return,thesandboxis ap-
plied to thechild. The applyoperationauto-
maticallyclosesany sandboxdescriptorsheld
by thechild. Thechild thereforegivesupcon-
trol of all sandboxesit formerlycontrolled,in-
cludingtheonethatnow containsit.

(b) The ”apply on exec” option is passedto
sbxapply() . The child then performsan
execve() systemcall. If execve() suc-
ceeds,thesandboxis appliedto thechild and



all of its sandboxdescriptorsareclosed. On
failure, the sandboxis not applied. Thusthe
child retainsany privilegesnecessaryfor error
handling.

5. The parent retainsfull control over the sandbox
andmayrecon�gureit while thechild executesin-
side. The parentmay also launchadditionalpro-
gramsinsidethesandbox.Alternately, it mayclose
its sandboxdescriptor, giving up all accessrights
andeliminatingitself asa potentialpoint of attack.
Thesandboxis now unchangeableby any process,
eventhosewith root privileges.Althoughthechild
is trappedin the sandboxfor the rest of its life-
time, outsideprocessescanstill suspendor termi-
nateit. Sandboxesonly imposerestrictionson the
processesthey contain.They never placelimits on
whatoutsideprocessescando relative to processes
executingwithin.

6. All of the child's descendantsinherit its sandbox.
A processmay be sandboxed only by applying a
sandboxto itself or inheritingits parent'ssandbox.

7. There is no explicit destroy operationfor sand-
boxes. The kernel managestheir destruction
throughreferencecounting.

Now that our sandboxingfacility hasbeenintroduced,
we continuewith a discussionof the designspacethat
individually addresseseachof thepreviouslymentioned
questions.

2.1 Representationand Organization of Privi-
leges

Thequestionof how to representandorganizesandbox-
relatedprivilegesis open-ended.Therearea multitude
of potentialoptions,andany attemptto thoroughlydis-
cusseverypossibilityis almostcertainto leaveoutmany
alternatives. We thereforefocuson two key issues:ex-
tensibilityandexpressiveness.

As computersystemsevolveto servenew purposes,new
featuresare addedto operatingsystems. A sandbox-
ing mechanismshould thereforebe easyto extend so
thatit mayenforcesecuritypoliciesgoverningaccessto
new typesof systemresources.With this requirementin
mind,we have dividedsystemfunctionalityinto several
categories,eachrepresentedby a different component
type. As new featuresareaddedto operatingsystems,
our mechanismmaybeextendedby creatingadditional
componenttypes. To facilitate their development,we

have structuredour implementationin a modularfash-
ion. Our currentdesignspeci�es the following seven
typesof components:

� Devicecomponent:Speci�esaccessprivilegesfor
devicesaccordingto devicenumber.

� File systemcomponent:Speci�esaccessprivileges
for �les accordingto directorypath.

� IPCcomponent:Speci�esaccessprivilegesfor IPC
objectssuchassemaphores,messagequeues,and
sharedmemorysegments.

� Network component: Speci�es rangesof IP ad-
dressesto which sandboxed processesmay open
connections.Also speci�es rangesof ports from
which incomingconnectionsmaybereceived.

� ptrace() component:Speci�eswhichprocesses
a sandboxedprocessmayptrace() .

� Signalcomponent:Speci�esprocessesto which a
sandboxedprocessmaysendsignals.

� Systemmanagementcomponent: Speci�es privi-
legesfor administrative actionssuchas rebooting
andsettingsystemdate/time.

Thecreatorof a sandboxspeci�esallowedprivilegesby
creatingcomponentsandattachingthemto thesandbox.
A componentmay be attachedto several sandboxessi-
multaneously, but a given sandboxmay be attachedto
at most one componentof eachtype at any given in-
stant2. Thecreatorof a sandboxmaychangethesetof
attachedcomponentsor adjusttheir settingswhile pro-
cessesexecuteinside. Whena componentis �rst cre-
ated,it initially deniesall privilegesthatit governs.The
creatormustthenspecifyexplicitly whichprivilegesare
allowed.If nocomponentof aparticulartypeis attached
to a given sandbox,thenall privilegesassociatedwith
that componenttype are implicitly denied. Therefore,
existingprogramsthatuseour mechanismwill deny ac-
cessto new areasof systemfunctionality by default.
Sinceprivilegesare deniedby default, our designex-
hibits the principleof fail-safedefaultsasdescribedby
SaltzerandSchroeder[4].

To permit �e xible speci�cationof �ne-grainedsecurity
policies,privilegesmustbespeci�edin ahighly expres-
sive manner. With this goal in mind, we divide privi-
legesinto two categories: binary privilegesandquan-
titative privileges. A binary privilege may be assigned

2Actually, a sandboxhastwo setsof attachmentpointsfor thevar-
ious componenttypes. The purposeof the secondsetof attachment
pointswill bedescribedlater.



oneof two possiblevalues: allow or deny. An exam-
ple is theability to readthecontentsof /etc/passwd .
A quantitativeprivilegemaybeassignednumericvalues
suchas50 or 100. For example,thetotal memoryallo-
catedto a programmight berestrictedto a maximumof
4 megabytes.

Our current designonly dealswith binary privileges.
Quantitative privilegesaddressissuesregardingdenial
of service. The additionof featuresthat guardagainst
thesetypesof attacksis anareaof futurework. We in-
tendto studysolutionsthatothershave developed[5, 6]
andincorporatetheminto our design.

The two possiblevaluesof a binary privilege may be
viewedasmembershipin or exclusionfrom a setof al-
lowed operations. This insight suggeststhe following
approach:Representsetsof privilegesas�rst-class ob-
jectsandprovide primitivesfor manipulatingthemus-
ing set-theoretictransformations.Our componentsare
designedto behave in exactly this manner. Speci�cally,
giventwo components� and � of a giventype,we pro-
vide thefollowing operations:

� Createunion: Createa new component� that rep-
resentsthe union of the privilegesgiven by � and

� .

� Createintersection:Createanew component� that
representsthe intersectionof the privilegesgiven
by � and � .

� Create complement:Createa new component�

that representsthe complementof the privileges
givenby � .

� Union with self: Modify � sothat it representsthe
unionof � with its prior value.

� Intersectwith self: Modify � so that it represents
theintersectionof � with its prior value.

� Complementself: Modify � sothatit representsthe
complementof its prior value.

Our set-orientedapproachto creatingandmanipulating
privilegesassociatedwith protectiondomainsrepresents
a uniqueperspective. As an exampleapplication,con-
sideran employeeBob who initially works in the per-
sonneldepartmentof somecompany andthentransfers
to the�nancedepartment.Let � representtheprivileges
that Bob's sandboxinitially allows. Let � represent
the privilegesrequiredfor Bob's personnel-relateddu-
tiesandlet � representtheprivilegesrequiredfor Bob's

�nance-relatedduties. The transitionbetweendepart-
mentsmaythenbeaccomplishedby manipulatingBob's
sandboxasfollows:

�
	���
���� �������

Supposethat Bob thenstartsworking on a projectthat
requirescollaborationwith anotheremployee George.
He thereforeneedsto accesssomeof George's �les. Let

�

representGeorge's �les andlet
���

representa sub-
setof George's �les thatarecon�dential andshouldnot
besharedwith Bob. Thenecessarysharingmaythenbe
allowedby makingthefollowing changeto Bob'ssand-
box:

�
	�������


�

�

���

�

As our discussioncontinues,we will mentionotherap-
plicationsthat may bene�t from a set-orientedview of
privileges.In general,theability to manipulatecompo-
nentsusingsetoperationshasseveraladvantages:

� Set operationsare very expressive. They allow
componentsto be constructedthat satisfy asser-
tions relative to eachothergiven by arbitraryset-
theoreticexpressions.

� Settheoryis well-understood.Therefore,soarere-
lationshipsamongcomponents.

� Set operationsprovide a meansof manipulating
privileges that is uniform acrossall component
types.Thisexempli�es theprincipleof economyof
mechanismpresentedby SaltzerandSchroeder[4]
andis likely to simplify programsthatuseoursand-
boxingAPI.

� Setoperationsprovidea meansof answeringques-
tionssuchas”Which privilegesaregrantedto user

�

or user � but deniedto user � ?” This informa-
tion may be useful if we wish to know how much
damageuser � canin�ict if hesuccessfullybribes
users

�

and � . In general,a convenientmeansof
answeringsuchquestionsallows oneto easilyun-
derstandimplicationsof varioussandboxcon�gu-
rations.

� By clarifying relationships between sandbox-
associatedprivileges, set operations provide a
meansof verifying that securitypolicies are cor-
rectlyenforced.



� Providing userswith simple yet powerful mecha-
nismsoftenresultsin thedevelopmentof new and
usefulapplications.

We thereforebelieve that the inclusion of set-oriented
primitivesin ourmodelis a prudentdesigndecision.

2.2 Location of EnforcementMechanisms

Sandboxingmechanismsmaybeimplementedin any of
thefollowing locations:

� runtimeenvironment
� sandboxedprogram
� userspace3

� OSkernel

We will now considereachof thesealternatives,focus-
ing on their advantagesanddisadvantages.

2.2.1 Runtime Envir onment

In this arrangement,the sandboxed programexecutes
within a specializedruntimeenvironmentthat provides
completemediationbetweenthe programandunderly-
ing systemresources.Theruntimesystemcantherefore
prohibitactionsthatviolateestablishedsecuritypolicies.
A well-known exampleof this type of sandboxis the
Java virtual machine[7]. This option is attractive be-
causeit allowssecuritypoliciesto betailoredto therun-
time environment.For example,anobject-orientedsys-
tem could restrict accessto individual methodinvoca-
tions.Furthermore,protectionmechanismsmaybevery
�ne-grained.Pointerusemaybecompletelyeliminated,
or pointerdereferencesmaybeindividually validatedat
runtime. However, this approachis only applicableto
programsthatexecutewithin a particularruntimeenvi-
ronment.It is thereforenotsuitableasageneral-purpose
mechanism.

2.2.2 SandboxedProgram

An alternateapproachis to embedthesandboxingmech-
anismwithin the sandboxed program. Proof-carrying

3Here,wemeanseparatefrom thesandboxedprogramandany run-
time environmentin which it maybeexecuting.

code[8] is anexampleof this technique.In this scheme,
a binary executablecontainsa mathematicallyrigorous
proof that it satis�esa givensecuritypolicy. Beforethe
programexecutes,a veri�er checksthe correctnessof
the proof. If the proof is incorrector doesnot satisfy
thesecuritypolicy, thentheprogramis deniedtheprivi-
legeto execute.It is alsopossibleto instrumentabinary
executablewith additionalmachineinstructionsthatver-
ify compliancewith a securitypolicy[9]. Both of these
typesof sandboxeshave theadvantageof beingableto
enforce�ne-grainedsecuritypoliciesat thelevel of indi-
vidualmachineinstructions.However, theneedto mod-
ify binaryexecutablesmakesthesetechniquesinconve-
nient. Furthermore,they arenot generallyapplicableto
all typesof programs(suchasshellscripts,for instance).
They arethereforenotsuitableasgeneral-purposemech-
anisms.

2.2.3 UserSpace

Another option is to implementsandboxesas separate
processesthatexecutein userspace.This requiressome
type of OS-provided mechanismthat allows one pro-
cessto controltheexecutionof anotherprocess.Several
mechanismsof this variety[10, 11, 12] usethe /proc
processtracingfacility of Solarisfor systemcall inter-
ception. This type of designis advantageousbecause
it may be easily deployed in existing systems.Binary
executablesdo not requiremodi�cation, andthe mech-
anism may be applied to arbitrary types of programs
suchasshell scripts. A disadvantageis that theSolaris
processtracing facility is not applicableto setuidpro-
grams.If setuidprogramsweretraceablein thismanner,
anunprivilegedusercouldperformarbitraryoperations
asroot simply by tracinga setuidprogramandmodify-
ing parametersto systemcallsasthey areinvoked.This
approachaddsoverhead,sinceit requiresadditionalpro-
cessesfor monitoring.Furthermore,monitoringrequires
interprocesscontext switches,and the monitoringpro-
cessmust typically fork() eachtime the sandboxed
processforks.

2.2.4 OS Kernel

The OS kernel is anotherpotentialplacewheresand-
boxing mechanismsmay reside. This location allows
placementof privilege checkinghooksandother func-
tionality at points deepwithin the kernel. It therefore
provides essentiallyunlimited options for restricting
accessto systemresourcesandfundamentallychanging



how the systemasa whole behaves. Furthermore,the
strict isolationof the kernel from userspaceentitiesis
likely to make kernel-residentsandboxingmechanisms
lessvulnerableto attack.However, kernelmodi�cation
requiresaccessto sourcecode unlessthe sandboxing
mechanismis implementedasa loadablekernelmodule
(LKM). Another disadvantageis that kernel code is
dif�cult to write anddebug, andmustbe fully trusted.
Bugs or design�a ws may createsystemwidevulnera-
bilities or causesystemcrashes.

We have chosento implementour sandboxingmecha-
nism within the OS kernel. The kernel-residentstatus
of our implementationallows us to export a universally
accessiblesystem call API that may be applied to
both privileged and unprivileged programs,regardless
of what languagethey were written in. Our system
call API is designedto be policy-neutral and highly
�e xible. It providesa minimal setof primitivesthatare
designedto serve a wide variety of purposes. Thus,
application-dependentaspectsof sandboxmanipulation
are pushedinto user spacewhere they belong. The
general-purposenature of our design mitigates the
disadvantagesof kernelcodebeingdif�cult to develop
anddebug.

2.3 Passive vs. Active Monitoring

Sandbox-imposedrestrictionsmay be enforcedby pas-
sive datastructuresthat areexaminedwhenever a pro-
gram attemptsto perform someoperation. For exam-
ple, the kernel's implementationof the open() sys-
temcall might bemodi�ed sothatsandbox-relateddata
structuresare consultedbeforeopen() is allowed to
proceed. We refer to this as passive monitoring. Al-
ternately, restrictionsmay be enforcedby separatepro-
cessesor threadsthatmonitorprogramsasthey execute.
We refer to this asactive monitoring. An advantageof
activemonitoringis its �e xibility . Monitoringprocesses
are not restrictedto making policy decisionsbasedon
relatively staticdatastructures.Instead,they may im-
plementsecuritypoliciesde�ned by complex statema-
chines. The disadvantageof active monitoring is the
high overheadit requires. Monitoring processesmust
be createdand individual privilege checksrequire in-
terprocesscontext switches.Furthermore,mostdesigns
requirethemonitoringprocessto fork() eachtime a
sandboxedprocessforks.

To addressthis designissue,we havedevelopeda novel
mechanismthatallows monitoringto bepurelypassive,
purelyactive, or anywherein between.Thus,programs

Process p
(controls Sandbox S)

d1 f1 ...
d2 f2 ...

D2

D1 F 1

Sandbox S

Process q

Figure1: Blockingmechanism

may bene�t from the bestaspectsof both alternatives.
We achieve thesebene�ts througha mechanismthatal-
lowsprivilegesto bedeterminedinteractivelyatruntime.
Speci�cally, a sandboxmay be con�gured so that at-
temptingcertainactionswill causea sandboxedprocess
to block insteadof beingimmediatelydeniedtheprivi-
legeto performtheaction.Whenaprocessblocksin this
manner, an event is generatedand placedin the event
queueof the sandboxwherethe blocking occurred. A
processthat hasownershipover the sandboxusesthe
sbxwait() systemcall to wait for andobtainevents.
An event may be examinedto determinewhich pro-
cessgeneratedit andwhat actionwasattempted.The
sbxdecide() systemcall is thenusedto unblockthe
processthat triggeredthe event anddecidewhetherto
allow theattemptedaction.

Our designpermitsapplicationof the blocking mecha-
nismin a �ne-grainedmanner. Figure1 illustrateshow
this works. Eachsandboxhastwo setsof attachment
pointsfor thevariouscomponenttypes.Sandbox� has
device components "! and  $# attachedat points %&!

and %'# . File systemcomponent�(! is attachedat point
)

! . Process* controlssandbox� while + executesin-
side. When + attemptsto accessa device, thesandbox-
ing mechanism�rst examines "! . If  ,! allows the re-
quiredprivilegethentheoperationwill succeed4. Other-
wise,  

# is examined.If  
# allows theprivilege,then +

blocksand * decideswhetherto allow theoperation.If
 

# deniestherequiredprivilege,thentheoperationwill
fail. If + attemptsto accesssome�le, the sandboxing
mechanismexaminescomponent�

! . If �
! allows the

requiredprivilege,thentheoperationis allowed. Other-
wise,theoperationis immediatelydenied,sincenocom-

4This assumesthat �le permissionbits andotherapplicablesecu-
rity mechanismsalsoallow theoperation.



CGI programCGI program

C1 C2

Alice's login shell

downloaded game
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G (global sandbox)
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Figure2: Nestedsandboxes

ponentis attachedat point
)

# .

A potentialuseof this featureis intrusiondetection.For
example,atelnetdaemoncouldplaceauser'slogin shell
insideasandboxandusetheblockingfeatureto monitor
aberrantbehavior. If suchbehavior is detected,thesys-
temcanmake �ne-grainedadjustmentsto thesetof ac-
tionsthatit monitors.In responseto suspiciousbehavior,
thesystemmaytightensandbox-imposedconstraints,or
perhapsperformotheractionssuchasnotifying asystem
administrator.

2.4 Scopeof Application: Global vs. Local

In principle,sandboxesmaybeusedto con�ne individ-
ual users,groupsof users,individual programs,or per-
hapsgroupsof programsthat cooperateto serve com-
monpurposes.Onemight even imaginea global sand-
box that enforcescertainrestrictionson all programs.
Thesealternativesraisethequestionof wheresandboxes
shouldbe deployedon the spectrumfrom global to lo-
cal. Also, whatcriteriashouldbeusedfor groupingpro-
gramsinto sandboxes?

We believe that thereis no singlebestanswerto these
questions.Thereforeour designallowssystemadminis-
trators,users,andapplicationdevelopersto createsand-
boxesthatenforcesecuritypoliciesat any level of gran-
ularity. To permit simultaneousenforcementof access
controlsat multiple levels,our designprovidestheabil-
ity to createhierarchicallynestedsandboxes,asshown
in Figure2.

In thisexample,sandbox
�

is aglobalsandboxthatcon-
tainsall processes.

�

enforcesglobal policiessuchas
the restrictionthat no processshouldbe able to mod-
ify systemprogramsin locations such as /bin and
/usr/bin . At systemstartuptime,/sbin/init cre-
ates

�

andapplies
�

to itself beforeit forks any child
processes.To overridetherestrictionsimposedby

�

, an
administratorwith physicalaccessto thesystemconsole
mustrebootthesystemwith a kernelin which sandbox-
ing functionalityhasbeendisabled.

At a morelocalizedlevel, programssuchastelnetdae-
mons,ftp daemons,andthestandardlogin programmay
be modi�ed to place restrictionson individual users.
Sandboxes

�

and � restrictthelogin shellsof usersAl-
ice andBob in thismanner.

Usersmayselectively delegatetheir privilegesby creat-
ing sandboxesfor individual applications.For instance,
userAlice hasdownloadeda video gamefrom an un-
trustedsource.To protectagainstTrojanhorses,sheex-
ecutestheprograminsidesandbox- .

Finally, anapplicationprogramthatis awareof thesand-
boxing mechanismmay use it as a �e xible meansof
dropping privileges when performing sensitive opera-
tions. Thewebserver executingin sandbox. usesour
mechanismin this mannerby executingCGI programs
in sandboxes �

! and �
# .

If theblockingmechanismis usedin combinationwith
nestedsandboxes,an attemptedactionby a sandboxed
processmay causeit to block sequentiallyat multiple
levels.For instance,if thedownloadedgamein sandbox

- attemptsto opensome�le, theprivilegecheckingop-



erationperformedatsandbox- maycauseit to block. If
a processin sandbox

�

decidesto allow theaction,then
a privilegecheckwill be performedat sandbox

�

. De-
pendingonhow

�

is con�gured,thismayalsocausethe
processto block,providing anopportunityfor a process
in sandbox

�

to allow or deny theaction.Thesamebe-
havior couldalsotakeplaceatsandbox

�

if it werecon-
�gured appropriately, althoughthis would requiresome
processoutside

�

to beresponsiblefor monitoring
�

. In
practice,webelievethatsandboxeswill rarelybenested
atdepthsof morethanthreeor four levels.Thereforethe
overheadrequiredto performprivilegechecksat multi-
ple levelsshouldbereasonablylow.

2.5 Mandatory vs. Discretionary

Securitypoliciesmay be enforcedby eithermandatory
or discretionaryaccesscontrols.Mandatoryaccesscon-
trols are usefulbecausethey arebasedon systemwide
rulesbeyondthecontrolof individualusers.They there-
foreprovideahighdegreeof assurancethatsystemwide
securitypoliciesarenot violated. Discretionaryaccess
controlsareusefulbecausethey allow individual users
to de�ne their own securitypolicies.Thesetwo alterna-
tivesraisethequestionof whethersandboxesshouldbe
mandatoryor discretionaryin nature.

Ourdesignprovidesbothoptions.Onemeansof provid-
ing mandatoryaccesscontrolsis to place/sbin/init
in a sandboxat systemstartuptime. Additionally, sand-
boxes may enforce mandatoryaccesscontrols at the
level of individual users.Sinceour mechanismfollows
the principle of attenuationof privileges,unprivileged
usersmayemploy it to creatediscretionarysandboxes.

As future work, we intendto adda mechanismthatal-
lows transitionsbetweensandboxeswhen certainpro-
gramsareexecuted.This would make sandboxesmore
similar to the domainsprovided by DTE[2, 3]. How-
ever, theuseof componentsto de�ne privilegesgranted
to domainsis adifferentapproachfrom usingtypes.Us-
ing our mechanism,a coreset of componentsmay be
de�ned thatservethesamepurposeastypes.Additional
typescanbederivedusingset-theoretictransformations.
Permitting dynamic creationof types at runtime may
alsobeuseful.For instance,executingacertainprogram
might causecreationof a new typethat is a functionof
theuser'sprevioustypeandpossiblyothervariables.

2.6 Inspectionand Manipulation of Sandboxes

An effectivesandboxingmechanismmustprovidesome
meansof guardingaccessto sandbox-relatedobjects.In
thisdiscussion,thetermobjectrefersto asandbox,com-
ponent,or pool5. If anyonemayrecon�gurea sandbox,
thentherestrictionsit imposesareeasilycircumvented.
Furthermore,onemightcreateasandboxthatdeniesac-
cessto someresourcewhoseexistencemustremainhid-
den.Allowing anyoneto examinea sandboxcon�gura-
tion maythereforecauseunacceptableleakageof infor-
mation.

Thequestionof how accessto sandboxesshouldbegov-
ernedis open-endedanddependson the detailsof the
mechanismbeingconsidered.We have taken a conser-
vative approachin which accessis strictly limited. A
descriptorwith readprivilegeis requiredfor examining
the con�guration of an object. Likewise, a descriptor
with write privilegeis requiredfor callingsbxwait()
on a sandboxor modifying an object. Descriptorsmay
beobtainedonly asfollows:

� Thecreatorof an objectreceivesa descriptorwith
bothreadandwrite privilegesfor thenew object.

� When a processforks, the child inherits all of
theparent's descriptorsalongwith their associated
privileges.

� If a processinsidea sandboxcreatesan object, it
mayspecifythatalink is createdfor thenew object.
Otherprocessesin thesamesandboxmaythenuse
the sbxopen() systemcall to opendescriptors
for the new object. This is analogousto access-
ing �les with the open() systemcall. Processes
insidea given sandboxmay thereforehave shared
accessto child objects.

� Thereis only onecircumstancein which processes
not within the immediateboundariesof a given
sandboxmayopendescriptorsfor its child objects.
Whencreatinga component,a processmay label
it aspublic. In this case,processesin descendant
sandboxesmayopendescriptorsfor thecomponent
with read-onlyaccess.

Ourdesignprovidesa systemcall for droppingreadand
write privilegesassociatedwith descriptors.An object
thatis linkedmayalsobeunlinked,or thereadandwrite

5Poolsare collectionsof sandboxes. They will be describedin
moredepthlater.



privilegesassociatedwith the link may be droppedin-
dividually. Thus,accessprivilegesmay be irreversibly
droppedin orderto eliminatepotentialpointsof attack.
We mayeventuallyconsiderextendingour modelto al-
low more�e xible speci�cationof privileges.Onepossi-
bility is to de�ne a new typeof componentthatcontrols
accessto the sandboxes and componentsthemselves.
Althoughthereis a certainelegancein this approach,it
createsadditionalcomplexity thatmaybeundesirable.

2.7 Static vs. Dynamic

Securitypolicy enforcementmechanismsmay be static
or dynamicin nature.If thepolicy seldomchanges,then
a staticmechanismis bestbecauseit excludesthe pos-
sibility of unauthorizedtampering.However, a dynamic
mechanismmaybepreferableif thepolicy changesfre-
quently. Our mechanismprovidesboth options. Sand-
boxesandcomponentsaredynamicby default,but drop-
pingwrite privilegescausesthemto becomestatic.

When adjustmentsto security mechanismsare made,
they shouldideallyhaveanimmediateeffectonall rele-
vantaspectsof systembehavior. Our implementationof
nestedsandboxeswasdesignedwith this consideration
in mind. Sinceprivilege checksare doneindividually
at eachlevel, recon�gurationof a sandboximmediately
effectsall of its descendants.

File descriptorsrepresenta similar areaof concern.For
instance,supposethat a processopenssome�le and
its sandboxis then adjustedso that accessto the �le
is denied. Underour currentimplementation,the pro-
cessmay continueto accessthe �le throughits previ-
ously opened�le descriptor. Adding the ability to re-
voke privilegesstoredin �le descriptorswould be rel-
atively easy. This may be doneby attachingsandbox-
relatedtagsto �le descriptorsandperformingadditional
privilegechecksduringread() andwrite() system
calls. Althoughthis optionhaslittle valuefor guarding
con�dentiality, it maystill beusefulasadamagecontrol
mechanismfor protectingdataintegrity. We maythere-
foreeventuallyimplementthis feature.

2.8 Genericvs. Speci�c

When specifying privileges for sandboxed programs,
two alternative strategies are possible. One option is
to grantprivilegesthatarecustom-tailoredto individual
programs.Thisapproachis advantageousbecauseit fol-
lowstheprincipleof leastprivilege.Sinceeachprogram

is only allowed to perform actionsthat are necessary
for properfunctioning, the potentialfor abuseof priv-
ilegesdecreases.However, creatingspecializedpolicies
for many applicationsis labor-intensive. It is alsoerror-
prone,sincerequiredprivilegesmaybehardto predictin
advance. Applicationsmay thereforefail unexpectedly
if their sandboxesconstrainthemtoo tightly.

To addressthese problems, one may create generic
protectiondomainsfor groupsof programswith sim-
ilar behavior. A sandboxingmechanismknown as
MAPbox[11] employs this technique.Althoughthis ap-
proachmay simplify sandboxconstruction,appropriate
behavior classesmaybedif�cult to create.If privileges
arede�ned tooconservatively, thenthescopeof applica-
bility of eachbehavior classbecomesunacceptablynar-
row. However, looselyspeci�ed behavior classesstray
from theprincipleof leastprivilege. Someapplication-
speci�c differencesamongprogramswithin a behavior
classmaybehandledby atechniquethatMAPboxrefers
to asparameterization.For instance,agroupof network-
orientedservicesmay function in a similar mannerbut
differ in theportsfromwhichthey receiveincomingcon-
nections. In this case,their behavior classmay take a
port numberasaparameter.

Usingour facility, behavior classescouldpotentiallybe
representedas groupsof components. Set operations
could thenbe employed to createcustomizedversions
for individual programsin a mannersomewhat similar
to parameterization.

Alternately, our blocking mechanismmay be usedto
createcustom-tailoredsandboxesfor individualapplica-
tions. For example,considerthe following sequenceof
events:

1. A userexecutesa programinsidea sandbox.The
userhasno way of knowing aheadof time what
privilegesit will require.Thereforethesandboxis
madeinitially very restrictive.

2. Whentheprogramattemptsto performadeniedac-
tion, it blocksandtheuserlearnsexactlywhathap-
pened.The usercanthendecideto allow or deny
the action. To allow all future operationsof this
type, the usermay adjustthe appropriatecompo-
nent.

3. Whenthesandboxedprogramterminates,theuser
may save the �nal sandboxcon�guration to be
reusedwhenexecutingtheprogramin thefuture.

This techniquemakessandboxconstructionlesslabor-



intensive, sinceprivilegesmaybegrantedinteractively.
Attemptedactionsthat might otherwisecausea sand-
boxed programto fail may thereforebe allowed at the
time they areattempted.This eliminatestheneedto ex-
ecutethe programmultiple times,making incremental
changesto its sandboxafter eachexecution. Further-
more,programsmay be constrainedvery tightly with-
outadverseconsequences.Additionalprivilegesmaybe
grantedat runtimeasthey areneeded.

2.9 Transient vs. Persistent

Sandboxesmaybeimplementedaslightweight,dispos-
able containersor as persistententities that maintain
relatively static, long-term associationswith �les that
they contain.Ourcurrentdesignonly providestransient
sandboxes. We chosethis option becausethey require
substantiallylessimplementationeffort thanpersistent
sandboxes. However, if time permits,we may eventu-
ally extendour facility to providebothoptions.

WindowBox[13], a sandboxingsystem implemented
within the Windows NT kernel, is a designin which
sandboxesarepersistententities. It consistsof a setof
desktopsthat are completelyseparatefrom eachother
andfrom the restof the system.Usersmay give some
desktopsmore privilegesthan others. They may also
placeindividual programsandother�les within a given
desktop. The associationbetweena �le and its desk-
toppersistsuntil theusereitherdeletesthe�le or moves
it to a differentdesktop.This featureis usefulbecause
a given programis automaticallycon�ned to its desk-
top whenever the userexecutesit. Therefore,the se-
curity policy associatedwith thedesktopis consistently
enforced.Associationsbetween�les andtheir desktops
also provide an alternatemeansof de�ning privileges.
Speci�cally, accessmaybegrantedbecausea�le resides
in the samedesktopastheprogramattemptingto open
it.

A potentialadvantageof de�ning sandboxesastransient
entitiesis thatthey maybeef�ciently discardedwhenno
longerneeded.Our designprovidesa featurethatelim-
inatesunnecessaryoverheadfor creatinganddestroying
sandboxes. With this option,a server maycreatepools
of sandboxesfor different typesof client connections.
Theserverdoesthefollowing for eachclientconnection:

1. The server forks a child process.The child inher-
its theparent's descriptorsfor thevarioussandbox
poolsthattheservercreated.

2. The child makes an sbxapply() systemcall,
passingin a descriptorfor theappropriatepool. If
the pool is not empty, this causesa sandboxto be
removedfrom thepool. Otherwise,a new sandbox
is createdandassociatedwith thepool. Thenewly
obtainedsandboxis appliedto thechild,whichthen
handlestheclient request.

3. When the child dies, the referencecount on its
sandboxdropsto zero. Insteadof beingdestroyed,
thesandboxis returnedto thepool for laterreuse.

Creationof a sandboxpool requiresspeci�cation of a
maximumcapacity. If thepool becomesfull, additional
sandboxeswill bedestroyedinsteadof beingreturnedto
it. A pool's creatormay adjustits capacityvalue, �nd
out how many sandboxes the pool containsat a given
instant,or make adjustmentsto the currentnumberof
sandboxesin thepool.

2.10 Interaction with Other Security Mecha-
nisms

Our facility is designedto beimplementedwithin exist-
ing systems.It must thereforepeacefullycoexist with
othersecuritymechanisms.This considerationmay be
viewedfrom thefollowing two perspectives:

1. Canothermechanismsoverridethedenialof apriv-
ilegeby asandbox?

2. If a sandboxgrantsa given privilege, can other
mechanismsoverridethis decision?

The answerto the �rst questionis ”no.” In particu-
lar, root hasno specialprivilegesthat allow sandbox-
imposedconstraintsto be bypassed.This propertyen-
hancesthe securityof our mechanism.It alsopermits
constructionof sandboxesthatcon�ne root programsto
a subsetof the privilegesthat they normally have. The
answerto thesecondquestionis ”yes.” Thispropertyal-
lows sandboxesto coexist with othermechanismswith-
out compromisingtheir effectiveness.

3 Speci�cation of Privileges

We now presentthedetailsof how privilegesarerepre-
sentedin our design. Although the variouscomponent
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typeshave individual differences,several commonele-
mentsare sharedamongthem. One sharedfeatureis
supportfor thesetoperationsof intersection,union,and
complement.Additionally, thecomponentsemploy the
following two commonmechanisms:

� Interval listsallow speci�cationof intervalsof val-
uesover a �x edrange.For instance,we coulduse
aninterval list to representall integersbetween10
and 100, the value 250, and all integersbetween
400and500. The componentsusethis datastruc-
turein severalplaces.

� Sandboxsetsspecify privileges that allow sand-
boxedprocessesto performactionsrelativeto other
processes.Theability to sendsignalsis anexample
of this typeof privilege.

Thesetwo sharedbuilding blocks simplify the imple-
mentation of the componentsthat use them. They
alsofacilitatetheconstructionof new componenttypes.
Next, we give a moredetailedpresentationof their de-
sign. This is followedby descriptionsof how the indi-
vidualcomponenttypesareconstructed.

3.1 Inter val Lists

Interval listsprovideaconvenientwayof specifyingand
manipulatingsetsof unsignedintegers.They supportthe
following operations:

� Include: Figure3 illustratesthe includeoperation.
In this example,an interval list initially speci�es
theintervals

�


�/&0213�204
6547&085:9;�2� . Theinterval 
=<&0>54?@�

is then included. This producesthe interval list
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Figure4: Excludeoperation

�


=/&0>549@�A� . Notice that this resultis obtainedrather
than

�


�/&0213�204
=<B08549@�A� or
�


=/B0A13�C0>
�<&085:?;�C0>
6547&0>549;�2� .
Interval listsalwaysmergeintervalstogethersothat
notwo intervalsareoverlappingor immediatelyad-
jacentto eachother. Thisyieldsthesimplestpossi-
ble representation.

� Exclude: Figure 4 illustratesthe exclude opera-
tion. In this example, we start with the interval
list

�


�9&0A13�C0>
�D&0ED'�204
65;5@085:9;�A� . The interval 
�F&085:?;�

is then excluded. This producesthe interval list
�


�9G0A9;�C0>
654/&0>549;�2� .

� Intersection:This operationtakestwo interval lists
asoperandsandproducesa new interval list repre-
sentingthe intersectionof thesetsof integersthey
specify. Theintervalscontainedin theresultareall
nonoverlappingandseparatedby at leastoneinte-
gervalue.

� Union: Thisoperationis similar to intersection,ex-
ceptthattheunionis computed.

� Complement: This operation takes an inter-
val list and produces its complement. For
instance, the complement of

�


�9G0>5>7'�A� is
�


=7&0EH'�C0>
65@5;0 UINT MAX �2� .

� Querypoint: This operationtakesan integer asa
parameterand returnsa Booleanvalue indicating
whetherany interval in thelist containsit.

We will alsoprovide a mechanismfor iteratingthrough
aninterval list andexaminingits contents,althoughthis
hasnot yetbeenimplemented.
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3.2 SandboxSets

Someprivilegesgovernwhata processmaydo relative
to otherprocesses.For example,wemaywishto allow a
sandboxedprocessto sendsignalsto someprocessesbut
not others.Oneway of accomplishingthis is to specify
privilegesindividually for everyexistingprocess.How-
ever, this is clearly not practical. Thereforeprocesses
mustbe groupedtogetherin somemanner. Our design
employs sandboxesasthebasicunit of organizationfor
assigningprivilegesrelative to processes.For example,
signalcomponentsspecifysetsof sandboxescontaining
processesthatmaybesignaled.We chosesandboxesas
theunit of groupingbecausethis is thesimplestoption.
Introducingsomeother abstractionwould createaddi-
tional complexity withoutany clearbene�ts.

Figure 5 illustrateshow sandboxsetsoperate. Signal
components�

! , �
# , and �JI areattachedto sandboxes

�
! , �

# , and ��K respectively. �
! allows �

! to signalpro-
cessesin ��L , �

# allows �
# to signalprocessesin ��I and

�ML , and �JI allows �MK to signalprocessesin ��N and �MO .
Process* createdand initialized �

! , �ML , and �
! . The

following rulesgovernthebehavior of componentsim-
plementedusingsandboxsets:

� A processin a givensandboxis alwaysallowedto
accessother processesin its own sandboxor any
descendantsandboxes. For example,a processin

�M# maysignalany processin ��# , �
K , �

N , or �
O re-

gardlessof how �P# is con�gured.
� If a componentgrantsaccessto a given sandbox,

thenaccessis alsograntedto all of the sandbox's

descendants.For instance,processesin �Q! cansig-
nal processesin �

!6R since �
! grantsaccessto ��L

and �
!6R is a descendantof ��L . Themotivationfor

thisbehavior maybeunderstoodby consideringthe
viewpoint of process* . Clearly, * is awareof the
existenceof ��L . However, * cannot in generalbe
expectedto keeptrackof actions,suchascreating
child sandboxes, that may be performedby pro-
cessesin �

L . All * caresaboutis thatprocessesin
�S! aregrantedaccessto all processesthat �

L gov-
erns.Thusthis ruleallowsprocessesto manipulate
componentswithout needingto beawareof details
thatareoutsidetheir scopeof concern.

� A processin agivensandboxmaydelegateto child
sandboxesany accessrightsto othersandboxesthat
it possesses.For example, �

! hasadjusted�
# so

that its privilege for signalingprocessesin �SL is
passeddown to �

# . Similarly, �
# may adjust �JI

so thatprocessesin ��K cansignalprocessesin ��L .
However, �M# maynotadjust�

I sothatprocessesin
�

K aregrantedaccessto �T! , �M# , or �VU . This is be-
cause��# doesnot have accessto �T! , �M# , or �VU . In
general,any sandboxesin shadedarea- couldpo-
tentiallyappearin �W! . However, �X! cannotspecify

�S!6R directly because�T!6R is outside �X! 's scopeof
concern.Likewise,any sandboxesin shadedareas

- or Y but not Z couldpotentiallyappearin �P# .

� All processesthat are not in any sandboxare
groupedtogetherasif they areall insideacommon
sandboxthat imposesno restrictions.This canbe
thoughtof asthe”null sandbox”,andmaybespec-
i�ed in asandboxsetjust likeany othersandbox.

� It is possibleto computethecomplementof asand-



box set. For instance,the complementof the set
given by � I would be a set that grantsaccessto
all sandboxes(including the null sandbox)except

�MN and ��O . Likewise, intersectionsandunionsof
sandboxsetsmaybecomputed.

Sandboxsetsareimplementedinternallyusinga global
matrix. Columnsrepresentsandboxesandrows repre-
sentcomponentsthatareimplementedassandboxsets.
Adjusting a component� so that it grantsaccessto a
sandbox� is accomplishedby addinganentryto thema-
trix at position 
��[0A�(� . Whena componentis destroyed,
its correspondingrow is removedfrom thematrix. Like-
wise,destructionof a sandboxresultsin theremoval of
its associatedcolumn.This ensuresthatcomponentsdo
not referto sandboxesthatno longerexist.

3.3 Signal,ptrace() , and IPC Components

Signalcomponentsspecifyprocessesto which a sand-
boxedprocessmaysendsignals.Likewise,ptrace()
componentsspecifywhich processesa sandboxed pro-
cessmay ptrace() . Both of thesecomponenttypes
areimplementedassandboxsets.IPCcomponentsspec-
ify whichIPCobjects6 asandboxedprocessmayaccess.
If a processexecutingin sandbox� createsan IPC ob-
ject - , then � is viewed as owning - . Supposethat

� hasa parentsandbox\ , and � is subsequentlyde-
stroyed while - still exists. In this case,ownershipof

- is transferredto \ . If � hasno parent,then own-
ershipof - is transferredto the null sandboxwhen �

is destroyed. Given this notion of ownership,sandbox
setsmaybeusedto implementIPCcomponents.For in-
stance,supposethat thecomponentsshown in Figure5
areIPCcomponents.Then �W! allowsprocessesin �Q! to
accessIPC objectsownedby �

L or �S!6R , since �T!]R is a
descendantof �

L .

3.4 File SystemComponent

File systemcomponentsspecify �le-related privileges.
They arerepresentedastreesof directorypathswith la-
belsthatspecifyprivilegesat eachnode.Thefollowing
typesof privilegesarede�ned:

�_^ : For anormal�le, thisprivilegeallows the�le to
beopenedfor reading.For adirectory, it allows the
directorycontentsto belisted.

6semaphores,messagequeues,andsharedmemorysegments

n1

n2 n3

n6n5n4

...

T

S

U

......
Figure6: Directorysubtree

�_` : For anormal�le, thisprivilegeallowsthe�le to
beopenedfor writing. Foradirectory, it allows�les
in thedirectoryto becreated,unlinked,or renamed.

�

� : For anormal�le, this privilegeallowsthe�le to
be executed.For a directory, this privilege hasno
meaning.

�

* : For both normal �les and directories, this
privilege allows permission-relatedsettingsto be
changed.Speci�cally, it allows useof chmod() ,
chown() , andchgrp() .

�_a : For bothnormal�les anddirectories,this privi-
legeallowschangingaccessandmodi�cation times
usingutime() .

�cb : For a directory, this privilege allows opening
�les in thedirectory, accessingsubdirectories,and
moving into the directoryusingchdir() . For a
normal�le, thisprivilegehasnomeaning.

For eachof theseprivileges,a setof threelabelsis at-
tachedto eachnode. Figure6 illustratesthe meanings
of thelabels.Set � consistsof theentiresubtreerooted
at directory dQ! . Set \ consistsof dQ! andall of its chil-
dren.Set e consistsonly of dQ! . Giventhesede�nitions,
the threelabelsattachedto dQ! for a given privilegeare
de�ned asfollows:

� self: This labelrepresentsset e (consistingof only
dT! ).



� children: This labelrepresentsthesetof nodesde-
�ned by \gf_e ( dS# and d I in the�gure).

� grandchild subtrees: This label representsthe set
of nodesde�ned by �_fh\ ( d U , d�K , d�N , andall of
their descendants).

Eachlabelmaybeassignedoneof threevalues:allow,
deny, or unspeci�ed. Labelsare orderedaccordingto
two simpleprecedencerules.Labelswith higherprece-
denceoverridethe settingsof labelswith lower prece-
dence.Therulesareasfollows:

� A labelatanodehashigherprecedencethanlabels
at any of its ancestors.

� There is no orderingamongthe three labelsat a
node. This is becausethe labelsrepresentdisjoint
setsof nodes.

A label of unspeci�edon a nodeimposesno particular
settingon it or its descendants.Settingsareinsteadde-
terminedby labelsof higherprecedence.A �le system
componentconsistingof an empty tree deniesall �le-
relatedprivileges.

Figure7 illustratesa �le systemcomponent.It shows
labelsonly for the ` privilege. Labelsfor theother� ve
privilegeshave beenomitted for simplicity. Given the
aboverules,this �le systemcomponentis interpretedas
follows:

� Write accessto theroot directoryis allowed,since
its selflabelhasa valueof allow.

� Write accessis deniedfor all �les in therootdirec-
tory except/a . Sincethechildrenlabelof theroot
directoryis unspeci�ed, it takesonthedefaultvalue
of denythatdeniesall �le-related privilegesfor an
emptytree.

� Write accessis also deniedto /a . Sinceits self
labelandtherootdirectory'schildrenlabelareboth
unspeci�ed, it takes on the default value of deny
that deniesall �le-related privilegesfor an empty
tree.

� For all �les in /a except/a/b , write accessis de-
nied.This is dueto thesettingof thechildrenlabel
for /a .

� Write accessis allowedfor the�le /a/b , sinceits
selflabelhasavalueof allow.

= deny

= allow

= unspecifiedu

a

b

/

u

self

children

children

grandchild subtrees

grandchild subtrees

children

u

u

u

grandchild subtreesu

self

self

Figure7: File systemcomponent

� Write accessis allowed for all descendantsof
/a/b . This is becausethegrandchild subtreesla-
belof therootdirectoryis notoverriddenby any la-
belswith higherprecedencethataffectdescendants
of /a/b .

Before �le-related privilege checks are performed,
namesof �les areconvertedto absolutepathnamesthat
containno symboliclinks. Thereforesymboliclinks do
notaffect thebehavior of �le systemcomponents.How-
ever, the �le systemcomponentmustdo extra privilege
checkingwhena sandboxed processattemptsto create
a hard link. Before allowing this type of operationto
proceed,the �le systemcomponentcomputesthe �le-
relatedprivilegesthat the link would have if it existed.
If theseprivilegesexceedtheprivilegesof thepathname
beinglinked to, thentheoperationis denied.This pre-
ventsa sandboxed processfrom gaining unauthorized
accessto �les simply by creatinglinks to themin direc-
tories with more permissive settings. It can be shown
that the set of all possible�le systemcomponentsis
closedunderthe operationsof union, intersection,and
complement.However, we omit the proof for the sake
of brevity.

3.5 Network Component

A network componentconsistsof two interval lists that
specifyIP addressesthatsandboxedprocessesmayopen
connectionsto andportsthat sandboxedprocessesmay
receive incomingconnectionsfrom.



fork() execve() exit() wait()
total latency ( i sec.) 169 375 145 —
overhead( i sec.) 6.8 1.2 5.9 11.2
overhead(% of total) 4.0 0.3 4.1 —

Table1: Performanceimpactof sandboxingmechanism

3.6 DeviceComponent

A device componentconsistsof threeinterval lists that
specifyread() , write() , andioctl() privileges
for variousdevicenumbers.

3.7 SystemManagementComponent

In its currentimplementation,the systemmanagement
componentis simply a setof Boolean�ags thatgovern
administrativeactionssuchasrebootingandsettingsys-
temdate/time.Thesetof operationscurrentlygoverned
by this componenttype is not comprehensive, andwill
eventuallybeextended.

4 Performance

In orderto bepractical,a securitymechanismmustnot
requirean unreasonableamountof performanceover-
head. To demonstratethe feasibility of our design,we
have thereforeperformedseveralmicrobenchmarks.

Our implementationinvolvesmodifying fork() , ex-
ecve() , exit() , and wait() . We have therefore
measuredthe amountof overheadthat our mechanism
addsto eachof thesesystemcalls.All experimentswere
performedon a uniprocessor266 MHz PentiumII PC
with 96Mb of memory. TheLinux kernelwe usedis an
SMPbuild of version2.4.1. Eachvaluein Table1 rep-
resentsthemeanvaluefrom 10000separatesystemcall
invocations.As shown, our modi�cations typically add
severalmicrosecondsto eachcall.

During a fork() , sandbox-relatedstate information
must be copied from the parentprocessto the child.
On execve() , a checkis performedto seeif a sand-
box must be applied due to a previous invocation of
sbxapply() with the ”apply on exec” option speci-
�ed. The valuesin Table 1 re�ect the typical casein
which no sandboxis applied. We measuredseparately

the latency of an sbxapply() systemcall (without
”apply on exec” speci�ed) and found that value to be
56microseconds.

During an exit() systemcall, our implementation
closesany opendescriptorsfor sandboxesandcompo-
nents. It then releasesthe referenceto any sandbox
the processmay be executingwithin anddoesa partial
cleanupof the sandboxif the referencecountdropsto
0. Additional cleanupof sandbox-relatedstateis per-
formedduringwait() whenthezombieprocessis col-
lected. At this time, the expired sandboxis queuedso
thata kernelthreadmayperformthe�nal cleanup.The
valuesfor exit() andwait() in Table 1 represent
thecasein which this cleanupactivity occursfor a sin-
gle expired sandbox.The purposeof the kernel thread
is to remove the sandboxfrom the global matrix de-
scribedin Section3.2 and free the memorythat it oc-
cupies. The threadis awakenedperiodicallywhen the
numberof expiredobjectson its queuereachesacertain
threshold. It thendeletesall of themin a singleoper-
ation. We measuredthe time requiredto delete1024
expired sandboxes,and found that this operationtakes
2829microseconds(2.8 i sec.persandbox).This repre-
sentsthemeanfor 10 separateinvocationsof thekernel
thread. Adding the per-sandboxvalue to the overhead
valuesin Table1 for exit() andwait() providesa
roughideaof thetotal overheadrequiredfor destroying
a sandbox.

Additionally, we measuredthe latency of the kill()
systemcall whenexecutedby asandboxedprocess.The
resultsareshown in Figure8. For this experiment,we
con�gured thesandboxof thesendingprocess* sothat
its sandboxallows sendingsignalsto thereceiving pro-
cess+ , whichhasbeenplacedwithin aseparatesandbox.
Thevaluesrepresentlatencieswhen* is placedin sand-
boxesnestedat variousdepths.For instance,the value
3 on the horizontal axis representsthe casein which
the sandboxenclosing* hasa parentand a grandpar-
ent. Therefore,privilegechecksoccurat threeseparate
levels. The value0 on thehorizontalaxis indicatesthe
casein which * is not inside a sandboxand therefore
no privilegechecksoccur. As thegraphshows,a single
privilegecheckincursapproximately5 microsecondsof
overhead.Whensandboxesarenested,additionalprivi-
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Figure8: Latency of kill() executedby sandboxedprocess

legechecksincur approximately1 microsecondeach.

5 RelatedWork

Accesscontrollists (ACLs)areacommonlyusedmech-
anism for enhancingsystemsecurity. They associate
detailedaccessrights with objectssuchas �les. The
main differencebetweensandboxes and ACLs is that
they take oppositepointsof view. ACLs associatepriv-
ilegeswith objectswhile sandboxesassociateprivileges
with subjects.Thecentralizedlocationof thecontrolson
sandboxesmakesthecorrectnessof theirsettingseasyto
verify. Sandboxesimposestrict upperboundson privi-
legeswithoutdependingonassumptionssuchassettings
of �le permissionsthroughoutthesystem.They permit
easycreationof customizedprotectiondomainswithout
having tochangesettingsonawidevarietyof systemob-
jects. However, our sandboxingmechanismis designed
to complementalternativessuchasACLsratherthanre-
placingthem. Sandboxesmay be usedin combination
with othermechanismsto implementpoliciesnot easily
enforceableusingany singlemechanismby itself.

Capabilities[1] areanotheralternative to sandboxes. A
capabilityhastwo primarycharacteristics:

� A subjectthat holdsa capability is grantedaccess
to theprivilegeit speci�es.

� A subjectthatlacksa capabilityis deniedaccessto
theprivilegeit speci�es.

A sandboxexhibits thesecondpropertybut not the �rst
one.Thisaspectof sandboxesallowstheircontrolsto be
safelymanipulatedby untrustedusers.The centralized
location of the controlson a sandboxmakessandbox-
grantedprivilegeseasyto trackandrevoke. In contrast,
completerevocationof a capability � held by process

� requiresrevocationfrom both � andall processesto
which � hasbeendelegatedby � . Theability to create
nestedsandboxesprovidesa mechanismfor delegation
of privilegesin a mannersomewhat similar to delega-
tion of capabilities. Opening�les representsan inter-
estingareaof interactionbetweensandboxesandcapa-
bilities, sincea �le descriptormay be viewed asa ca-
pability for accessinga �le. In our currentdesign,a
sandboxcannotrevoke a previously granted�le access



privilegeoncethesandboxedprocesshasobtaineda �le
descriptor. However, this limitation may be removed
by attachingsandbox-relatedtagsto �le descriptorsand
performingadditionalprivilegechecksduringread()
andwrite() systemcalls. Althoughthis requiresex-
traoverhead,thecreatorof asandboxcouldbegiventhe
optionof disablingthefeatureto increaseperformance.

Domain and type enforcement(DTE)[2, 3] is a useful
tool for implementingmandatoryaccesscontrols. This
techniquegroupssubjectsinto domainsandobjectsinto
types. Rulesareprovided that specifywhich domains
aregrantedaccessto which types. In addition,thesys-
temmaybecon�guredsothatexecutionof certainpro-
gramscausestransitionsbetweendomains.A majordif-
ferencebetweenDTE and our sandboxingmechanism
is thatDTE is gearedtowardimplementingsystemwide
mandatoryaccesscontrols. A trustedsecurityadminis-
tratorde�nesthedomainsandtypes,alongwith therules
governingtheir interactions.In contrast,sandboxesare
lightweightentitiesthatmaybecreated,con�gured,and
destroyed by untrustedusers. Our implementational-
lows themto enforceeithermandatoryor discretionary
accesscontrols.Weplanonextendingtheirfunctionality
by allowing transitionsbetweensandboxeswhencertain
programsareexecuted.

A variety of sandboxingtechniqueshave beenprevi-
ously implemented. One approachis to build protec-
tion mechanismsinto programminglanguagessuchas
Java[7]. Sincethis optionties thesandboxto a particu-
lar languageor runtimeenvironment,it is notsuitableas
ageneral-purposemechanism.However, it is still useful
as a special-purposetechnique,sincesecuritypolicies
maybetailoredto thelanguageor runtimeenvironment.

Alternately, the sandboxmay be embeddedwithin the
sandboxedprogram. Proof-carryingcode[8] is oneex-
ampleof this type of approach. Another option is to
instrumentan existing binary with additionalmachine
instructionsthat verify compliancewith a securitypol-
icy asa programexecutes[9]. However, thesealterna-
tivesareinconvenientbecausethey requiremodi�cation
of binaries.Furthermore,they arenot usefulasgeneral-
purposetechniquessincethey do not apply to all types
of programs(suchasshellscripts,for instance).

A sandboxingsystemknown as Janus[10], along with
two similar mechanisms[11, 12], employs user-space
monitoring processesfor interceptionof systemcalls
madeby sandboxed programs. The monitoring pro-
cessesusethe/proc processtracingfacility of Solaris
for systemcall interception. This approachlimits the
scopeof applicabilityof thesetechniques,sinceit may

not be usedwith setuidprograms.It alsohassubstan-
tial overheadbecausethemonitoringagentis a separate
processandinterprocesscontext switchesaretherefore
requiredfor monitoring. Furthermore,the monitoring
processmustfork() eachtime thesandboxedprocess
forks. The fact that the monitoringagentruns in user
spacemayalsocreatevulnerabilities.

To overcomethe limitationsof user-spacemechanisms,
sandboxes may be implementedas loadable kernel
modules[14, 15]. Placingsandboxes inside the kernel
may enhancetheir securityby providing increasediso-
lation from potentiallymaliciousentities.Sincekernel-
basedsandboxesmay be implementedaspassive enti-
ties,context switchingoverheadis not requiredfor priv-
ilegechecking.A disadvantageof this approachis that
creatinga new sandboxrequiresloadinga kernelmod-
ule. Themodulemustbefully trusted,andatrusteduser
mustperformthemoduleloadingoperation.

A designknown asChakraVyuha(CV)[16] implements
a kernel-basedsandboxingmechanism.In this system,
sandboxesfor individual applicationsarede�ned using
a domain-speci�c language. Sandboxde�nitions are
storedin asecurelocationsomewherein the�le system.
Whena given programis executed,its sandboxde�ni-
tion is passedto a kernel-residentenforcer. This entity
enforcesrestrictionsby matchingsystemcall parameters
againstthesandboxde�nition. Therefore,problemsas-
sociatedwith implementingsandboxesasloadableker-
nelmodulesareavoided.

OnedifferencebetweenChakraVyuhaandour designis
the level at which its external interfacesare speci�ed.
To con�ne aprogramwith ChakraVyuha,it must�rst be
installedusinga specializedinstallerprogram. The in-
stallergeneratesa con�guration �le that speci�esa de-
fault sandboxfor thenew program.If userswish to cre-
atecustomizedsandboxes,they mustdosousingcon�g-
uration�les that follow a speci�c format. Our external
interfaceis at a muchlower level. We export a general-
purposesystemcall API thatapplicationprogramsmay
usefor their own purposes.This approachwidensthe
scopeof applicabilityof our design.

A secondadvantageof our model is the ability to
dynamically recon�gure sandboxes at runtime. With
ChakraVyuha,usersmay customizesandboxes,but the
sandboxesare�x edoncethesandboxedprogramsstart
executing.Otheradvantagesof ourmodelincludenested
sandboxes and our treatmentof privilege setsas �rst
classobjectsthatmaybemanipulatedusingset-theoretic
primitives.



Another solution, known as WindowBox[13], imple-
mentsasandboxingmechanismwithin theWindowsNT
kernel. The emphasishereis on providing an easyto
usemechanismthatis simpleenoughfor unsophisticated
users.The designconsistsof a setof desktopsthat are
completelyseparatedfrom eachotherandfrom therest
of thesystem.Userscangivesomedesktopsmorepriv-
ilegesthanothers. As a user's level of trust increases,
a programmay be graduallymoved to moreprivileged
desktops.However, thedesktopsarerelatively staticen-
tities. They arenot designedto functionaslightweight
containersfor individualprograms.

Finally, a sandboxingmechanismsomewhat similar
to ours has been added to the ULTRIX operating
system[17]. This mechanism,known asTRON, is simi-
lar to ourdesignin somewaysbut morelimited in scope,
sinceit only dealswith �le-related privileges.Like our
sandboxingmechanism,TRON allowscreationof sand-
boxesby untrustedusers.However, it doesnot provide
a blockingmechanismfor interactive privilegedetermi-
nationat runtime.

TRON doesallow nestingof sandboxes,althoughthis
featurebehavesdifferentlyfrom ourdesign.Whensand-
boxes are nested,our mechanismperforms privilege
checksat eachlevel individually. However, TRON ver-
i�es at creationtime that a nestedsandboxcontainsa
subsetof its parent'sprivileges.It thenchecksprivileges
againstonly the innermostsandbox.AlthoughTRON's
approachreducesperformanceoverhead,we choseour
methodfor two reasons.First of all, our designallows
changesin a sandboxcon�guration to affect all sand-
boxesnestedbelow it. This behavior is necessaryfor
interactive manipulationof sandboxesto functionprop-
erly whensandboxesarenested.Secondly, our design
allows a sandboxedprocessto createa nestedsandbox
withoutany awarenessof how its own sandboxis con�g-
ured.Thechild sandboxis notclutteredwith restrictions
imposedby its parentandthereforemaintainsa precise
representationof the policies its creatorwishesto en-
force. Furthermore,restrictionsimposedby the parent
sandboxmaybekeptsecretfrom its inhabitants.

The methodthat TRON employs for specifyingaccess
controlsis lessexpressive thanour �le systemcompo-
nent. Whenprivilegesareassignedto a directory, they
automaticallyextend to all �les it contains. It is not
possibleto grantprivilegesonly for thedirectorywith-
out extendingthemto all of its �les. However, a sub-
treeoption doesexist that is equivalentto the union of
self, children, and grandchild subtreesin our �le sys-
tem component. One featurethat TRON omits is the
ability to speci�cally deny accessto �les. It is therefore

notpowerful enoughto supportcompositionof privilege
setsthroughunion,intersection,andcomplementopera-
tions.

6 Conclusions

In summary, we have presenteda general-purposesys-
temcall API for con�nementof untrustedprograms.We
have describedour designwithin the context of a sys-
tematicexplorationof thedesignspacefor con�nement
mechanisms.Our approachis distinguishedby its �e x-
ibility andprovision of a relatively simplesetof primi-
tivesthatpermita wide scopeof applicability. Prelimi-
naryperformanceresultsareencouraging,althoughwe
still needto performmoreextensive testing.

Availability

At the time of this writing, we are still �nish-
ing the implementationof the sandboxingAPI. The
latest version of the code may be obtained from
http://seclab.cs.ucdavis.edu/projects/sandbox.html. As
our work progresses,we will make updatesavailableat
this location.
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