Pong: A Flexible Network Services Monitoring System

Helen E. Harrison, Mike C. Mitchell, and Michael E. Shaddock – SAS Institute, Inc.

ABSTRACT

In distributed computing environments it is important to determine not only whether individual critical machines are up or down, but also whether the individual services they offer are available. Our site was using a network monitoring package which used ICMP ECHO packets to determine when individual network components were unavailable. We found that there were many occasions where a server would reply to the ICMP ECHO, but would still not be providing the services it should be providing. We needed a tool which would let us monitor high level services such as AFS or NFS file service. This paper will describe a tool called pong which was developed to meet these needs. Pong is a highly configurable monitoring tool which ‘‘pings’’ individual services at predefined intervals and executes appropriate actions when the state of that service changes. We use pong to monitor three or more services on each of 110 servers.

Introduction

SAS Institute Inc. is a privately owned software development company whose primary software development environment is a network of 1500 Hewlett Packard 700 series workstations and servers[1]. These machines share data using a combination of AFS and NFS file systems over an aggressively subnetted TCP/IP network. During the second half of 1992 we experienced increasing occurrences of failures in services on key servers which were not being detected by our commercial network monitoring package. The monitoring package used only ICMP ECHO packets to determine if a machine was operational. We found that the use of ICMP ECHO packets never gave a false negative, but did give false positives. The HP servers would occasionally fail in a way that they would still repond to pings, but otherwise would appear to be unavailable. In addition we found situations where the AFS or NFS daemons would stop responding to requests but otherwise the machine would be healthy. We needed a monitoring system which would allow us to determine the state of a system and the services it was providing. Another requirement we have for a monitoring system is that it be configurable and easily extensible. For example, when a failure is detected we may want to send mail, page someone, send a zephyr-gram, log the failure, or whatever else we might decide we need. We want to control how often a check is performed, what type of check, and how many replies are ‘‘dropped’’ before a service is considered unavailable. Pong addresses these requirements. There have been number of other projects which also addressed these problems, including the emerging SNMP based technologies, and many of these show great promise. So far these alternatives have not provided the functionality, efficiency, and cost effectiveness that would make them appropriate replacements for pong for service level monitoring.

The Pong Program

Pong has three basic characteristics: service

monitoring routines, monitoring intervals and response actions. Pong monitors these services by constructing a UDP packet and sending it to the appropriate port on the remote machine and then watching for a response. The service monitoring routines include ICMP ECHO requests which measures basic network connectivity, the inetd ‘‘echo’’ service which measures inetd’s responsiveness (a good measure of the overall health of a machine), NFS nullRPC messages which measures NFS responsiveness, and AFS RX DEBUG requests which measures AFS’s responsiveness. These functions simply return success or failure. Each of these built-in monitoring functions were implemented using existing functionality and required no changes on the systems being monitored. Response actions are executed when a machine changes state. Pong does not have any built-in notification routines. Its sole job is to monitor the state of the specified machines leaving notification of state changes to other programs.

If a monitored service becomes unresponsive,

pong starts checking with increased frequency.

After the specified number of ‘‘down’’ checks are performed and the service is still unresponsive,

pong executes the specified ‘‘down’’ response

action. It will then switch back to checking less often, until the service responds. After the first positive response it starts checking more often until the specified number of ‘‘up’’ checks are performed. At that time it executes the specified ‘‘up’’ response action, and switches once more to checking less often (see Figure 1).

1994 LISA – September 19-23, 1994 – San Diego, CA 167

Pong: A Flexible Network Services Monitoring System Harrison, Mitchell, & Shaddock

Configuration

The pong configuration file lists the type of service to monitor (icmp, inetd, nfs, or afs), the frequency with which to check the service, the command to execute when the service is discovered to be unavailable, the command to execute when the service is available again, and finally the list of machines on which to monitor these services (see Example 1).

Down notification Up notification

Up

Down

pings

Fast timeout 15 Up tries 3

Down tries 5

Slow timeout 60