The following paper was originally published in the Proceedings of the Third USENIX Conference on Object-Oriented Technologies and Systems Portland, Oregon, June 1997

For more information about USENIX Association contact:

1. Phone: 510 528-8649 2. FAX: 510 548-5738 3. Email: office@usenix.org 4. WWW URL: http://www.usenix.org

Gold Rush: Mobile Transaction Middleware with Java-Object Replication

Maria A. Butrico, Henry Chang, Anthony Cocchi, Norman H. Cohen, Dennis G. Shea, Stephen E. Smith IBM Thomas J. Watson Research Center Yorktown Heights, NY 10598

Abstract. Gold Rush is middleware supporting the writing of Java applications that reside on an intermit - tentlyconnected mobile client device and access an enterprise database on a central server. While the client is connected to the central server, objects constructed fromdatabase entities can be cached in a persistent store on the client. While the client is disconnected, these entities can be manipulated within transactions that are logged on the client. Upon recon - nection, the client application can replaythese logged transactions to the server, modifying the database. A replayed transaction is checked for conflicts with other database updates that have occurred since the client obtained the input data for the transaction, and the client is notified when such a conflict arises. Commu - nication between the client and the server is optimized to economize the use of a slowor expensive connection such as a radio link.

Introduction

Continued rapid advances in mobile computing are allowing computing and communication technolo - gies to be applied where theyare most effective and productive. For a traveling salesperson, th is is typicallythe customer´s place of business. For a health-care worker, it is the point of care.

D isconnecting the client platformfroma highspeed network, to provide workers with access to enter - prise data when and where theyneed it, presents many difficulties. One such difficultyis the limited capabil - ity of the mobile worker´s platform(e.g. processor speed, disk capacity, batterylife). Another is the nature of the mobile communications link (e.g. low bandwidth, high cost, frequent disconnections).

Application connectivityrequirements for data access varywidely. Some applications require high

degrees of connectivityeven while mobile. For example, a stock trader requires essentiallyinstantane - ous access to the constantlychanging prices of stocks while the market is open, and the abilityto execute a trade quickly. T his requires the trader to paythe high cost of wireless communication, or to be tethered to a phone line while out of the office.

In contrast, a financial planner can perform most tasks while disconnected fromthe network. T he finan - cial planner might begin the daybyconnecting to a central server and downloading data, such as current market conditions and the portfolios of customers to be visited, fromthe enterprise financial database to the client device. While visiting with a customer, discon - nected fromthe network, the financial planner might run a Java application on the device to explore various

^what-if~ scenarios. If it becomes necessaryto obtain additional data that was not previouslydownloaded, the planner could connect to the central server with a brief phone call, download the missing data to the client machine, disconnect again, and resume the use of the program. If the client decides to change the portfolio, the financial planner could execute a local transaction ordering the change. T he plan ne r could connect to the central server immediatelyto replaythe local transaction on the central server, or connect at the end of the dayto replayall the day’s local transac - tions at once.

In this paper, we describe Gold Rush, middleware that provides lightweight, platform-independent mobile clients with object-oriented, transaction-based access to enterprise information over a weaklyconnected or primarilydisconnected link. Gold Rush includes a client-side persistent store, an object-replication layer to track and minimize data traffic, and an intelligent transaction replayengine. T he middleware helps facilitate the development of mobile applications.

Gold Rush: Mobile Transaction Middleware with Java-Object Replication

Maria A. Butrico, Henry Chang, Anthony Cocchi,

Norman H. Cohen, Dennis G. Shea, Stephen E. Smith

IBM Thomas J. Watson Research Center

P.O. Box 218

Yorktown Heights, NY 10598

{butrico,hychang,tony,ncohen,shea,steve}@watson.ibm.com

T hese are applications that, like the financial planning application, enable off-line, occasionally-connected workers to execute transactions on enterprise data.

Gold Rush enables the financial planner to replicate part of his financial and customer databases, to execute off-line transactions and log themon the disconnected client device, and finallyto transmit the logged trans - actions back to the enterprise´s financial and customer databases, checking for conflicting updates.

Gold Rush is not appropriate for everymobile application. Gold Rush is most useful for applications that execute in an environment where client systems are disconnected most of the time. For example, Gold

Rush was not designed to address the needs of the stock trader who needs cont inual real -time access to database information. While the device used bythe stock trader might in fact be mobile (more precisely, untethered), fromthe point of viewof network connec - tivitythe device is always connected. T here are inter - esting problems that must be solved to keep a wirel e ss communication protocol operational in this environ - ment, but those problems are beyond the scope of th e

Gold Rush project . In general, applications where the central database changes rapi dly, and where the latest version is always needed for a transaction, are not implem entable in an occasionallyconnected environment.

T he suitabilityof Gold Rush for a given applica - tion also depends o n the application´s frequencyof conflict. If the application natu rallyexhibits a low degree of conflict, then it is well suited for the Gold

Rush environment, which will allowfor conflict resolution. However, if the application typicallygener - ates a large amount of conflict, then the application ought to be redesigned , or executed in a connected environment. For example, a set of transactions that alw ays updates a shared counter cannot run in a disconnected environment without conflicting at every transaction replay. A solution in this case is to avoid updating the shared counter at the disconnected client, and to do so later when the transaction is being replayed at the server. T hat is, the client transaction can be rede signed to speci fyth e amount bywhich the count should be increased or decreased rather than the value bywhich the count should be replaced. Given this re design, the application cannot make use of the actual value of the shared counter. However, if the application cannot be redesigned to avoid using the current value of the shared counter, then the applica - tion should connect to commit each transaction.

Off-Line Transaction Requirements

Mobile client applications require access to enterprise data. It is not practical to relyon a constant wireless connection to a server for this access, because radio devices drain batteries quicklyand because any-time, any-place wireless links are expensive.

T herefore, we replicate enterprise data fromthe database server on mobile client devices.

T he problemis howto write business applications to run seamlesslyin both connected and disconnected off-line modes. Will different applications be needed for off-line mode, or can the same application be used with some features disabled? What requirements are imposed bya mobile application, beyond those of a classical client/server connected-mode application?

Which data should be replicated, howshould it be replicated, and howshould the replicated data on the client be synchronized with the data on the main server? Howmight conflicts arise, and howshould theybe resolved? T o answer these questions, we must examine the characteristics of both business data and off-line business applications.

Off-line business applications are structured into transactions to guarantee atomicity, concurrency control, and durabilityof the data. A transaction represents a set of read/write operations upon business data. T ransactional access enforces integrity constraints: Noncompliant transactions are aborted and accepted transactions are committed into the accumu - lated state of the database. An off-line transaction commits data into a client´s local store while the client is disconnected. T he commit is repla yed to the master database when the client is reconnected. T his approach of a lazy commit, consisting of two stages , is necessitated bythe occasionallyconnected nature of m obile applications. I n an analytical paper [GH96],

Gray et al. compare several transaction propagation strateg ies and conclude th at the lazy-commit approach is the one that scales well and fits into mobile environments.

Conflicts mayarise during reintegration with the main database. For example, if multiple clients change the same field while theyare disconnected, the conflict can onlybe detected during reintegration.

T he previouslycommitted data of the disconnected clients might then be reconciled using a predetermined formula based on the context of the transaction or the data itself.

T he flowof the off-line transaction model of application development can be summarized as follows:

1 . Check out: partial replication of business data fromthe business server together with its integ - rity constraints

2 . Access: off-line transactional access with all the read/write information logged

3 . Check in: reintegration of off-line transactional data with main database

4 . Conflict handling: detection and resolution of conflicts with predefined formulas or repair utilities

T ransactions provide off-line, occasionally connected business applications with a design model for data integrityand conflict prevention. Without such a model, we would not be able to determine the scope of conflict and to make proper repairs to reinte - grate off-line data with the master database. Our model of off-line transactions is similar to the transac - tion model of network-partitioned databases, but less stringent on the client side, because the mobile client is a single-user, one-application-at-a-time system, and playing a second class role relative to the master database.

Related Approaches

Existing Java remote-database-access products based on the JDBC API [Ja97] are designed for perma - nentlyconnected clients. T hese include IBM´s

VisualAge for Java [IB97] and Symantec´s dbANY -

WHERE [Sy97]. In contrast, Gold Rush supports an occasionallyconnected client. JDBC provides access to data in terms of relational-database tuples. In contrast, Gold Rush supports manipulation of Java objects .

Several methods have been proposed to allow mobile workers to access information fromcentral data bases. T he methods are as varied as the type of infor - mation: files, relational data bases, web pages, etc. For mobile file access, the Coda remote file systemof CMU pioneered the notion of disconnected operations

[KI92], based on file-level transactions isolating groups of changes to files byan application [LS94].

For mobile access to documents, Lotus Notes [Lo96] handles two-waydata replication, allowing documentlevel and field-level propagation, but without grouping changes into transactions . Several approaches have been suggested for access to database information. Of greatest interest to us are those methods which not only make the information available for reading, but also allow changes to be written.

An alternative approach is to download a portion of the central database to a private database on the mobile client. T he smaller database is accessible through traditional interfaces, such as ODBC or JDBC, residing on the client. T he application makes all modifications to the smaller database. When the mobile client is able to communicate again with the

central database, the changes made to both databases are reconciled. T he reconciliation is carried out by software usually called a replicator .

If the replicator detects a conflict during recon - ciliation, it acts according to its configuration.

T ypically, replicators can be instructed to carryout some default action in case of conflict ˙ for example, merging the changes if possible, or discarding the tuple with the older timestamp ˙ and also allowfor customprogrammed actions.

Replicators are often tightlycoupled with the implementations of the database systems both in the mobile client and the centralized system. In addition to a complete replicator, that is, one that can incorpo - rate changes fromboth sides, this approach requires the availabilityof a suitable small server that can host the smaller database on the mobile client.

T his design, and the suitabilityof the replication and reconciliation mechanismin mobile or other environments, have been studied in depth. [GH96] points outs the instabilityof some replication methods and proposes algorithms that alleviate this problem;

[Fr96] addresses scalability and availabilityissues;

[RZ96] discusses the effect on transactions on discon - nected operation, and proposes a transaction manage - ment model; [YT 96] proposes optimistic concurrency control, and addresses migration and replication methods; [Pi96] presents a method for replication in the presence of challenging connections; [ZF96] proposes another replication method and analyzes its performance; [Wo95] evaluates yet another strategy using an application for travel agents; [YW94] describes an algorithmfor dynamic allocation of repli - cas; [AN93] discusses replication organization, and reconciliation methods. Finally, major database vendors offer database-access products for mobile workers based on this approach ( [Sy96], [Or95],

[IB95]).

A replicated database burdens the mobile client with a database server and with logic to access the data stored on this server. Recently, the increasing popular - ityof Internet and intranet applications has made light - weight clients desirable. Rather than placing a database server on the mobile client, a three-tier archi - tecture with mobile transaction middleware gives the client access to server data without tying the client to a specific database implementation. T hree-tier systems move the interface between the application and the database to a central server. T he T actica Corporation has a commerciallyavailable product, Caprera, which supports off-line long-lived transactions and threetiered access to databases [La96].

Our Approach

I n a mobile database application, mobile transac - tion middleware provides mobile connectivityand mobile data management. T he mobile middleware provides support for:

y a wire-efficient access protocol

y object caching and replication

y logging of deferred transactions

y a server-side object server to reduce the

frequency and duration of slow-link connections

It is not sufficient simplyto extend database query

capabilityto the mobile client. T here must be ser vices

to manage the data for mobile use.

Gold Rush mobile data management is based on

Java objects. Java has attracted wide interest because it

facilitates cross-platformdeployment. Furthermore,

the Java Remote Method Invocation ( RMI) API [Su96]

supports remote method-call and object-shipping

paradigms, which are useful for both connected and

disconnected operations. Java technologyis verywell

suited for mobile database-access applications.

An objective of Gold Rush is to make enterprise

data available to Java applications. Enterprise data is

most likelyto be found in relational databases, VSAM

data sets, or IMS databases; a verysmall portion of

such data is in object databases. T ypically, a one-time

conversion of these relational data bases into object

data bases is not possible because of other existing

applications that regenerate and alter the data stored in

them. Our current prototype supports mappings

between relational data base tuples and Java objects.

In a connected environment, one can use a remote

method call to access an enterprise database or to download an object for temporarycaching. In an

occasionallyconnected environment, one must first

download Java classes and data to the Java-enabled

client. Java applications or trusted applets can then

support disconnected operations through locallypersis -

tent objects. Application code can manipulate local

and remote objects uniformly, through the same object

interface.

T he Gold Rush three-tier architecture consists of a

Java client, an intermediate mobile object server, and a

back-end data store (see Figure 1). T he mobile

middleware resides partlyon the client and partlyon

the intermediate server. T he middleware presents the

client application with the same transaction API

regardless of connection mode, except that the database

cannot be queried in disconnected mode. T hus, a

method call that would obtain a service directlyfrom

the server in connected mode invokes middleware that

transparentlyperforms that service locallyin discon -

nected mode, using locally available resources.

T his is not to saythat the application programmer

is oblivious to the mobile nature of the application.

T he parts of the application that are specificallymobile

and must be exposed to the programming interface

include the handling of the modes of connectivity,

prefetching and downloading objects, controlling the

replayof transactions, and resolving conflicts during

reconnection.

T he Gold Rush middleware has the following

basic components (see Figure 2):

y Database objects: A database object is a Java

object that represents an instance of a database

entity.

Object-based

Transactional

API

local persistence cache

Data

Store

Mobile

Object

Server

y Object caching: T o support disconnected trans -

actions on data base objects , we provide a persis -

tent local object store on the client.

y Transactions with optim istic concurrency

control: T he client works primarilyoff-line on

data objects in the mobile device. T ransactions

are logged on the client side and replayed to the

server when connection is established. An

object read bya transaction maybe either locked

with an optimistic read lock or left unlocked.

An object written bya transaction is locked with

an optimistic write lock.

y Com m unication: Database objects are trans -

ferred between client and server using RMI and

Sun’s object serialization mechanism. T o

optimize this communication, we keep track of

objects known to be present both at the client

and at the server and transmit onlythe differ -

ences between the object version to be transmit -

ted and the version, if any, known to be stored

remotely.

T he following sections describe the correspon -

dence between database objects and relational database

entities, the persistent client object store, the off-line

transaction model, and optimization of

communication.

Correspondence Between

Relational Data Bases and Java Objects

A database object is a Java object that corresponds

to a rowin a relational database table. Each such

object belongs to a subclass of a Java class named

(QWLW\

. Each such subclass corresponds to a table of

the relational database.

In a relational database, tuples in different tables

are related through primaryand foreign keys. We

distinguish among 1-1, 1- n , and m-n relationships.

(1-1 relationships are special cases of 1- n

relationships.) If a 1- n relationship exists between two

object classes, then the table corresponding to one

object class must have a foreign keyinto the table

corresponding to the other class. If there is an m-n

relationship between two object classes, then there

must be a third table with foreign keys into both of the

tables corresponding to the related classes.

Our systemprovides methods to retrieve database

objects that satisfyqueries, for example, a queryon

foreign keys, when the client is connected to the server.

T o allo wre trieval of these collections when the client

is disconnected, we provide methods to associate

names with collections. T hese named collections are

persistent at the client.

An application using our systemwould include a

layer to insulate the details of relational database

storage, such as foreign keys, fromthe manipulation of

the objects themselves. Such a layer would prov ide a

subclass of (QWLW\ for each kind of database object,

defining the object´s properties and its meth ods. T his

class would also supplymethods for navigation among

objects, using the Gold Rush queryfacility, and associ -

ate unique names with collections to allowthe associa -

tion between objects to persist. Finally, the application

would suppl ya data manager class for each subclass of

(QWLW\� establishing the correspondence between object properties and databas e fields and implementing the database retrieval and stor e function.

We have written a tool that allows the application developer to map relational data to object classes. T his tool generates the code that defines the classes of

Object Server

DB2

Mobile Client

Transactional

Object

API

Persistent

Object

Replicator

RMI /Object serialization

TCP/IP

trans. log

User task commit rollback getObjectByKey

...

buffer

TCP/IP

Transaction

Manager trans. replay conflict resolver

Datastore

Manager

RMI /Object serialization

JDBC

Object

Replicator

Figure 2. Mobile middleware components database objects; the code needed to instantiate the objects from tuples in the relational database and write object instances into the relational database; and the code that navigates between related object instances.

T he mapping tool is a Lotus Notes application.

We chose Lotus Notes because it offers flexible storage to represent the association between objects´ attributes and fields in tuples, a fast wayto develop the user interface through which the programmer establishes this association, and a sufficientlypowerful program - ming language to support the code generation.

It is possible to map a subset of one tuple to a subset of an object. In practice, however, an entire tuple is typicallymapped to an entire object. T he mapping tool does not support the mapping of an object to multiple tuples, whether fromthe same table or from multiple tables.

T he tool allows the relationships between tuples to be reflected in relationships between object instances, through generated code which allows the application to retrieve related object instances, or establish relations among object instances. Code is generated for

VHW;;;

and

JHW;;; methods (where ;;; represents an attribute of a database object) in both classes corresponding to a relationship. A

JHW;;; method retrieves the associated object instances (one instance in the case of 1-1 relationships); a

VHW;;; method establishes such relations.

For each subclass of

(QWLW\ , the tool generates a corresponding JDBC-based data-manager class that provides SQL statements for retrieval, insertion, and update. Each data-manager class provides a method that retrieves data froma particular database table based on an SQL queryand returns a Java collection object containing one Java database object for each row in the relational database that satisfied the query.

T here is also a method to retrieve an object given its unique object ID. T he class manager´s insertion method takes a Java database object and inserts a new rowinto the database, checking that uniqueness constraints are not violated. T he data manager´s update method takes a Java object and replaces one rowin the relational database with the data found in the object, checking for update conflicts.

Persistent Client Store

We use Sun´s object serialization as the principle means of generating a persistent formof object. T o further control the persistent state, and to improve efficiency, we have implemented the serialization methods

UHDG2EMHFW and

y Caching: Data is cached into the client´s persis - tent store during connected transaction process - ing. T he latest version of an object is saved in the store in preparation for subsequent discon - nected operations. (T he communication optimi - zations to be discussed later prevent the redundant transmission of an object already residing in the client´s store.)

y Retrieval: T he application code residing on the client reads objects fromthe persistent store while the client is disconnected. An application mayretrieve an object bycalling a method that retrieves the latest version of an object with a given ID, or bycalling a method that returns a collection containing all the locallystored objects of a particular class.

y Com m ittal: All mutated objects in the commit - ted transaction are stored and updated. A trans - action record is created and the information is stored in the transaction log for future replay.

y Replay: T he client retrieves the transaction log and replays it to the master database, guided by the dependencyrelationships among the transac - tions. After replay, the persistent store cleans up itself byremoving stale and old versions of objects as well as old transaction information.

Since the client store is a single-user, one-application-at-a-time persistent store, we choose a file-based design with careful write sequencing to guarantee that the on-disk data is always in a consis - tent state. T he store consists of the following kinds of files:

y Class files: Objects of the same class are stored in a single file. T his file contains all versions of all objects of a given class resident on the client.

A newversion of an object is written when a transaction modifying that object is committed.

y Class index files: A separate index file is created for each class. T he index provides fast look up of object by object ID and transaction ID.

y Transaction files: A file is created for each transaction when that transaction is committed.

T his file identifies the exact version of each object involved in the transaction and also identifies the other transactions upon which this transaction depends.

y Transaction log: T here is one file containing a record of each transaction in the system. T he log entryfor a given transaction includes the name and state of the transaction as well as information concerning transactions on which the given transaction depends. T he major states of a transaction are locally committed , remotely committed , and aborted .

Off-Line Transactional Semantics and Disconnected Transactions

When transactions are run while the client is connected, locks are held in the database and the trans - action runs in the traditional way. We will not describe the connected mode of operation in this paper. While the client is disconnected fromthe server, locks are not held in the database and the systemruns in a ^lazy~ mode similar to that described in [GH96]. Multiple transactions can be run against objects resident in the client´s local store. When the client reconnects, the transactions are replayed on the server.

We performdisconnected transactions using the latest version of each object resident in the client´s local store, and save the results in the transaction log.

In addition, the changed version of each object modified bythe transaction is saved. When the client reconnects, the transaction log is replayed to the server and the final commit to the database is attempted. T he initial execution is called a local commit and the replay is called a remote commit . Locks are granted to the client optimisticallybefore disconnection. T hese locks are used to detect conflicts during remote commit.

T o support conflict detection, each object has an object ID and a timestamp, which are stored in the database. T he object ID is generated when the object is created. It is unique, is not modifiable, and is a keyof the database table. T he object timestamp is unique and is generated locallyon the client at the time of commit.

It cons ists of a unique user number concatenated with a local clock reading and a counter to disting uish among objec ts created during a single tick of the clock.

Gold Rush provides read locks and write locks with the usual semantics (shared read and exclusive write) [Da90]. T hese locks are not checked during disconnected execution, since transactions proceed in strict serial order on the client, but theyare checked during transaction replay(remote commit). It is also possible to read an object without locking it, and without checking for currencywhen the transaction is replayed.

Reading without locking reduces the amount of lock contention. If a transaction reads an object without locking it, the transaction can commit success - fullyeven if the version of the object read bythe

transaction is obsolete at commit time. Reading without locking is useful when it is known that the attributes actuallyused bythe application in a read object (for example, the name and serial number in an

(PSOR\HH object) are unlikelyto change even though

other attributes in the object (for example, the

employee´s accrued vacation time) maychange.

Reading without locking is also useful when an

approximate answer is sufficient to satisfyapplication

requirements.

A transaction is started on the client when the

application calls a

EHJLQ7UDQVDFWLRQ method. After that other methods can be called to register particular objects with the current transaction. T he application can use and modifyanyregistered objects as it chooses and eventuallycall a

FRPPLW method, closing the current transaction. When

FRPPLW is called in discon - nected mode, each modified object is written to the proper class store. A transaction file is created with references to each of the locked objects in the transac - tion. T he transaction log is extended to include this newtransaction file. At this point the transaction´s state is locally committed.

When the client eventuallyreconnects to the server, it seriallyreads all locallycommitted transac - tions and replays the transactions to the server. Each of these transactions creates an equivalent transaction on the server. T he set of locked read objects and the set of write objects are checked for conflicts and the database updated if no conflicts are detected. If no conflicts are detected, the transaction succeeds, and is marked remotely committed .

T o performconflict detection the systemtracks the following information:

y On the server, each database tuple includes the object ID and the timestamp of the last update.

This timestamp is called the last-modified time .

y On the client, each modified object includes two timestamps. One is the last-modified time and the other is the local-commit time .

When an object is first read by a transaction, the lastmodified timestamp is set to the timestamp of the last local commit that modified the object, or initiallyto the database timestamp. When the transaction commits, the local-commit timestamp is set and the object is written to disk. When the transaction is replayed during remote commit, the object´s last-modified timestamp is compared to the database tuple´s times - tamp. If theyare the same and the object has been modified, the object will replace the database tuple and the last-modified timestamp in the database will be changed to the client object´s local-commit timestamp.

If the object has not been modified, the replayproceeds to the next object in the transaction. If the last-modified timestamps are different for anyobject in the transaction, the transaction is rejected. (No global clocks are required, because timestamps are compared onlyfor equality, not order, and each timestamp includes a user number unique to its client.)

Reducing Data Traffic Between

Client and Server

When a mobile client connects to the server, the connection maybe over a slowand expensive link such as a cellular phone connection. T herefore, it is impor - tant to minimize the amount of data exchanged between the client and the server, even at the cost of additional computation and additional storage requirements.

We reduce traffic between the client and server by maintaining mirrored directories of objects known to be stored on both the client and the server. T here is one such directoryon each client machine and one mirrored directoryper client on the server machine.

Each directoryentrycontains an object ID and a refer - ence to a local copy of the corresponding object.

Before an object is transmitted remotely, we check whether its object ID is in the local copyof the direc - tory. If not, we transmit the entire object and ˙ since the object is nowstored on both the client and the server ˙ add a corresponding directoryentryto each copyof the directory. If the object ID is alreadyin the local directory, we compare the timestamp of the object

referenced in the directorywith the timestamp of the object to be transmitted. If the timestamps are the same, we transmit onlythe object ID. If the times - tamps are different, we transmit both the object ID and a succinct representation of the differences between the version of the object to be transmitted and the version referenced by the directory entry.

We relyon RMI for the actual transport of data between client and server. Entities are transmitted fromthe server to the client onlyas the function result of an RMI call bythe client asking for an object with a particular object ID, or as elements of the function result of an RMI call bythe client asking for a vector of objects satisfying a particular SQL query. Entities are transmitted fromthe client to the server onlyas elements of a parameter of an RMI call asking the server to commit a particular transaction.

We do not tamper with the internal mechanisms of

RMI to take advantage of our mirrored directories.

Rather, we use an abstract class

5HPRWH(QWLW\ in place

of the class (QWLW\ in the parameters and function

results of the RMI call. T his abstract class has three

subclasses providing concrete implementations:

y

)XOO5HPRWH(QWLW\ . T his class carries all the information contained in an entity.

y 2LG2QO\5HPRWH(QWLW\ . An object of this class contains only the object ID of an entity.

y

’HOWD5HPRWH(QWLW\

. An object of this class

contains onlythe object ID of a base entityand a

succinct description of the changes that must be

Entityobjects in parameters

RemoteEntityobjects in

parameters

Entityobjects in parameters

Entityobjects in result

RemoteEntityobjects in

result

Entityobjects in result

(RMI call)

(RMI return)

Figure 3. Protocolfor opti mized RMI calls.

Requestor

of services

on client

Client-side

communications

optimization

Server-side

communications

optimization

Provider

of services

on server applied to the base entityto obtain the desired

target entity.

T he remote method for committing a transaction is

called through an interface that accepts vectors of

entities participating in the transaction, constructs

vectors in which each entityis replaced a remote entity

of the appropriate form(based on whether that entityis

present in the mirrored directories), and passes these

vectors to the remote method. T he server converts

these vectors back to their original formusing its copy

of the mirrored directoryand performs the commit

operation. Similarly, when the client calls a remote

method to obtain a particular entityor vector of

entities, it does so through an interface that will

convert the remote entities returned bythe RMI call

into ordinaryentities, using the client copyof the

mirrored directory. T he remote method itself, executed

at the server, first performs the necessarydatabase

operations to construct the result entityor result vector,

then constructs a corresponding remote entityor vector

of remote entities based on its copyof the mirrored

directoryand returns that object as the result of the

RMI call. (See Figure 3.)

Bec ause we control the amount of data passed in

remote calls rather than the mechanisms bywhich

remote calls transmit their data, the fact that we are

using RMI is incidental to our appr oach. T he same

approach could be used if we were to replace RMI calls

with IIOP /C ORBA calls. Indeed, byconcentrating the

bulk of our remote calls in the part of Gold Rush

responsible for traffic reduction, we have encapsulated

our decision to use RMI. V erylittle of our code would

have to change if we were to decide at some point to

use IIOP instead.

The Role of the Application Code

A systemthat uses Gold Rush contains application

code in both the client and the server. In the server,

the application code implements the interface between

Gold Rush and the persistent repository, typicallya

relational database. For this interface the application

suppl i es definitions of the objects and methods for:

y queryin g the attributes of a single object;

y setting the attributes of a single object; and

y retrieving of a set of objects, all of the same

class, satisfying a query clause.

In addition, the application must supplymethods to

resolve conflicts. We also envision that the application

code at the server could run more complex requests,

perha ps activating an agent to execute auto nomously

on be half of the client , and per haps yielding a result

consisting of objects of various classes.

At the client, Gold Rush provides metho ds for

transaction start, commit and rollback, o bject creation,

and lock upgrade. T here are also metho d s for a

connected client to create collections of objects of a

given class satisfying a given query. Finally , there are

primitives for associating names with such collections

and making the collections persistent at the client. T he

application must supplymethods to navigate between

related objects.

Future

Directions

We have implemented a prototype version of Gold

Rush. Gold Rush is nowbeing considered for integra -

tion into a large business-object framework. Its inter -

faces were designed to facilitate this integration.

Iss ues that we did not address in the prototype but are

important in a production s ystem, such as data

security, would be addres sed during this integration.

We are aware of a number of ways in which we

can improve the performance and flexibilityof Gold

Rush. We expect to incorporate these improvements in

our future work.

Currently, the client is notified when a conflict is

detected during an attempt to performa remote

commit. However, anyactions to recover fromthe

conflict, for example bymerging updates or retrying a

transaction with fresh data, must be programmed

explicitly. Future versions of Gold Rush will include a

framework for specifying conflict-resolution strategies.

It will be possible to specifystrategies both on a class-

by-class basis and on a scenario-by-scenario basis.

Our current mapping between relational data bases

and objects entails the addition of columns to the

relational database tables to hold object ID and time -

stamp data for use in conflict detection. T his is incon -

venient and sometimes unacceptable when dealing

with legacydata bases. We are formulating techniques

that will allowaccess to legacydata bases without

changing the format of those data bases.

T he current systemrequires that all data be

preloaded before disconnection. T his requires careful

planning bythe user to avoid being stranded without

the data needed to complete one´s work. We are inves -

tigating techniques to dynamicallyconnect to the

server and fetch missing data.

Our prototype presumes that the client middleware

is invoked byonlyone application at a time, and that

all of the application´s invocations of middleware

methods are performed bya single thread. T hus there

is no concurrency control in the local-commit logic.

T his is not an inherent limitation in our approach,

merelya simplifying assumption made for the proto -

type version. We plan to rewrite the client middleware to make it thread-sa fe, so that the mobile worker can

run several applications at a time and so that a client

application programmer can take advantage of Java

threads.

Our current mobile object server utilizes one active

remote-object-server object for everyclient regardless

of whether the client is connected or disconnected.

T his naive approach supports high concurrencybut

requires large number of thread resources, potentially

over a long period of time with huge number of clients.

We plan to investigate simple activation approaches

such as the one described byWollrath [WW95] to

reuse remote-object-server objects if possible and to

activate and de activate persistent remote objects with

low overhead.

Several of our strategies for reducing traffic over a

slowor expensive link entail a large amount of compu -

tation. Over a sufficientlyslowlink, the time saved by

reducing traffic more than makes up for the time

expended to performthe computation. However, on

occasions when the client is connected to the server

over a fast and inexpensive link (as when a mobile user

returns to the office and connects the client machine

directlyto a LAN), the time saved byreducing traffic is

negligible, and the computational cost is no longer

worthwhile. T herefore, we plan to provide controls for

disabling our computationallyintensive traffic- reduc -

tion strategies. Ultimately, it maybe possible to

monitor the client-server connection and switch modes

automaticallybased on the speed and cost of the

connection and the user´s current level of urgency

(measured as the amount of extra moneythe user is

willing to pay to speed up transmission).

In our present architecture, all application-specific

algorithms (except for the formulaic methods that our

tools generate to translate between object-oriented and

relational data bases) reside on the client. T hese

algorithms communicate with the server through

simple-minded requests to fetch an object with a given

ID, to fetch a collection of objects satisfying a given

query, or to commit a transaction remotely. Some

algorithms (executable onlyin connected mode) may

involve an extended dialogue between the client and

server, in which the client requests some data and,

based on the contents of that data, issues further

requests. In such cases, traffic between the client and

server could be substantiallyreduced byallowing the

client to issue high-level application-defined requests

to the server. T hese requests would invoke application-

specific algorithms at the server and deliver results to

the client. A server-based algorithm might entail a

long series of database queries and updates, but these

would all be performed locallyon the server. Onlythe

initial high-level request and the final result would have to be communicated, producing substantial

savings when the connection is over a slowor expen -

sive link. T he server-based algorithmcould even be

executed autonomouslybyan agent acting on behalf of

a disconnected client. T he client would retrieve the

result of the autonomous computation upon

reconnection.

Conclusion

Mobile applications in Java can easilybe ported to

other platforms, and can exploit Java´s strong support

for distributed applications. Gold Rush allows mobile

client code written in Java to access data stored in

enterprise relational data bases. T hese applications

deal with Java objects corresponding to rows of

relational database tables, belonging to classes that

correspond to tables. Attributes of these objects reflect

the 1-1, 1- n , and m-n relationships among relational-

database entities. We have developed tools that

automaticallygenerate the required Java classes and

translate between the object and relational views of the

data.

Unlike other systems allowing relational-database

entities to be manipulated as Java objects, Gold Rush

allows users to cache objects off-line on the mobile

client and then disconnect, obviating the need for a

continual, potentiallyexpensive, link to a central

server. A client also has the option of running in

disconnected mode when a slowlink is available, to

avoid communication delays. Unlike systems that

replicate a subset of a relational database on the client,

our architecture confines all manipulation of relational

data bases to central servers. T he client deals purely

with Java objects and can remain lightweight, using

the same object interface for both connected and

disconnected transactions.

T o guarantee atomicity of updates and the integ -

rityof both the central database and the data stores on

individual clients, we group updates into transactions.

While the client is connected, transactions can be run

directlyon the server. While the client is discon -

nected, transactions are constructed and saved locally

on the client and replayed to the server upon reconnec -

tion. Objects participating in transactions can be

locked optimistically, which allows other clients, or

back-office applications, to use the same data, but

makes it necessaryto check for conflicts when client

transactions are replayed to the server. In case of

conflict, the central database is not updated and the

client is notified of the failure. A conflict-resolution

mechanismcurrentlyunder design will allowthe client

to take appropriate actions to recover fromthe rejection

of a transaction that had been tentatively committed.

In addition to reducing the need for communica -

tion between client and server to the initial caching of

objects and the replaying of transactions, we streamline

those communications that are necessary. Byreducing

the amount of data that must be transmitted, we make

the use of mobile clients more economical and

practical.

Acknowledgement

We thank Professor I-Chen Wu of the National

Chao-T ung Un iversityat T aiwan for his help with the

persistent client store.

References

[AN 93] Adly, N., Nagi, M., and Bacon, J. A hierar -

chical asynchronous replication protocol for

large scale systems. Proceedings, 1993 IEEE

Workshop on Advances in Parallel and

Distributed Systems, Princeton, NewJersey,

October 6, 1993. IEEE Computer Society

Press, Los Alamitos, California, 1993,

152-157

[Da90] Date, C.J. An Introduction to Database

Systems . Addison-Wesley, Reading, Massa -

chusetts, 1990

[Fr96] Froemming, G. Moving forward with replica -

tion. DBMS 9 , No. 4 (April 1996), 83-84+

[GH96] Gray, J., Helland, P., O’Neil, P., and

Shasha, D. T he dangers of replication and a

solution. Proceedings, 1996 ACM SIGMOD

International Conference on Management of

Data, Montreal, Canada, June 4-6, 1996.

SIGMOD Record 25 , No. 2 (June 1996),

173-182

[IB95] IBM Corporation. An Introduction to

DataPropagator Relational, Release 2 , 1995

[IB97] IBM Corporation. VisualAge family web

development directions, 2nd ed..

KWWS

�ZZZ�VRIWZDUH�LEP�FRP�DG�YDMDYD�

ZS�KWP

, March 1996

[Ja97] JavaSoft. T he JDBC(tm) database access API.

KWWS�VSODVK�MDYDVRIW�FRP�MGEF� , Febru - ary 4, 1997

[KI92] Kistler, J.J., and Satyanarayanan, M.

Disconnected operation in the Coda file system, ACM Transactions on Computer

Systems 10 , No. 1 (February 1992)

[La96] L ardear, J. T aking transactions off-line:

T actita´s Caprera transaction monitor demon - strates emerging transaction-processing model. MIDRANGE System 9 , No. 12

(August 1996), 18

[Lo96] Lotus Notes Release 4.5: A Developer´s

Handbook, IBM Corporation

[LS94] Lu, Q., and Satyanaranyanan, M. Isolationonlytransactions for mobile computing.

ACM Operating Systems Review 28 , No. 2

(April 1994)

[Or95] Oracle Corporation. Oracle 7 distributed database technologyand symmetric replica - tion, April 1995

[Pi96] Pitoura, E. A replication schema to support weak connectivityin mobile information systems. Database and Expert Systems Appli - cations: 7th International Conference, DEXA

’96 Proceedings , Zurich, Switzerland, Septem - ber 9-13 1996. Springer-Verlag, Berlin,

1966, 510-520

[RZ96] Rasheed, A., and Zaslavsky, A. Ensuring database availabilityin dynamicallychanging mobile computing environment. Proceedings,

ADC‘96: Seventh Australasian Database

Conference, Melbourne, Australia, January

29-30, 1996. Australian Computer Science

Communications 18 , No. 2 (1996), 100-108

[Su96] Sun Mi crosystems. RMI ˙ remote method invocation.

KWWS�MDYD�VXQ�FRP� SURGXFWV

�-’.�GRFV�JXLGH�UPL� , 1996

[ Sy96] Sybase Corporation. SQL Remote: replication anywhere, 1996

[Sy97] Symantec Corporation. Evaluating network database architecture.

KWWS�ZZZ�V\PDQWHF�FRP�