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Problem: People Want Your Data
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from: Birthday E-Cards <cardbot@evil-cards.com>

to: ChristoWilson <bowlinearl@gmail.com>

date: Monday, January 31, 2011 at 12:01 AM

subject: You got a Birthday E-Card!

Youõve received a Happy Birthday E-Card from Sandi Klopcic!

Visit this link to view your card: http://www.evil-cards.com/
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Big Data = Big Problems

Å450 Million 150 Million 70 Million

ÅCrawlers are actively collecting OSN data

ſPete Warden crawled 210 Million       profiles

ſ crawls and sells OSN data to marketers

ſ offers crawling as a service (150K pages per $1)

ſYes, this includes researchers

ſMany more emerging threats!
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How Can the Crawlers Be Controlled?

ÅUsers are unwilling/unable to defend themselves

ſPrivacy paradox ðparanoia vs. laziness

ſPrivacy conscious people (us) are the minority

ſOSNs have notoriously difficult privacy settings

ÅOSNs must protect their usersé but how?

ſExisting anti-crawler mechanisms are ineffective

¶Designed in the mid ô90s

¶Broadband + botnets= massive, distributed crawlers

ſMore on this later

ÅNew technology is necessary
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Introducing SpikeStrip

ÅProject goal: defend against malicious crawlers

ſSeamless to end-users and beneficial crawlers

ſMinimal impact on web server

ſCompatible with existing technology

ÅSpikeStripuses novel òlink-encryptionó primitive

ſUsed to track and rate-limit users

ÅImplement and evaluate SpikeStrip

ſCan impose arbitrary slowdowns on rogue crawlers

ſOnly imposes 7% performance overhead on web server
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ÅOverview

ÅExisting Defenses (and why they donõt work)

ÅDesigning SpikeStrip

ÅEvaluation
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ÅFile placed on web server that tells crawlers how to 

behave

ÅProblem:compliance is voluntary

Robots.txt

6/29/2010Christo Wilson @ University of California, Santa Barbara

7


