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Big Data = Big Problems |

WO inkea

A 450 Million 150 Million 70 Million

A Crawlers are actively collecting OSN data
| Pete Warden crawled 210 Milliok# profiles
' Rapleaf~ crawls and sells OSN data to marketers
i 80legs offers crawling as a service (150K pages per $1)

AAARRAAAAA

" Yes, this includes researchers
[ Many more emerging threats!
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IntroducingSpikeStrip ez

A Project goal: defend against malicious crawlers
| Seamless to endsers and beneficial crawlers
' Minimal impact on web server
' Compatible with existing technology
A SpikeStriu s e s Imleeviceybtio® pr i mi ti ve
| Used to track and ratdimit users
A Implement and evaluat@®pikeStrip
' Can impose arbitrary slowdowns on rogue crawlers

' Only imposes 7% performance overhead on web server
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A Overview

AExi sting Defenses (an
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Robots.txt 2

AFile placed on web server that tells crawlers how to
pehave

AProblemcompliance is voluntary

robots. Xt ~ *
User-agent" |
Disallow: cgi-bin

Disallow: / tmp!
Disallow: |~joe!

e |
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