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Abstract

While cooperatie DNS resolher systems,such as Co-
DNS, have demonstrate@mprovedreliability andperfor

manceover standardapproachestheir securityhasbeen
wealer, sinceary corruptionor misbehaior of a single
resoler caneasilypropagatehroughouthe system.We
addresghis weaknessn a new systemcalledCon DNS,

whichaugmentshecooperatie lookupprocessith con-
gurable policies that utilize multi-site agreementand
persite lookup histories. Not only doesCon DNS pro-
vide bettersecuritythan cooperatie approacheshut for

up to 99.8% of uniquelookups,Con DNS exceedsthe
securityof standardDNS resohers. Con DNS provides
thesebene ts while retainingthe other bene ts of Co-
DNS, suchasincrementatleployability, improvedperfor

mance andhigherreliability.

1 Intr oduction

The useof distributedcomputingto addresgperformance
and reliability problemsin the Domain Name System
(DNS) [4] hasrecentlyreceved muchresearctattention,
and has spavned two widely-deploed distributed sys-
tems,CoDNSJ[5] andCoDoNS[7]. Both of thesesystems
provideclientswith improvedreliability whenperforming
DNS lookupshby distributing the queriesacrossnodesin
the system. Thesesystemdetch name-to-IPtranslations
from the existing legag/ DNS infrastructureasneededo
provide anupgradepathfor users.

Thesesystemscanbe lesssecurethantraditionallocal
DNS resohers when interactingwith vulnerablelegagy
DNS infrastructure.If any nodeperformsa DNS resolu-
tion andrecevesanincorrectansweythatanswercanbe
propagatedo othernodes,especiallyif the incorrectan-
sweris returnedquickly. Theincorrectanswercanoccur
becauseof a failure or compromiseat a local DNS re-
solver, UDP paclet spoo ng whenthe nodetriesto com-
municatewith anexternalDNS sener, local site ltering
policies, etc. CoDNSwas designedo mitigate the im-
pact of poisonedDNS responsedy disalloving multi-
hop requestbrokering, and by intentionally performing
no caching. However, it was assumedhat the security
of suchsystemscould never beatthat of a local resoler,
sincecontentdistribution networks (CDNs)andload bal-
ancerswill returndifferentDNSlookupresultsatdifferent
locations,makingit dif cult to compardookupresults.

Ratherthan being a fundamentatradeof in support-

ing legagy DNS while achieving betterreliability, worse
securityis not integral to cooperatie DNS systems.We
shaw thatthe scaleof cooperatie DNS systemsanpro-
vide bettersecuritythanlegag/ DNSresolersfor thevast
majority of lookups.Wherescalecannotbe used observ-
ing the history of DNS lookupscanprovide someassur
ancethat DNS replieshave not beenmodi ed. Between
thesetwo options,fewerthan1% of uniqueDNS lookups
needto tradesecurityfor reliability or performance.

Using CoDNStrafc, we gatherinformationon DNS
usage and performa month-longstudy of nhamelookup
behaior usingmultiple vantagepoints. We obsene how
DNS is usedby variouscontentproviders,how name-to-
IP mappingschangeovertime, andhow somesites' DNS
resolerscanpoisonglobal DNS caches.Using the sta-
bility overtime of name-to-IFmappingsand/ortheagree-
mentof namelookup resultsat multiple DNS resohers,
we devise a rangeof securitypoliciesfor our new DNS
lookup system,Con DNS. For eachpolicy, we shaow its
performanceandwhatfraction of namest cansatisfy In
its wealkestcon guration,Con DNS providesbettersecu-
rity thanlocal DNS resolersalonefor 99.8%of unique
lookups,and92%canmeetsigni cantly strongerequire-
ments.Lookuptimesarecomparabldo CoDNS,andare
muchbetterthanlocal DNS resolers.

Con DNS is incrementallydeployable,usingthe same
approacheasCoDNS,andrequiresno changeto the ex-
istingglobalDNS infrastructureto reapits bene ts. It can
beinstalledasa simpleproxy ontheclientor onthelocal
resoler, requiringno changedo applications.

2 Overview

We rst briey describeDNS, including our terminol-
ogy for its various components. DNS maps human-
readablemachinenamesto IP addressesising a hierar
chy of seners,eachof which is responsibldor a portion
of the globalnamespaceThis system calledthe sener-
side(global) DNS infrastructurejs run by the ownersof
domainnameg(e.g.,example.com)andby organizations
thatrun the top-level seners(e.g.,com)thatpointto the
perdomainseners. Clients sendDNS lookupsto ma-
chineswithin their own organizationcalledlocal (client-
side) DNS resolers, or LDNS. Theseresohersperform
the queriesand cachethe results, sharinglookup over
headacrossclients. The CoDNS systemstemmedrom
the obsenation that mary DNS lookup delayswere due
to failuresof thelocalresolhers.CoDNSbrokeredqueries



to peerDNS resohersat remotesiteswhenthe local re-
solversfailed,improving performancendreliability.

Con DNS tries to provide more con dencein DNS
lookupshby using peerresohersat all timesin orderto
provide protectionagainstertainattacksandfailures,and
by usinglookup history to detectchangesn name-to-IP
mappings.Usersrun a Con DNS agent,ideally on their
own machinesbutit canberunona (possiblysharedma-
chineneartheuser(with someincreasedisk). Thisagent
receves DNS lookup requestdrom the user and sends
therequesto boththelocal DNS resoheraswell assome
numberof peerCon DNS agentdocatedat remotesites
that usedifferentresohersthanthe client. Examplesof
policiesthat could be implementedn Con DNS are (a)
thelocal resoler andat leastone peermustagreeon the
result, (b) at leastthree peersitesmustagree,(c) if no
peersagreewith the local resoler, the IP addressmust
not have changedn the pastweek, (d) if no peersagree
within 5 secondsuseary result.

21 Threat Modd & Attacks Handled

Con DNS is designedo protectagainstattacksor fail-

uresattheclient-sideDNSinfrastructurejncludingcache
poisoningaswell asthe compromise spoo ng, or non-
failstopfailure of thelocal DNS infrastructurg[3]. Since
client-side DNS infrastructureis also usedin coopera-
tive DNS lookup services,protectingthe client-sidein-

frastructurealsoreducesavenuedor polluting the global

lookupsin cooperatie DNS systems.We have seensev-

eralclient-sideresoler behaiors thatcouldpollute a co-

operatve DNS service. In one scenario,we sawv a site
administratopollute CoDNSby con guring aresoherto

replyinstantlyto all requestsvith thelP addres®f alocal

websererthatseneda pagesayingthattheresolherwas
being replaced. Unfortunately if the browser expected
animageandreceved this error messagethe web page
displayedbrokenimageicons,causingproblems.We also
measurethreeotherinstance®f pollution,whicharefur-

ther describedn Section3.1. In all of thesecasesthe
resultswere returnedquickly, so any peerusingthe re-

solversatthesesitescould nd its own lookupspoisoned
in theprocess.

We ignore sener-side attacksfor several reasonsjn-
cluding self-interest- asthe developersof a CDN anda
namelookup servicethatis usedby the CDN, our most
pressingconcernis ensuringthe CDN doesnot wealken
security Anotherpracticalissueis thatprotectingagainst
takeover of the sener-sideinfrastructurerequiresmodi-
fying the global DNS infrastructure[2], andis beyond
our control. We alsobelieve thatsener-sidetakeoversare
easieno detectthanclient-sideproblems— if anattacler
compromises bank's DNS senersandredirectsall traf-

¢ to a spoofedWeb site, the bank's Web site will seea
sharpandeasily-detectabldropin actiity. However, an

attacler who wantsto draw lessattentioncould compro-
misean ISP's resoher, andredirectonly lookupsfor one
bank—theresultingdropin traf c maygo unnoticed.By
usinga client-sidesolutionthat requiresagreemenfrom
multiple client sites,this kind of attackwould beineffec-
tive unlessconductedat scale. However, by attackingat
scalejt is alsomorelikely to be caught.

2.2 Applicability

If DNS was usedexactly as originally ervisioned, with

only oneresultper nameno matterwherethe client re-
solvesit, Con DNS would be a trivial and obvious so-
lution to the problemsmentioned. We suspectthat the
reasorsomethingdik e it doesnot alreadyexist is not that
the problemis small, but that researchergincluding us)
hadassumedhatthe useof contentdistribution networks
(CDNs)andDNS-basedoadbalancersvould make such
a systemunworkable. Thesesystemsredirectclientsto

nearbydata centers,and often use very short DNS re-
sponsd TLs to moreaggressiely balancdoadandlocal-
ity. Particularlyfor CDNssuchasAkamai[1], thenumber
of possiblelPs returnedper domainnamecannumberin

thehundredsn thesesystemssincethey will try to place
senersat mostlargeISPs.

The questionghat determinethe applicability and ef-
fective of Con DNS is whatfractionof contentproviders
areusingthesetechniquesandhow do thesesystemse-
have in practice. While the answersto thesequestions
may changeover time, we expectthatthe Web will con-
tinueto have amix of siteshostedatsinglelocations sites
at a smallnumberof datacentersand somesiteshosted
by commercialarge-scaleCDNs.

3 Continuous Monitoring

To createa DNS tracefor analysis,we collecteddaily
datafrom all 400+ PlanetLalf6] nodesrunningCoDNS,
which producedookupsfor over 100K uniquenamesper
day. Mostof thistraf c is generatedby the CoDeeNcon-
tentdistribution network [8], which senesover25million
requestperdayto aglobalclient populationof over 50K
daily users.To createa representatie trace,we gathered
onemonthof data,andselectechameshasedn how fre-
guentlythey appearedn the daily logs of CODNS.The
namesthat occurreddaily containedvirtually all of the
Alexa top 500 Web site list, excluding some nancial
sites.Notethatwe selectuniquenamesandweighttheir
chanceof inclusionin the list basedon how mary days
they appearin our trace. The nal list contains40,000
names- thesizewaschoserto speedhelookupprocess.
For onemonth,we resohedthesenamesat every Planet-
Labsite(aboutl500n mostdays),attherateof onename
persecond.Thelist wasrandomizedn a persite basisto
avoid overloadingarny sener-sideDNS infrastructure.
Figure 1(a) shawvs the TTL valuesfor thesenames—
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Figurel: TTL andlookuptime statisticsfor namesn the DNStrace.

mosthave cacheabléifetimesof 1 hourto 1 day, butasiz-

ablefractionincludessub-hourTTLs, suggestinghe use
of CDNs, load balancerspor dynamicDNS systemsfor

machinesvithout staticlP addressesTheaveragdookup
time (per site) for all 40K uniquenamess shown in Fig-

urel(b),with awide rangeof performanceLookuptimes
for individual namesare bimodal — generallyrequiring
lessthan200msor morethan4 secondsThe high lookup
timesre ect retriesissuedafter a failure to receve a re-

sponseandtheir fractionis shavn in Figure1(c). Many

sitesrequireretrieson half theirlookups,resultingin high

averagelookup times. Theseresultsare worsethanthe
LDNS measurementin CoDNSbecauseghey re ect the
increasedailure rate for uncachedookupsin the wide

area.Typical resoherswould have lower lookuptimesas
seenby their clients,dueto popularnamesbeingcached
andrequestednultiple times.

3.1 CDNsand Data Centers

Con DNS's protection-by-agreemendependson how
mary sitesreceve the samelP addressfor eachname.
Thenumberof IP addresseseturnedperhostnames less
importantthantheir pattern.If adomainhastwo datacen-
terswith addressefP; andIP,, andreturnsonelP based
on which datacenterit believesis closerto the DNS re-
solver, we saythatthe hosthamehastwo regions From
our 40K namelist, we nd that 91.5%returnthe same
singlelP addresgo all queries Another4.2%returnmul-

sened by Akamai (347 hostnamespnd the rest (1391
hostnames)Thedifferencebetweerthe Akamaiandnon-
Akamairegion countsarequite sharp.Most non-Akamai
hostnamebkave only two regions,andfew have morethan
10 regions, while most Akamai-sered hostnamesave
80-90regions,asseenfrom our 150 vantagepoints.

By comparinghenumberof sitesin eachregionversus
how mary would appearin perfectly-balancedegions,
we calculatea region imbalancefactor for eachmulti-
regionednamein ourtrace.Giventhe setof regionswith
the numberof nodesper region, we calculatea geomet-
ric meanof a seriesof terms,whereeachtermis either
theratio of actualregion sizeto averageregionsize,or its
inverse,whichever is larger For example,if a hostname
hasthreeregionswith 15, 55, and 80 sites,its imbalance

5[50 o 55 5 80

ratiois {/ 1z X 55 X z5. This calculationis designedo
identify nameshat have grossimbalancesn the sizesof
their regions. While most nameshave region sizesthat
arewithin afactorof 2-4 of beingfully balancedwe see
a spike wherethe imbalanceratio exceedsl? — in these
casespnly onesite disagreesver the IP addressandall

of the othersitesform a secondegion.

To get a senseof the origins of these heaily-
imbalancedregions, we countedhow often a site dis-
agreedwith all others,andshav the daily averagefor the
toptensitesin Figure2(c). Theworstsitehasanaverage
of 469 hostnamegper day whoselookupsdiffer from all

tiple IP addressedyut returnthe samesetof IP addresses others. This setof namesis fairly stable,and an exam-

to all queries.Thespeci ¢ orderof IPsmayvaryto aidin
loadbalancingput the contentsof the setarethesame.
The remaining4.3% of hostnamesare not automati-
cally out of reachfor Con DNS — if they have relatively
few regions, we may have enoughCon DNS peersin a
regionto reachagreementCDNswith mary regionsmay
usethe sameregion continuouslyfor a particularISP, so
therate-of-chang®ef name-to-IPmappingsmaybelow.
The breakdavn of the 1738 hostnameswith two or
moreregionsis shavn in Figure2(a), divided into those

ination of their contentssuggestghatit is policy-driven
censorshipsincethey are resohed to IP addresseshat
provide noresponsesUserswill beableto seeminglyre-
solvethename but will beunableto contactary machine
atthe addressand may concludethe sener doesnot ex-

ist. Thesecond-wrstsiteappears$o haveatraf c-snif ng

virus checlerworking in conjunctionwith thelocal DNS
resoher. Whenit activates,all lookupsfrom the client
aredirectedto alocal Websererwith amessagevarning
thatyour clientis infected. Unfortunately the virus snif-
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fer returnsfalse positives, and indicatedthat our Linux-

basedboxes were infectedwith Windows viruses. The
third-worst site appearedo be having sporadicfailures,
andwasrandomlyreturningthe IP addres®f theschools
main Web sener for querieswith no discerniblepattern
to its behaior. The remainingsitesshav no strongpat-
ternsof poisoningwith mostof theimbalancestemming
from slowly-deployed changesn name-to-IPmappings.
In all of thesecasesany multi-site agreemenpolicy in

Con DNS would automaticallyprevent thesesitesfrom

poisoningthelookupresults.

3.2 |P Address Changes

By monitoringover a periodof 30 days,we canseehow
oftenname-to-IAmappinggeally change While pasthis-
toryis noguarantedf amappinghasbeenthesamefor an
extendedperiodof time, useramayhase morecon dence
in it. Cornverselyapreviousstablemappingthatsuddenly
changesnay be causefor concern- it may be assimple
asa sener beingreplacedor migrated,or it may be that
anattaclertrying to diverttraf c.

We calculatethe rate of changeof name-to-IPmap-
pings during our test period by countingthe numberof
timesthereturnedP differsfrom thepreviousday'svalue

oneachsite. Thechangecountsareshovnin Figure3(a).
For eachsite, we groupnamesby the numberof changes
obsered,andrepresenthesecountsasastacledbar. For
example,node0 seesno changedor 85% of namespne
changefor 7% of names2-3 changedor 3% of names,
4-14 changedor 3% of names,and 15 or more changes
for the nal 2% of names. At every site, more than
85% of namesdid not changeat all in 30 days. There-
mainingbarsgroupthe numberof changesandshaw that
while somenameschangeon virtually every lookup, oth-
erschangemuchmoreslowly. We seethat mostnames
arestablefor amonthat atime, andmorethanhalf of the
nameghatchangearestablefor two weeks.On average,
only 2% of thesenameschangelP addressesorethan
onceperweek.

Figure 3(b) examinesnameswith a small numberof
regions, and indicatesthat even here,a large numberof
nameshave long periodsof stability — decisionsto send
clientsto nearbydatacentersarelikely to be stableover
time. Figure 3(c) shows the samestatisticsfor those
namesthat mapto morethan 10 regions,including most
of the Akamai-sered domains,somedomainssened by
LimeLight Networks (anotherCDN), andothers.Thein-
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creasen the countof zerochangeseginning nearnode
100is largely a function of the size and deployment of

Akamai clusters— thesedo not appearto use hardware
load balancersso the larger the cluster the more IP ad-
dressegetexposedandrotated,causinghigh ratesof IP

addresschanges. In contrast, Google clusters, despite
having thousand®f nodes,adwertiseonly a small num-
berof IP addresseasentrypoints.

4 Evaluation

We usethis datato evaluatea numberof Con DNS poli-
cies,beginningwith policiesthatrelateonly to agreement,
and then combining agreementnd history. Our focus
in this evaluationwill be coverage(applicability) andla-
tengy, sowefocusonhow mary hostnameandhow mary
sitesbene t from the varioustypesof securitythe differ-
entpoliciesprovide.

We evaluate four agreementpolicies for Con DNS,
varying the numbersof sitesagreeingandpeersetsizes.
In onepolicy, we requirethat the agreemeninclude the
local DNS, but in therest,thelocal DNSis justoneof the
sitesin the agreemenprocess.In eachcase,we restrict
the numberof peersthatcanbe queriedin orderto reach
agreementPeersareselectedsolelyby lowestRTT value
fromthenode.

All policiesareevaluatedon every node,andpernode
averagelatenciesfor a subsetof policiesarereportedin
Figures4— 6. The baselinepolicy, usingonly the local
DNS resoler, suffersfrom the problemof retriesthatwe
describedn Section3. Likewise, the policy of requiring
that at leastone other site (out of the ve closestpeers)
agreewith thelocal resoher hassimilar performancée-
causethe local DNS lookup time is the bottleneck. A
simpli ed form of the CoDNS policy is shawvn in Fig-
ure4, andtakesthe rst responsef thelocalresoherand
thethreenearespeers.The queriesto the peersarestag-
geredusingthe samedelaysCoDNSusesin deployment.
It shavsasigni cant responséime improvementbverthe
local DNS resoler, preciselybecausét doesnot have to
wait onthelocal resoherwhenit is slow.

Themoreaggressie agreemenpoliciesfor Con DNS
require3 of the 10 closessitesagreeingFigure5b), 5 sites

Sites Sorted by LDNS Lookup Time

Figure5: 3 sitesfrom 10 peers
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Figure6: 7 sitesfrom 30 peers

# DaysIP is Stable
none| 2-3| 7] 15[ 30
LDNS only 1 2 |3| 3| 4
3peers|| 2 31344
LDNS + 1 3 3 (4|45
S5peers|| 3 4 |4 5|5
7peers|| 4 4 |5 5| 6

Table1: For simpleranalysis,we linearizeand collapse
therangeof protectionpoliciesdown to singlevalues,as
shavn aborve. Higher numbersndicatebetterprotection
thanlower numbers.

outof 20 agreeingnotshowvn), or 7 sitesout of 30 agree-
ing (Figure 6). For practicality we staggerlookupsin

thesepoliciesat the rateof 1000msevery 10 lookupsfor

fairnessA policy of taking eitherthelocal DNS resolher
andone peer or 3 otherpeers,is not shavn becausets

lateny characteristicareidenticalto Figure5. Themost
importantlateng obsenationfor thesemoresecurepoli-

ciesis thatthey performmuchbetterthanlocal DNS re-

solvers,andarein factgenerallybetterthanCoDNS.The
3-agreemenpolicy performssurprisinglywell, with an
averagdateng almosthalf of CODNSS.

We combineagreementand rate-of-changeo deter
minethespectrunof protectionpoliciesthatarepossible,
and how mary hostnamegper site can be satis ed with
each. To simplify the analysiswe linearizethe rangeof
possibilities,asshovn in Table1. The procesof assign-
ing valuesto policiesis subjectve, but our goal wasto
give anideaof the strengthof combinationswith higher
numbersndicatingbetterprotection.Thepernodebreak-
down for eachlabelis shovn in Figure?7.

Theaveragebreakdavn for lookupsthatsatisfyonly la-
bel 1 (local DNS only) averagesonly 0.18%,which indi-
categhatCon DNS improvesthe securityof 99.82%(on
average)of uniquelookupsfrom our collection of van-
tagepoints. Evenif we pick a strongersecurityrequire-
ment,suchaslabel 4, which indicatesseven peersagree-
ing, 30 daysof stability, or someintermediatecombina-
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The bottom bar is linearizedlabel 6, and the top bar
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tions, Con DNS is ableto satisfy 99.63%o0f the unique
lookups.Eventhe strongespolicy, with 7 peersagreeing
andthe lookup being stablefor 30 days, still works for

over 92% of uniguelookupson average.As we shaved

in the earlierresults,this extra securitydoesnot comeat

a high lateng cost- lateng is betterthanLDNS alone,
andis comparabléo CoDNS.

By usinga policy that usesthe bestavailable security
andrevertsto LDNS otherwise,Con DNS can provide
securitythat is never worsethan LDNS. Usersthat are
interestedin lookupswith securitythatis strictly better
than LDNS will not be ableto resole 0.18% of unique
names,assumingpoliciesthat meetat leastlabel 2. To
understandhe typesof namesaffected,we breakdown
this fraction into threecateyories,asshown in Figure 8:
thosesened by Akamai, thosesened using Akamai's
DNS service,and other assortechames. Dependingon
how muchtrusttheuserhasin oneor moreof theseCDNs
or DNS servicesthey couldwhitelist thesenamego fur-
therimprove resohability. The whitelist could take ser-
eralforms, rangingfrom automaticallywhitelistingthese
nameswhitelistingthemif they fail to meetothersecurity
policies,or evenwhitelistingthemaslong asthey mapto
agivensetof vettedIP addressesA full discussiorof the
optionsandtheirimplicationsis beyondthe scopeof this
paper

5 Conclusion

We show thatby usingpeeragreemenandstoringsome
past history, our new cooperatie resoher, Con DNS,
canprovide bettersecuritythanbothtraditional DNS re-
solversaswell asthe previouscooperatie approachefor
the vastmajority of domainnames.This studyalsopro-
videsuswith informationon therealusageof DNS map-
pings,at avariety of domainsrangingfrom small,singly-
hostedsitesto sophisticatedeplicateddatacenterswith
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I Akadns
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Figure8: Breakdavn of namesdn policy label1

DNS redirection,and nally to commercialthird-party
contentdistribution networks. In all caseswe nd thatit

is possibleto leveragescale history, or both,andprovide

a muchmoresecureresultthanlocal DNS alone. All of

thesebene ts are obtainedwithout changingary sener-

sideDNS infrastructuremakingCon DNS incrementally
deployable,requiringonly aminimalagentrunningon ei-

therclientmachine®r on client-sideresolers.
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