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Abstract

Artemis is a modular application designed for analyzing
and troubleshooting the performance of large clusters
running datacenter services. Artemis is composed of four
modules: (1) distributed log collection and data extraction,
(2) a database storing the extracted data, (3) an interactive
visualization tool for exploring the data, and (4) a piang
interface (and a set of sample plirgs) allowing users to
implement data analysis tools includiig) the extraction
and construction of new features from the basic
measurements collected, afid) the implementation and
invocation of statistical and machine learning algorithms
and tools. In this paper we descritgach of these
components and theme illustrate the power of the pltig
architectureby presenting a casgtudy usingArtemis to
analyz2 a Dryad application running on a 24fachine
cluste.

1. Introduction

The computer industry is in the midst of a new
revolution: the emergence ofoud computing Many
players in the ridustry are building cloud-based
services using large clusters of commodity PCs.

Key to the effectiveness of cluster computing is
redued resource managenent cost  However,
writing distributed software systems for large
clusters, debugging optimizing performance
monitoring, repairing, provisioning, and upgrading
are difficult tasks. One of the main toolssed by
software developers for cluster services is abundant
logging information. Since the use of debuggers on
live serverside systems is most often impossible,
logging is the tool of choice for understanding large
scale system behavior. Thus eviwve deployed
systems contain copious amounts of logging.

As a consequence, an important pariedetingthe
performance andependabilitygoalsof clusters is the
management and analysis of distributed logs.
Understandingperformancefrequently requires the
aggregation ofog information across the machines in
the cluster.Debugging correctness problenegjuires
the correlatin of log information to infer system
interactiors. Automated analysis usingtatistical
machine learningalgorithms requires performing
tasks such afeature extractiomand visualization.

In this paper we describ&rtemis an applicationfor

the analysisof largescale distributed logsthat
incorporates all theelements mentioned above
Artemis has been designénl be modularseparating

data collection from data analysiand separating
applicationspecific parts from generic application
independentparts We show how the flexibility of
Artemis allows us to customize fior the domainof
distributed Dryad applications(Dryad is described
briefly in Section 3).In Section 5we use this
customized instance of Artemifor debugging a
Dryad application running on a 240achine cluster
We have also used Artemis to explore datasets
produced by other distributed applications, such as
telemetry performance data for the Windows
operating system angerformance measurements
from a data center providing enterprise services.

As an application foused on the analysis of
distributed logs, Artemis presents the following
unique combination atharacteristics

¢ Artemis integrates in a single tool all the important

tasks required for log analysis: collection, storage,

visualization, analysisit is desgned to be a one

stop shop for the programmer attempting to

understand the performance of a distributed

application The system architecturimtegratingall

of these pieceis the subject oSection 4.

Artemis is modular and extensible

dimensims:

- Artemiscan manipulate mitiple data sources and

data types. Our current data sources include log

(text) files, performance counters data (stored in

commaseparated files with headersyML data

sources, and binary (encoded) dunspfrom a

variety of sources (application and systwel).

We discusslata collectionn Section 4.1.

Artemis performs both gneric and usedefined

data analyses.A plug-in mechanism allows the

data analyst to write(or invoke) additional

domainspecific analyses. In this paper we

include a descriptionf several plugns wewrote

for the analysis of Dryad jobgimachineusage,

fjob critical pattd, andfnetwork utilization.

¢ Artemis is built arounda Graphical User Interface
(GUI), keepng the human in the data analysis loop.
The GUL described in Sectio®.3 enables the
analyst to quickly navigate data visualizing
correlations and trends, and alstn define
interactively the features wused for more

in several

h Aplicationspecifi® parts depend on the specific
distributed application that we are trying to analyze.



sophisticated machidearning data analysesThe
visualization tool provides two basic primitives:
histograms and time series.

2. Related work

There is a lot of prior work in(distributed) log
collection,log visualization andog dataanalysis We
believe that Artemis isiniquein integraing all these
activities into a single tool in a generic (application
independent) and extensiblarchitecture  We
enumeratéhere only papers related to distribdtlog
analysisand highlight the differences with Artemis

Pablo [10] is an early system with many similar
goals, but a very different realization.

LogSurferand LoGS[8,9] focuson closingthe feed
back loop, using ontline corrective actions when
faults are detected in the system.

NetLogger[2] combinesdata fromnetwork, host and
applicationevents It contains fourcomponents: an
API for generating applicatiolevel events, a set of
tools for collecting and sorting log, a set of host and
network monitoring tools and a freehd
visualization toollt requires the analyzed application
to use thespeciallogging libraies

A lot of research has been dedicateda@mining
distributed systemdogs (MapReduce, Hadoop,
and grid computing systems). Recent examples
include[5,6,1214). The work in p,14,17 focuses

on taking advantage of syntactic features in the
logs. Thework in [6] is built around machine
learning techniques for performance debugging,
yet it is not integrated with visualization, feature
extraction, and it is not easily extendable (with
new algorithms) as Artemis is.

3. Dryad system architecture

As discussed in the introductiowhile Artemis can
then be used for analyzing the performance of
various distributed computing applications, in this
paper we focus on the use Aftemis for analyzing
Dryadbased distributed applicaticnDryad [3] is
middleware for building dataparallel distributed
batch applications. The structure of aDryad
application (called a Dryad joli§ depicted inFigure

1. A job is composed from a set stiages each stage
is composed of an arbitrary number of replicas of a
vertex (each operating on a different data partition)
The edges of the graph are poirb-point

2 From Wikipedia: Dryads are treenymphs in Greek
mythology. They are normally considered to be very shy
creatures, except around the goddess Artemiso was
known to be a friend to most nymphs. Artemis is also the
Hellenic goddess of the hunt.

communication channels. Theb graph is required

to be acyclic. Communication channels are finite
sequences of arbitrary data itenms. general each
vertex corresponds to a single process, but several
vertices connected with sharetemory channels can
be run as separate threads in the same process.
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Figure 1: structure of a Dryad job.

This model is simple and powerful. Despite the fact
that the Dryaduntimeis unaware of the semantics of
the vertices (i.e., the vertices can run arbitrary
binaries), theDryad runtime can prode a great deal

of functionality: generatinghe job graph, scheduling
the processes on the available machines, handling
transient failures in the cluster, collecting
performance metrics, visualizing the joimvoking
userdefined policies andlynamically updating the
job graphin response to these policy decisions

‘ data plane

- job schedule

cluster  control plane

" Job manager
Figure 2: Dryad system architecture.

Figure 2 shows schematically how Dryad is
implemented. Each Dryad job is supervised by a
centralized job manager process. Thb manager
uses a small set of cluster services to control the
execution of the vertices on the cluster. The minimal
set of services required
a name service and a remote execution service. All
these component§IM, services,vertices) produce
logging information.

4. The Artemis log analysis toolkit

Figure 3 shows the structure of the Artemis
distributed loganalysis toolkit.Artemis attempts to
cleanly separatehe applicatiorspecific pars from
the applicationindependent partsArtemis can be
adapted for analyzing a new distributed application

f
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by replacingor modifying the applicatiorspecific

pars.
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Figure 3: Artemis architecture. The application-
specific parts have been highlighted.

The fourmaincomponents of Artemis are:

1. Log collection, persistence, filtering and
summarization. These arapplicationspecific;their
role is tocollect log data about the application and to
translate it to a uniform format.

2. Data storage The collected data is storeing a
generic database. Only tlechemais application
specific.

3. Data visualization. Interactionwith the datais
done by using an entirely generic GUI, which can
display histogramsnd time series data. The GUI is
coupled to the databasesinga pair of(application
specifig views one providingdatafor the histograms
andthe other providing datfor thetime-series.

4. Data analysisis implemented using plugin
architecture A plugrin is an objectimplemening a
specified .Net interface; theinputs and outputs of
plug-ins are viewsof the dataase Some plugns are
generic (e.g., computing the area under a curve),
while other are applicatiespecific (e.g., computing
the critical path of a Dryad job). The dajanerated

by running a plugn is merged back into the
database, and thus can be vimed with the GUlor
used by other pluins.

We proceed talescribe each of thesemponents

4.1. Log collection and filtering

The datacollection frontend for analyzing Dryad
jobs aggregateslata from the following sourcea)
the job managefogs (b) the logs of the vertices,
generatedby the Dryad runtimdibrary (linked to
each vertex), (c) logs from the remote execution
cluster services,which fork vertices and collect
statistics about then{d) performancecountersfrom
the Windows performance monitoring service
(Perfmon)and (e)logs from the cluster name server
describing the cluster network topologgome of

these logs are text file@, b, d above)while other
are XML (e) or binaryencoded (c). It is
straightforward to add addional sources of
information for examplewe plan to add SNMP logs
from clusterrouters

A single Dryad job composed of tens of thousands of
processes and running on a large cluster for tens of
minutes can emit in excess of BTof logs Each
Dryad vetex processruns in a sandboxhaving a
privatehome directory where the vertex maintains its
working space, and where thertex dumpslogs.
Each vertex produces around 1 BRg/process.
Following the completionof a Dryad job thecluster

level job schedulegarbagecollects the sandboxes of
the jobvertices after @onfigurabletime interval.

We have built a additionalapplicationspecific GUI
front-end for interfacing Artemis with théryad
cluste scheduler This GUI enables th dataanalyst
to browse the jobs residing on the cluster and
choose which ones to copyndanalyze Artemis first
parse the job manager fgs which contain global
perjob information, including pointers to the location
of all the vertex logs. This informationis used to
prepare the input foa distributed DryadLINQ [15]
computation, which locatesopiesread, parsesand
summarizesall the distributed data sourceswhich
reside on the machines in the cludter

Using DryadLINQ enabke the Artemis data
collection to take advantage of the parallelism
available in the very cluster under study the data
intensive parts of the analysi§he DryadLINQ
computationspawns a vertex on each machine which
contains interesting logs On our 240machine
clusterfiltering several hundred gigabyteslofj data
requires just a couple of minutewall-clock time

The cluster services anthe performance counter
collection tasksrerunningand loggingcontinuously
on each machine ithe clusterin contrasta Dryad
vertex uses a machine for a bounded tiriée
Artemis log collector extracts only the relevant
portions of the service loger each machine Data
extraction involvesin essenceperforming a giant
distributedjoin.

The information extracted from vertex logs includes
thel/O rate for eaclbryadchannel The performance
counters includeover 80 entries describing global
(permachine) and local (pgrrocess) measurements
(e.g., virtual memory usage, I/O rate, garbage
cadlections, processor utilization, etc)yhe counters
include information aboutthe .NET runtime. The
remote execution daemopsovidestatisticsabout all
the Dryad channels.

% If some of the cluster machines are uwaitable, the data
collection will still succeed, but produce incomplete data.



4.2. Data storage
The filtered data from all these sources is extracted
and aggregatedn a database accessible from the
local workstation. In principle any relational engine
could beused and we plan to use a commercial
database in the future

The most important part of the database isda@a
schema The schema is generated by thatad
collectionprocess The schemaan categorizeach
table column as one of: numerical data (eGRU
utilization), category (e.g., machine name), string
(e.g., channel URI), or timestamp or time offset (e.g.,
time when record was collected)lhis approach is
similar the one used by thd?olaris [13] data
visualization tool

4.3. Data visualization and exploration
The data visualization part of Artemis is completely
generic (i.e., it is not tied to the applicafipandis
not tied to the data semigcs (theonly datasemantics
is conveyed bythe schema). We have focused on
displaying two types of magnitudes:

¢ Scalarvalued measurementahich can beof type
eithernumericor category(e.g., starting time, total
I/O, machine where a vertex has runymber of
garbage collections);

¢ Time series data (e.g., I/O in eaZlsecondnterval,
CPU utilization in each interval, etc). By
definition, atime-seriesis composed of data items
tagged with timestamps.

In order to interface the database with
visualization a domain expertmust create two
applicationspecificdatabase viewsThe first view is
a relation containing all database columns that
contain scalar dat a; t he
the main entity which is analyzed (in our case study
the key is theéD of a Dryad job process).

The second view is a relation that must contatin
least two columns: one column is a foreign key
pointing to the primary key of the first view; the
second column is a timestamp (absolute or relative).
The other olumns of this view containtime-series
data. In our caseall performance data collected by
Perfmon maps directly into this view.

The data from the first viescalar datajs browsed

and displayed using histograms and distributions
(shown inFigure 4); and the data from the second
view is displayedvith line-plots hown inFigure6).

The user can choose using dmpvn boxes the
metrics to display (in essence performing a relational
algebraprojectionof the view on a selected column),
and the number of buckets of the histogram. In
Figure 4 the user has displayed the running time of
the Dryad job processes in a particular stage, and she

the

has used a histogram with 10 buckets; only the first 4
and the last buckets contain any elements. Once a
histogram has been displayed, each primary key
value is associated with a color (the color of the
bucket of the histogram). For example, the leftmost
(fastest) 45 processes become red, and the next 157
proeesses become orange, while the lone outlier at
the right is magenta.
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Figure 4: Displaying aset ofscalar values using a
histogram. The horizontal axis is the value being
histogramed, in this case running time.

The GUI preservesthese colors across different

displays Figures 5, 6, 10 and 11 use the same color
assignment For example, ifrigure5 we display the

distribution and histogranof another scalar value,

the peak number of page fau(teeasuredicrossls

second interva). For each process the same color as

in Figure4 is used This makes it easy for the user to

identify for example, whether misbehaved instances

are also outliers with respect to other metrics. In

Figure 5 below we note that the outlier from Figure 4
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Figure 5: Peak number of page faultsthis histogram
uses the same colaroding asin Figure 4.



The second type of data that can be visualized is the
time-series. Time series are drawn with lines using
the olors inherited from a histogram (using the
foreign key). For example, in Figure 6 we display the
Aidi sk read rateo (number
each 15second interval) for 3 selected buckets: red,
green and magenta. We can see that with respect to
this metric the magenta process is not an outlier,
since its line is right in the middle of the pack.

Multiple time series can be alignetb tartall at the
same time) or unaligned (they are displayed in
absolute time). Figure 6 is an aligned view, while
Figure8 is unaligned
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Figure 6: Time series of the disk 1/O rate for selected

processes. The horizontal axis is always time when

displaying a time-series, while the vertical axis is the

maghnitude being plotted (disk rate).

The displays allow the user to click opoints or
bucketsor to use a rubbelband to select dataThe
GUI identifies the selected data using a tabular
display shown inFigure7. The tabular display can
be used to make furthgrojections and selections,
and to export data directly to Excétor example,
using the tabular display we can find out which one is
the outlier procesom Figure 4
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Figure 7: Data from plots displayed in a tabular view.

We an interpret the data displayed by a GUI window
as (yet anothey relational view of the dataobtained

from the projection of the input view on selected
columns followed by selection of the chosen

buckets). This is important because the displayed
data ca be fed to plugns for further analysis.

4.4. Plug-ins and statistical analyses
Bdcthy®lls wieradlo w r miaw $dai isbks titano i F
which can be used to invoke computations on the
current data view.

Data analysis in Artemis is performedth plug-ins.
The plugins are used for (1) computingeaningful
features from the data for driving the statistical
analyses (2) for invoking statistical analysisand
machine learningpackagesand (3) for performing
applicationspecific data analyse#cluding running
Aiscriptso i nane ke g examples r
of each of these analyses for the case of Dryasl job

plug

4.4.1Feature computation
We provide a library of generic plegs for
computing simple data transformations which can be
composed to @mpute new metrics from existing
data. For timeseries data we have min, max, range,
average, integral, derivative, augrivative, and
variance plugns. Some of these pltigs generate
new timeseries (e.g., derivative), while other
generate scalar ta(e.g., average). Since the GUI
has no knowledge of data semantics, the data analyst
has to use applicatiespecific knowledge to decide
which of these transformations are meaningful (e.g.,
you can integrate CPU time to obtain work, but you
cannot integate the machineusage timeseries
described in Section 4.4)3

The plugins can be invoked either interactively from
the GUI oras batch computatiofsom other plug
ins. The data computed by the plung is merged into
the database for immediate visaation or further
analyses.

4.4.2.Statistical analyses and machine learning
When analyzing Dryad jobs we combine thescalar
metrics extracted from the logs witthe computed
featuresto generatenew featuresfor each Dryad
processthese features can be used by the statistical
machine learninglug-ins. We chose not to prune the
collected metrics, but insteadre use automated
statistical approachd4] to decde which features are
important

Currently wehave implemented pluips interfacing
Artemis with two off-the-shelf statistics packages
(developed at Microsoft) data clustering and
statistical pattern classification and feature selection.
The plugins write data to fileas expected by each
analysis packagandtheninvoke exernal processes
to perform the analysisOne such plugn is written

in roughly 100 lines of codesowe expect it would



be easy to interfaceArtemis with other statistics
packages.

The clustering analysis attempts tancover
differences in performanceamong the analyzed
entities (e.g., Dryad processes) ata determine
which of theavailablefeatures correlate with those
differences.When applied in the context of Dryad,
this analysis relies on the assumpttbatall vertices

in a stage exhibit similar behavior. The differences
between vertices in a stageovide evidence for
either: a) faulty hardware, b) bad data distributiin
uneven data sizegnd d) interference with other
processes running on the same hiae. The
clusteringanalysisusesa standard #means algorithm
with automated model selection (the number of
clusteré). The model selection is done by evaluating
the change in distortiowhen increasing thaumber

of clusters The clusteringalgorithm groups vertices
according to their similarity in performee while
pointing to outliers

The pattern classification analysis directed at
explaining differences in the performance of the
vertices belonging to different clusters. The analysis
automaticaly induces a model that discriminates
between the vertices according to their clustdre
analysis uses logistic regression with L1-
regularization[4]. This is an effective method for
feature selection in classification, especially when the
number of feattes is comparable to the number of
sampleg4]. We rely on a tool called HiLightdd]
which was designed fordiagnosing performance
problems in systemsanging from enterprise cloud
computing to tesbed software debugging

4.4.3.Application-specificdata analyses
The most powerfukinds of Artemis plugins have
access to the entireeasurementdatabase These
plugins can implement complex data analyses by
joining information from multiple tables in an
applicationspecific way. We give three exames$ of
plugins we have developed specifically for
analyzing Dryad jobs.
a) Machine usage This plugin computesmachine
usagefor an entire joband represents iising time
seriesdata, enabling visualization with the existing
GUI. For each proceds creates atime serieswith
four points, corresponding to the essential state
transitions of the proces@teady to run, fischeduled
to rurp, fistarts running, fiterminated. Thex axisis
time, while they axis is the home machineof each
process.Figure 8shows the machine usage for the

*In this contextficl ust er o referisa to
grouping of data according to a clustering algorithm.

distributed sorting application that we discuss in
Section 5
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Figure 8: Machine usage data displayed as a timseries.

The machine usagelugin enables the fast visual
identification of which tages carry the weight of the
computation (i.e. take the longest time to finjsh)
which are the longer running verticesydwhere are
the scheduling bottlenecksThe execution shown in
Figure 8 has poor cluster utilization due to some late
scheduled veites (all stage$n this applicationare
blocking, requiring the previous stage to complete
before starting).

b) Critical path. The critical path shows the longest
chain of dependent processes in a Dryad job graph
execution. When overlaid with the machineusage
plot, the critical pattshows where thbottleneck of a
particularcomputation is.

¢) Network utilization. This plugin combines
several database tables to compute the network traffic
distribution It uses the cluster topology datese
(describing machine assignment to racks) and the
description of all job channels (input URI, destination
process, machine mapping of processes) to determine
how the job data traffic is distributed on the network.

5. Usage scenario

We have used Artemis tdiagnose problems for
several DryadLINQ computations running in a
research cluster comprising 240 machine§ he
machines arall runningDryad they all have 4 CPU
cores 4 striped diskeind 16GB of memory. In this
section wechoose a representati@ryad application
written in DryadLINQ distributed sorting The
DryadLINQ compiler generates a plan comprisdd
4 stages, shown iRigure9. The input is stored in a
1Tbfile partitioned into 240 pieces

The first stage of the application reads the whole file
in parallel using 240 vertices and samples uniformly
from the input. The second stage aggregates the
samples and computes the distribution ofsampled
input It also computes the boundaries2df equat
sized buckets which wilbe used to redistributine
irput. d Bhk ghirdcstayes regi§ the whole input again



and performsa hashdistribution using the buckets
computed by stage 2. Finally, each vertex in the

fourth stage performs an-memory multithreaded
sortand writes the output to its local disk

205040 o) 908007 055 s005
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histogram

distribute

sort
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Figure 9: Distributed sorting: an application analyzed

using Artemis.
The machineusageduring one execution of this
application is in Figure 8Stage 2 (histogram) is
extremely fast and barely visibleAll the other
figures in this paper show just data related to the
sorting stage
In Figure 8we notice two anomaliem the sorting
stage one vertex starts much later than the other
ones, and the running time of one vertex is much
longer. The late vertex is due to scheduling conflicts
on the clusterthis vertex andanother onéhave been
run sequentially on the same machine.  This
information tells us that even in the absence of the
long-running outlier ths stagewould have taken a
long time to complete.

Figure 10: CPU utilization time series for selected
vertices in the sorting stage.
Now we focus our attention on the magenta outlier
from Figure 4, which is the loagunning vertex in
Figure 8. InFigure10 we display the CPU time; we
notice immediately that the outlier has much lower
average CPU utilization.  Integrating the CPU

® In order to process just the sorting stage we first use a
histogam of stages (one bucket per stégerojecting the
view on stage), and then we select just sbeting stage
(selecting the suitable checkbox).

utilization (using thentegration plugin) we discover
that the total amount of CPU used (work) is about the
same for the olier (not shown).

We then attempt to diagnose the problem by looking
at the I/O rate time series, shownRigure1l. The
magenta vertex immediately stands out, since it has a
much lower 1/O read rate than any other vertex in the
stage. Figure 6 shows that its disk 1/O rate is not
abnormal. But focusingpn the network /0O (not
shown here) we discover that the vertex is indeed
reading much slower over the network compared to
all its neighbors. After identifying the machine
which ran this vertex we confirmed with the cluster
administrator (after running swe tests) that the
network card on this machine was broken (the same
machine is not a problem in the other stages of the
sorting job, since they are not netwaritensive).

Figure 11: I/O Read bytes/second time series.

Having diagnosed the outliemve try to understand
what influences theunning timein the sorting stage
and what explains the differencebetween the
fi n o r wsoatihgovertices(red and greerverticesin
Figure4). We invoke theHiLighter plug-in, which
runsthelogistic regressioto find a subset of features
that predictthe running time distribution (i.e., which
verticesar e Aredo
HiLighter determins that four features related to
memory management and garbagdlection predict
with 92% accuracy theertexplacement ira buckets.
(We confirmed this diagnosis byerforning least
square fitting (linear regression) tiL1 to predict
computation timg These four featuretogetherwith

one of thesynthesizedeatures -- time toreachpeak
CPU utilization -- predict withn 5% the response
time of the computationfeveryvertex,except for 3
outliers put of 240 vetices). In summary, e
statistical analysis indicates a strong correlation
between the running time in the sorting stage and
various metrics related to datsize (number of
garbage collection cycles, number of page faults,
input size) We did not expect thmput size to these
vertices to have a large variancgnce thedatais

and fhghkeeho)ones



