


F unction protot yp e P oten tial problem

strcpy(char *dest, const char *src) Ma y o v er
o w the dest bu�er.

strcat(char *dest, const char *src) Ma y o v er
o w the dest bu�er.

getwd(char *buf) Ma y o v er
o w the buf bu�er.

gets(char *s) Ma y o v er
o w the s bu�er.

fscanf(FILE *stream, const char *format, ...) Ma y o v er
o w its argumen ts.

scanf(const char *format, ...) Ma y o v er
o w its argumen ts.

realpath(char *path, char resolved path[]) Ma y o v er
o w the path bu�er.

sprintf(char *str, const char *format, ...) Ma y o v er
o w the str bu�er.

T able 1: P artial List of Unsafe F unctions in the Standard C Library

jump instruction) ma y inadv erten tly transfer execu-

tion to the wrong address that p oin ts at the injected

co de instead of the in tended co de.

Programs written in C ha v e alw a ys b een plagued

with bu�er o v er
o ws. Tw o reasons con tribute

to this problem. First, the C programming lan-

guage do es not automatically b ounds-c hec k arra y

and p oin ter references. Second, and more imp or-

tan tly , man y of the functions pro vided b y the stan-

dard C library are unsafe, suc h as those listed in

T able 1. Therefore, it is up to the programmers to

c hec k explicitly that the use of these functions can-

not o v er
o w bu�ers. Ho w ev er, programmers often

omit these c hec ks. Consequen tly , man y programs

are plagued with bu�er o v er
o ws and are therefore

vulnerable to securit y attac ks.

Prev en ting bu�er o v er
o ws is clearly desirable. If

one did not ha v e access to a C program's source

co de, the general problem of automatically b ounds-

c hec king arra y and p oin ter references is v ery di�-

cult, if not imp ossible. So at �rst, it migh t seem

natural to dismiss an y attempts to p erform auto-

matic b ounds c hec king at run time when one do es

not ha v e access to the source co de. One of the con-

tributions of this pap er is to demonstrate that b y

lev eraging some information that is a v ailable only

at run time, together with con text-sp eci�c securit y

kno wledge, one can automatically foil securit y at-

tac ks that exploit unsafe functions to o v er
o w stac k

bu�ers.

2 Bu�er Ov er
o w Exploit

The most general form of securit y attac k ac hiev es

t w o goals:

1. Inject the attac k co de, whic h is t ypically a small

sequence of instructions that spa wns a shell,

in to a running pro cess.

2. Change the execution path of the running pro-

cess to execute the attac k co de.

It is imp ortan t to note that these t w o goals are m u-

tually dep enden t on eac h other: injecting attac k

co de without the abilit y to execute it is not nec-

essarily a securit y vulnerabilit y .

By far, the most p opular form of bu�er o v er-


o w exploitation is to attac k bu�ers on the stac k,

referred to as the stack smashing attack. As is

discussed b elo w, the reason for this p opularit y is

b ecause o v er
o wing stac k bu�ers can ac hiev e both
goals simultaneously. Another form of bu�er o v er-


o w attac k kno wn as the heap smashing attack, is

to attac k bu�ers residing on the heap (a similar at-

tac k in v olv es bu�ers residing in data space). Heap

smashing attac ks are m uc h harder to exploit, simply

b ecause it is di�cult to c hange the execution path

of a running pro cess b y o v er
o wing heap bu�ers.

F or this reason, heap smashing attac ks are far less

prev alen t.

A complete C program to demonstrate the stac k

smashing attac k is sho wn in Figure 2. Figure 3 il-

lustrates the address space of a pro cess undergoing

this attac k. The pro cess stac k after executing the

initialization co de and en tering the main() function

(but b efore executing an y of the instructions) is il-

lustrated in Figure 3(a). Notice the structure of the

top stac k frame (i.e., the stac k frame for main()).

This stac k frame con tains, in order, the function pa-

rameters, the return address of the calling function,

the previous frame p oin ter, and �nally the stac k

v ariable buffer. Lo oking at the sample program

in Figure 2, a sequence of instructions for spa wning

a shell is stored in a string v ariable called shellcode

(lines 3-6). The shellcode is equiv alen t to execut-



#include <stdio .h >

char shellco de [ ] =
"\xeb\x1f\x5e\x89\x76\x08\x31\xc0\x88\x46\x07\x89\x46\x0c\xb0\x0b"

"\x89\xf3\x8d\x4e\x08\x8d\x56\x0c\xcd\x80\x31\xdb\x89\xd8\x40\xcd" 5

"\x80\xe8\xdc\xff\xff\xff/bin/sh";

char large string [128];
int i ;
long �long ptr ; 10

int main () f
char bu�er [96];

long ptr = (long �)large string ; 15

for (i =0; i <32; i ++)
�(long ptr +i ) = (int)bu�er ;

for (i =0; i <(int)strlen (shellco de ); i ++)
large string [i ] = shellco de [i ];

strcp y (bu�er , large string ); 20

return 0;
g

Figure 2: A Sample Program to Demonstrate a Stac k Smashing A ttac k

void main() {
   char buffer[96];
   ...
   strcpy(buffer, large_string);
   return
}
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(a) b efore the attac k

void main() {
   char buffer[96];
   ...
   strcpy(buffer, large_string);
   return;
}
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(b) after injecting the attac k co de

void main() {
   char buffer[96];
   ...
   strcpy(buffer, large_string);
   return;
}

executed code segment

instruction
pointer

parameters

stack vars

stack pointer

env. vars

prev. frame ptr

return addr

0xbfffffb

bottom of stack

stack address space

attack
code

addr of the
attack code

(c) executing the attac k co de

Figure 3: A Pro cess Undergoing a Stac k Smashing A ttac k



ing exec(``/bin/sh''). The t w o for lo ops in the

main function prepare the attac k co de b y writing

t w o sequences of b ytes to large string: the for

lo op starting on line 16 writes the (future) start-

ing address of the attac k co de; then the for lo op

starting on line 18 copies the attac k co de (exclud-

ing the terminating n ull c haracter). The stac k is

smashed on line 20 b y the strcpy() function. Fig-

ure 3(b) depicts the pro cess' stac k space after exe-

cuting the strcpy() call. Notice ho w the unsafe use

of strcpy() sim ultaneously ac hiev es b oth require-

men ts of the stac k smashing attac k: (1) it injects the

attac k co de b y writing it on the pro cess' stac k space,

and (2) b y o v erwriting the return address with the

address of the attac k co de, it instrumen ts the stac k

to alter the execution path. The attac k completes

once the return statemen t on line 21 is executed:

the instruction p oin ter \jumps" and starts execut-

ing the attac k co de. This step is illustrated in Fig-

ure 3(c).

In a real securit y attac k, the attac k co de w ould

normally come from an en vironmen t v ariable, user

input, or ev en w orse, from a net w ork connection. A

successful attac k on a privileged pro cess w ould giv e

the attac k er an in teractiv e shell with the user-ID of

ro ot, referred to as a ro ot shell.

3 Related W ork

The In ternet W orm that infected tens of thou-

sands of hosts in 1988 w as one of the �rst w ell-

kno wn bu�er o v er
o w attac ks, although there are

some anecdotal evidence that bu�er o v er
o w at-

tac ks date bac k to the 1960's [4 ]. The prop ortion of

attac ks based on bu�er o v er
o ws is increasing eac h

y ear|in recen t y ears, bu�er o v er
o w attac ks ha v e

b ecome the most widely used t yp e of securit y at-

tac k [24 ]. Among suc h attac ks, the stac k smashing

attac k is the most p opular form [10 , 22 ].

The ma jorit y of bu�er o v er
o w attac ks, including

the one exploited b y the In ternet W orm is based on

the stac k smashing attac k. Detailed descriptions of

stac k smashing attac ks are presen ted in [20 , 22 ], and

co ok-b o ok-lik e recip es are presen ted in [6 , 15 , 16].

Researc hers in the areas of op erating systems,

static co de analyzers and compilers, and run-time

middlew are systems ha v e prop osed solutions to cir-

cum v en t stac k smashing t yp e of attac ks. In most

op erating systems the stac k region is mark ed as ex-

ecutable, whic h means that co de lo cated in the stac k

memory can b e executed. Because this \feature" is

used b y stac k smashing attac ks, making the stac k

non-executable is a commonly prop osed metho d for

th w arting o v er
o w attac ks. A k ernel patc h remo v-

ing the stac k execution p ermission has b een made

a v ailable [17 ]. This approac h, ho w ev er, has some

dra wbac ks. First, patc hing and recompiling the k er-

nel is not feasible for ev ery one. Second, nested func-
tion calls or trampoline functions, whic h are used

extensiv ely b y LISP in terpreters and Ob jectiv e C

compilers, and the most common implemen tatio n of

signal handler returns on Unix (as w ell as Lin ux),

rely on an executable stac k to w ork prop erly . And

�nally , an alternativ e attac k on stac ks kno wn as

return-into-libc, whic h directs the program con trol

in to co de lo cated in shared libraries, cannot b e de-

feated b y making the stac k non-executable [25 ]. Be-

cause of those reasons, Lin us T orv alds has consis-

ten tly refused to incorp orate this c hange in to the

Lin ux k ernel [23 ].

Snarskii has dev elop ed a custom implemen tation

of the standard C library for F reeBSD [21 ]. This

library targets the set of unsafe functions, and in-

sp ects the pro cess stac k to detect bu�er o v er
o ws

that write across frame p oin ters. In con trast to our

w ork, this is a custom implemen tati on and replaces

the standard C library .

Sev eral commonl y used to ols, suc h as Lin t [11 ],

and those prop osed in [8] use compile-time analy-

sis to detect common programming errors. Exist-

ing compilers ha v e also b een augmen ted to p erform

b ounds-c hec king [13 ]. These pro jects ha v e demon-

strated limited success in prev en ting the general

bu�er o v er
o w problem. W agner et al. ha v e re-

cen tly prop osed the use of compile-tim e range anal-

ysis to ensure the \safe" use of C library func-

tions [24 ]. This pro ject sp eci�cally concen trates on

the set of unsafe library functions. Unlik e our ap-

proac h, this metho d requires access to a program's

source co de, whic h is not alw a ys a v ailable. More-

o v er, preliminary results indicate that this metho d

ma y pro duce false p ositiv es: a correct program ma y

pro duce w arning or error messages.

Stac kGuard [5 ] is another compiler extension that

instrumen ts the generated co de with stac k-b ounds

c hec ks. Sp eci�cally , on function en try , a canary is

placed near the caller's return address on the stac k.

Before the function returns to the caller, the v a-

lidit y of this canary is c hec k ed and the program is

terminated if a discrepancy is detected. This ap-

proac h w orks on the assumption that if the return

address is tamp ered with (due to bu�er o v er
o ws),



Program Name V ersion Description Result of

A ttac k

Result with libsafe

or lib v erify

xlo c kmore 3.10 Lo c k an X Windo w displa y ro ot shell terminated

amd 6.0 Automatic remote �le sys-

tem moun t daemon

ro ot shell terminated

imap d 3.6 IMAP mail serv er ro ot shell terminated

elm 2.5 PL0pre8 ELM mail user agen t ro ot shell terminated

Sup erProb e 2.11 Prob es and iden ti�es video

hardw are

ro ot shell terminated

T able 2: List of Some Kno wn Exploits That Are Detected

the canary will also b e mo di�ed, th us causing v ali-

dation of the canary to fail. With the exception of a

few programs, this approac h has sho wn to b e e�ec-

tiv e. Stac kGuard in tro duces a noticeable run-time

o v erhead. F urthermore, Stac kGuard requires source

co de access, and there are some programs, suc h as

Netscap e Na vigator, Adob e Acrobat Reader, and

Star O�ce, that it do es not curren tly supp ort.

Jan us [9] is a run-time sand-b o xing en vironmen t

that con�nes eac h application to a set of prede�ned

op erations. It w orks on the principle that \an appli-

cation can do little harm if its access to the under-

lying op erating system is appropriately restricted."

It relies on the op erating system's debugging fea-

tures, suc h as trace and strace, to observ e and

to con�ne a pro cess to a sand-b o x. Similar to our

w ork, this approac h w orks with existing binary ap-

plications and do es not require access to applica-

tion's source co de. Ho w ev er, unlik e our approac h,

Jan us do es not w ork with applications that legiti-

mately need high privileges. F or example, the Unix

login pro cess requires a high lev el of privilege to

execute, but Jan us is unable to selectiv ely allo w le-

gitimate privileges while den ying unauthorized priv-

ileges. This inheren t limitatio n prev en ts Jan us from

b eing applied to high privileged applications, where

secure execution is most critical.

4 Ov erview of T ec hniques

This pap er presen ts t w o no v el metho ds for p er-

forming detection and handling of bu�er o v er
o w

attac ks. In con trast to previous metho ds and with-

out requiring access to a program's source co de, our

no v el metho ds can transparen tly protect pro cesses

against stac k smashing attac ks, ev en on a system-

wide basis. The �rst metho d in tercepts all calls to

library functions that are kno wn to b e vulnerable.

A substitute v ersion of the corresp onding function

implemen ts the original functionalit y , but in a man-

ner that ensures that an y bu�er o v er
o ws are con-

tained within the curren t stac k frame. This metho d

has b een implemen ted as a dynamically loadable li-

brary called libsafe. The second metho d uses binary

re-writing of the pro cess memory to force v eri�ca-

tion of critical elemen ts of stac ks b efore use. This

metho d has also b een implemen ted as a dynamically

loadable library called libverify.

The k ey idea b ehind libsafe is the abilit y to esti-

mate a safe upp er limit on the size of bu�ers auto-

matically . This estimation cannot b e p erformed at

compile time b ecause the size of the bu�er ma y not

b e kno wn at that time. Th us, the calculation of the

bu�er size m ust b e made after the start of the func-

tion in whic h the bu�er is accessed. Our metho d is

able to determine the maxim um bu�er size b y real-

izing that suc h lo cal bu�ers cannot extend b ey ond

the end of the curren t stac k frame. This realiza-

tion allo ws the substitute v ersion of the function to

limit bu�er writes within the estimated bu�er size.

Th us, the return address from that function, whic h

is lo cated on the stac k, cannot b e o v erwritten, and

con trol of the pro cess cannot b e commandeered.

The lib v erify library relies on v eri�cation of a

function's return address b efore use, a sc heme sim-

ilar to that found in Stac kGuard. The di�erence

is the manner of implem en tation. Whereas Stac k-

Guard in tro duces the v eri�cation co de during com-

pilation, lib v erify injects the v eri�cation co de at the

start of the pro cess execution via a binary re-write

of the pro cess memory . F urthermore, lib v erify uses

the actual return address for v eri�cation instead of

a \canary" v alue represen ting the return address.

Th us, in con trast to Stac kGuard, lib v erify can pro-

tect pre-compiled executables.

W e ha v e implemen ted the previously describ ed

metho ds as dynamically loadable libraries on Lin ux



Instrumen tation T ec hniques

None libsafe lib v erify Stac kGuard Jan us Non-

Executable

Stac k

E�ectiv eness (what t yp es of errors are handled?)

Kernel Errors No No Y es Y es No Y es

Sp eci�cation Errors No Y es Y es

a
Y es

a
Ma yb e

b
Ma yb e

c

Implemen tation Errors No Ma yb e

d
Y es

a
Y es

a
Ma yb e

b
Ma yb e

c

User Co de Errors No No Y es Y es Ma yb e

b
Ma yb e

c

Other c haracteristics

P erformance Ov erhead None V ery lo w Medium Medium Medium None

Disk Usage Ov erhead None V ery lo w V ery lo w Lo w V ery lo w None

Source Co de Needed No No No Y es No No

Ease of Use | V ery easy V ery easy Medium

e
Easy-

Medium

f

Easy-

Medium

g

a
If libraries are instrumen ted.

b
Cannot catc h hijac k ed privileges that are similar to legitimate privileges.

c
F or certain t yp es of exploits (see Section 3).

d
If w e kno w whic h functions ha v e errors.

e
Source co de m ust b e recompiled, and the compiler ma y also needed to b e recompiled.

f
P olicies need to b e written.

g
Kernel ma y need to b e patc hed and recompiled.

T able 3: Summary of Detection T ec hnique Characteristics

and tested them against sev eral securit y attac ks.

T able 2 lists sev eral commonly used applications

and the result of running publicly a v ailable exploits

against the applications with and without our li-

braries.

1
As the table indicates, libsafe and lib v erify

w ere able to detect the exploits and terminate the

programs b efore an y serious harm w as done.

The c haracteristics of libsafe and lib v erify are

sho wn in T able 3 along with the corresp onding

c haracteristics of alternativ e metho ds: Stac kGuard,

Jan us, and k ernel patc hes for non-executable stac k,

whic h w ere describ ed earlier in Section 3. The �rst

instrumen tation tec hnique lab eled \None" is pre-

sen ted as a p oin t of comparison and represen ts the

original program with no mo di�cations. The upp er

half of T able 3 describ es the t yp es of errors that eac h

metho d is able to handle. Sp eci�cation and imple-

men tation errors refer to errors in standard library

functions. In particular, b y sp eci�cation errors w e

mean the set of functions kno wn to b e unsafe as

describ ed in Section 1; implemen tation errors refer

to the set of functions that are unsafe due to imple-

men tation errors. Kernel errors and user co de errors

1
The securit y attac ks are a v ailable from Crv's Securit y

Bugw are P age ( http://oliver.efri.hr/~crv/).

refer to implemen tati on errors in k ernel co de and

user co de, resp ectiv ely . The b ottom half of the ta-

ble describ es other c haracteristics. The p erformance

o v erhead includes only the run-time o v erhead. Time

sp en t during con�guration and compilation are not

included. The disk usage o v erhead is the extra disk

space required due to additional shared libraries, in-

creased executable binary �le sizes, and con�gura-

tion �les. The next to last ro w indicates whether

access to source co de of the defectiv e program is

needed. The ease of use considers the complexit y

and time requiremen t of h uman e�orts needed for

con�guration and compilation.

5 Libsafe

The fundamen tal observ ations forming the basis

of the libsafe library are the follo wing:

� Ov er
o wing a stac k v ariable|that is, inject-

ing the attac k co de in to a running pro cess|

do es not necessarily lead to a successful stac k

smashing attac k. The attac k m ust also div ert



char * memcpy(void *dest, const void *src, size_t n) {
   ...
}

char *strcpy(char dest, const char *src) {
   ...
}

char *strcpy(char *dest, const char *src) {
   // compute length of input string
   // compute upper bound of destination's buffer size
   // bounds check
   // call libc's memcpy()
   // return
}

void main() {
   char buffer[96];
   ...
   strcpy(buffer, large_string);
   return;
}

1
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overflow
to this
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prev. frame ptr

return addr
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Figure 4: Libsafe Con tainmen t of Bu�er Ov er
o w

the execution sequence of a pro cess to run the

attac k co de.

� Although bu�er o v er
o ws cannot b e stopp ed

in general, automatic and transparen t run-time

mec hanisms can prev en t the o v er
o w from cor-

rupting a return address and altering the con-

trol 
o w of a pro cess.

Refer to Figure 3(a) for an example. A t the time

strcpy() is called, the frame p oin ter (i.e., the ebp

register in the In tel Arc hitecture) will b e p oin ting to

a memory lo cation con taining the previous frame's

frame p oin ter. F urthermore, the frame p oin ter sep-

arates the stac k v ariables (lo cal to the curren t func-

tion) from the parameters passed to the function.

Con tin uing with the example of Figure 3(a), the

size of buffer and all other stac k v ariables resid-

ing on the top frame cannot extend b ey ond the

frame p oin ter|this is a safe upp er limit. A cor-

rect C program should nev er explicitly mo dify an y

stored frame p oin ters, nor should it explicitly mo d-

ify an y return addresses (lo cated next to the frame

p oin ters). W e use this kno wledge to detect and limit

stac k bu�er o v er
o ws. As a result, the attac k exe-

cuted b y calling the strcpy() can b e detected and

terminated b efore the return address is corrupted

(as in Figure 3(b)). In the case that a lo cal bu�er

on one of the previous stac k frames is accessed, then

frame p oin ters are tra v ersed up the stac k un til the

the righ t stac k frame is found, and then libsafe com-

putes the upp er b ound.

Libsafe implemen ts the ab o v e tec hnique. It is im-

plemen ted as a dynamically loadable library that

is preloaded with ev ery pro cess it needs to pro-

tect. The preloading injects the libsafe library b e-

t w een the program co de and the dynamically load-

able standard C library functions. The library can

then in tercept and b ounds-c hec k the argumen ts b e-

fore allo wing the standard C library functions to

execute. In particular, it in tercepts the unsafe func-

tions listed in T able 1 to pro vide the follo wing guar-

an tees:

� Correct programs will execute correctly , i.e., no

false p ositiv es.

� The frame p oin ters, and more imp ortan tly re-

turn addresses, can nev er b e o v erwritten b y an

in tercepted function|an o v er
o w that w ould

lead to o v erwriting the return address is alw a ys

detected.

Figure 4 illustrates the memory of a pro cess

that has b een link ed with the libsafe library , and

in particular, it sho ws the new implemen tatio n of

strcpy() in the libsafe library . Once the program

in v ok es strcpy(), the v ersion implemen ted in the

libsafe library gets executed|this is due to the or-

der in whic h the libraries w ere loaded. The libsafe

implemen tatio n of the strcpy() function �rst com-

putes the length of the source string and the upp er

b ound on the size of the destination bu�er (as ex-

plained ab o v e). It then v eri�es that the length of

the source string is less than the b ound on the des-



tination bu�er. If the v eri�cation succeeds, then the

strcpy() calls memcpy() (implemen ted in the stan-

dard C library) to p erform the op eration. Ho w ev er,

if the v eri�cation fails, strcpy() creates a syslog

en try and terminates the program. A similar ap-

proac h is applied to the other unsafe functions in

the standard C library .

The libsafe library has b een implem en ted on

Lin ux. It uses the preload feature of dynamically

loadable ELF libraries to automatically and trans-

paren tly load with pro cesses it needs to protect. In

essence, it can b e used in one of t w o w a ys: (1) b y

de�ning the en vironmen t v ariable LD PRELOAD, or

(2) b y listing the library in /etc/ld.so.preload.

The former approac h allo ws p er-pro cess con trol,

where as the latter approac h automatically loads

the libsafe library mac hine-wide.

The libsafe library do es not use an y Lin ux sp eci�c

feature of ELF; these ELF features are a v ailable for

man y other v ersions of Unix suc h as Solaris, and

ha v e b een used for other purp oses [1, 14 ]. F urther-

more, an alternativ e tec hnique with a similar feature

can b e used for Windo ws NT [2 , 12 ].

W e ha v e installed the libsafe library on a Lin ux

mac hine. The library is automatically loaded with

ev ery pro cess and transparen tly protects eac h pro-

cess from stac k smashing attac ks. The protected

applications include daemon pro cesses suc h as the

Apac he HTTP serv er, sendmail, and an NFS serv er,

as w ell as those started b y users suc h as the XF ree86

serv er, the Enligh tenmen t windo w manager, GNU

Emacs, Netscap e Na vigator, and Adob e Acrobat

Reader. W e ha v e used this mac hine for sev eral

mon ths and found the mac hine to b e stable and run-

ning without a noticeable p erformance hit.

6 Lib v erify

The lib v erify library implemen ts a return address

v eri�cation sc heme similar to that used in Stac k-

Guard.

Both metho ds protect return addresses on the

pro cess stac k b y sa ving canary v alues at the start

of a function and v erifying the canary v alue at the

end of the function to determine if an y bu�er o v er-


o w o ccurred. Ho w ev er, in con trast to Stac kGuard,

lib v erify requires no recompilation of source co de

and is therefore applicable to legacy programs. In-

stead, all co de for sa ving and v erifying canaries is

con tained in a sp ecial library . This library also con-

tains instrumen tation co de to link the canary co de

with the program. As with libsafe, the library is

activ ated b y sp ecifying it as part of the LD PRELOAD

en vironmen t v ariable or the /etc/ld.so.preload

�le.

Figure 5 sho ws the memory of a pro cess that has

b een link ed with lib v erify . Before the pro cess com-

mences execution, the library is link ed with the user

co de. As part of the link pro cedure, the init()

function in the library is executed. The init()

function con tains co de to instrumen t the pro cess

suc h that the canary v eri�cation co de in the library

will b e called for all functions in the user co de. The

instrumen tation includes the follo wing steps:

1. Determine the lo cation and size of the user

co de.

2. Determine the starting addresses of all func-

tions in the user co de.

3. F or eac h function

(a) Cop y the function to heap memory .

(b) Ov erwrite the �rst instruction of the

original function with a jump to the

wrapper entry function.

(c) Ov erwrite the return instruction of the

copied function with a jump to the

wrapper exit function.

The wrapper entry function sa v es a cop y of the

canary v alue on a canary stac k and then jumps to

the copied function. The wrapper exit function

v eri�es the curren t canary v alue with the canary

stac k. A canary stac k is needed to sa v e canary v al-

ues for nested function calls. If the canary v alue is

not found on the canary stac k, then the function

determines that a bu�er o v er
o w has o ccurred. In

that case, the wrapper exit function then calls the

die() function, whic h creates a syslog en try , prin ts

an error message to the standard error device, and

terminates. The die() function can also p erform

additional noti�cation and handling, suc h as send-

ing an email message or sh utting do wn the en tire

system.

In con trast to Stac kGuard, whic h generates ran-

dom n um b ers for use as canaries, lib v erify uses the

actual return address as the canary v alue for eac h

function. This simpli�es the binary instrumen tation

pro cedure b ecause no additional data is pushed on to

the stac k, whic h means that the relativ e o�sets to all

data within eac h stac k frame remain the same. Al-

though the return address can sometimes b e guessed
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wrapper_entry() {
   // store return address
   // jump to new_main
}

wrapper_exit() {
   // verify return address
   // return
}

void new_main() {
   char buffer[96];
   ...
   strcpy(buffer, large_string);
   // jump to wrapper_exit
}

void main() {
   char buffer[96];
   ...
   strcpy(buffer, large_string);
   return;
}

// jump to wrapper_entry

binary
rewrite
library

heap
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text
region

1

2

3
4

Figure 5: Memory Usage for lib v erify

b y an attac k er, con trol 
o w is still protected b e-

cause the actual v alue of an y return address is ex-

plicitly v eri�ed b efore execution of that return in-

struction. The canary stac k resides in heap memory .

The size is dynamically extended to accommo date a

large n um b er of sim ultaneous canaries. The canary

stac k itself is not protected against o v er
o w attac ks

in the curren t lib v erify implem en tation. Ho w ev er,

suc h protection can b e easily added b y using the

mprotect() function to designate the page immedi-

ately preceding the canary stac k as non-writable.

A di�cult y do es arise when a function p erforms

an absolute jump to an address within the same

function. As an example, this situation migh t o ccur

for some switch() statemen ts. Because w e cop y the

original function to heap memory and execute that

function from the copied v ersion, an absolute jump

in the copied function w ould force con trol 
o w to the

original function. T o handle this situation, w e o v er-

write the original function with trap instructions. If

con trol is forced to the original function, the trap is

activ ated, and a trap handler returns con trol 
o w

bac k to the copied function.

7 Exp erime n ts

The libsafe and lib v erify libraries are e�ectiv e in

detecting and defeating stac k smashing attac ks. Ex-

tra co de is needed to p erform this detection, and

that extra co de incurs a p erformance o v erhead. In

Application Size (Bytes) Initialization

time ( �s)

quicksort 27330 13032

imapd 1305379 67491

tar 418283 40334

xv 1242686 195205

T able 4: The Initialization Elapsed Times for lib-

v erify Library

this section w e quan tify the p erformance o v erhead

asso ciated with use of these libraries. Section 7.1 de-

scrib es the o v erheads asso ciated with micro b enc h-

marks to illustrate the range of p ossible o v erheads.

Section 7.2 giv es p erformance data for a selected set

of actual applications.

All exp erimen ts w ere conducted on a 400 MHz

P en tium I I mac hine with 128 MB of memory run-

ning RedHat Lin ux v ersion 6.0. Our libraries and

all programs in Sections 7.1 and 7.2 w ere compiled

(and optimized using -O2) with GCC compiler v er-

sion 2.91.66.

7.1 Micro Benchmarks

As the part of the link pro cedure, lib v erify ex-

ecutes its initialization section, the init() func-

tion), as describ ed in Section 6. This initializa-

tion section �rst reads, then copies and mo di�es



the en tire instruction sequence of the application.

T able 4 presen ts the initialization times of lib v erify

with four commonly used applications: quicksort

(a fast sorting program), imapd (an In ternet Mes-

sage Access Proto col serv er), tar (an arc hiving util-

it y), and xv (an in teractiv e image displa y er for the

X Windo w System). The n um b ers in T able 4 repre-

sen t the start-up o v erhead asso ciated with lib v erify .

This o v erhead dep ends on the size and complexit y

of the program lib v erify is instrumen ting. As the

n um b ers indicate, the start-up o v erhead tak es ap-

pro ximately 50 � 160 milliseconds p er Megab yte.

Libsafe do es not require an initialization section.

Ho w ev er, the �rst time eac h libsafe function is acti-

v ated, the initialization of that particular function

mak es a dlsym() call for eac h lib c function that is

called from that libsafe function. Because the lib-

safe function has the same name as the corresp ond-

ing lib c v ersion, the dlsym() call is needed to ob-

tain a p oin ter to the lib c function. Eac h dlsym()

call requires 1.26 �s. The in terception and redirec-

tion of a C library function consists of an additional

user-lev el function call, whic h appro ximately adds

0.04 �s of o v erhead.
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Figure 6: P erformance of Libsafe F unctions

T o quan tify the p erformance o v erhead of the lib-

safe library w e measured the execution times of �v e

unsafe C library functions and compared the results

with our \safe" v ersions. The results are depicted in

Figure 6. Rep orted times are \w all clo c k" elapsed

times as rep orted b y gettimeofday(). An in terest-

ing observ ation is that the libsafe v ersions of sev eral

functions outp erform the original v ersions. This is

a rep eatable b eha vior, and w e ha v e observ ed con-

sisten t �ndings on di�eren t mac hines and op erating

system v ersions. This e�ect is due b oth to lo w-lev el

optimizations and the fact that libsafe's implemen-

tation of most functions is di�eren t than those of

C library . F or example, consider the p erformance

of the getwd() and sprintf() functions. Our lib-

safe library replaces these functions with equiv a-

len t safe v ersions. In particular, getwd() is re-

placed with getcwd() and sprintf() is replaced

with snprintf(); on Lin ux, the safe v ersions exe-

cute faster.

The �gure also sho ws that the libsafe library

can slo w do wn the string op erations strcpy() and

strcat() b y as m uc h as 0.5 �s p er function call.

Ho w ev er, as the string size increases, the absolute

o v erhead decreases b ecause the execution time of

the safe v ersions increases more slo wly than that

for the unsafe v ersions. In fact, the safe v ersion of

strcat() used with strings longer than 256 b ytes

is actually faster than the unsafe v ersion! This is

an example of ho w using a di�eren t implemen tation

(e.g., using memcpy() to cop y a string) can outp er-

form the standard implemen tation for certain cases.

The slo wdo wn e�ect of strcpy() is observ ed in

the realpath() exp erimen t. When a program calls

realpath(), the libsafe library calls realpath()

but stores the result in a bu�er in its o wn memory

region. It then uses strcpy() to cop y the result to

the �nal destination. As Figure 6 sho ws the slo w-

do wn e�ect of strcpy() on realpath() is less than

0.05 �s.

7.2 Application Benchmarks

Since w e prop ose that the libraries are b est used

on a mac hine-wide bases to protect against y et un-

kno wn attac ks, their p erformance impact is imp or-

tan t for all commonly used application. W e used

four real-w orld applications to illustrate the p er-

formance o v erhead of our libraries. The applica-

tions are quicksort (a CPU-b ound program) or-

dering 1 ; 000 ; 000 in tegers, imapd (a net w ork-b ound

program) transmitting 100 email messages of size 2

kilob yte eac h, tar (an I/O-b ound program) arc hiv-

ing 5 Megab ytes of data, and xv (a CPU and video-

b ound program) displa ying a 1 :2 Megab yte image.

Figure 7 sho ws the execution time for eac h of these

applications (1) unmo di�ed and without an y secu-

rit y measure, (2) using the libsafe library , (3) using

the lib v erify library , and (4) compiled with Stac k-

Guard.

The execution times are based on 100 runs and

are giv en in seconds, with asso ciated 95% con�dence

in terv als. Rep orted times are elapsed times as re-

p orted b y /bin/time, and include the extra initial-



ization time required b y lib v erify .
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dence in terv als) of Sample Applications

Figure 7 sho ws that the o v erheads asso ciated with

all detection metho ds are reasonable (i.e., less than

15% for these applications). Libsafe is the most ef-

�cien t metho d b ecause only the unsafe library func-

tions are in tercepted.

Lib v erify incurs a greater o v erhead than the lib-

safe b ecause all user functions are v eri�ed. F or most

of the applications, the o v erhead is similar to that

for Stac kGuard b ecause the same n um b er of func-

tions is v eri�ed. F or xv, the need to handle a large

n um b er of traps (as describ ed in Section 6) increases

the o v erhead. The o v erall application test results

are encouraging, particularly with libsafe. W e ha v e

installed and used libsafe on one of our o wn ma-

c hines, and ha v e found that the o v erhead is not no-

ticeable in practice.

8 Conclusions

W e ha v e describ ed t w o complemen tary metho ds

for foiling stac k smashing attac ks that rely on cor-

rupting the return address, and implemen ted these

metho ds as dynamically loaded libraries called lib-

safe and lib v erify .

An in teresting �nding is the p erformance of lib-

safe. W e an ticipated a lo w p erformance o v erhead

at the onset of the pro ject. W e w ere happily sur-

prised to �nd ho w little this o v erhead is in practice.

Because of lo w-lev el optimizations and b ecause lib-

safe's implem en tation of most functions is di�eren t

than those of C library , for some applications w e ac-

tually observ ed a sp eedup. This is encouraging since

it indicates the viabilit y of this approac h. F urther-

more, the elegance and simplicit y of instrumen ting

the standard C library led to a stable implemen ta-

tion.

The implemen tation of lib v erify ga v e us quite

a c hallenge. Our initial goal in re-writing binary

instruction streams w as to insert the minim um

amoun t of co de at b eginning of eac h function to

div ert the execution con trol to the wrapper entry,

and similarly , to insert the minim al co de at the end

of the function to execute wrapper exit b efore re-

turning to the caller. Ho w ev er on the In tel Arc hi-

tecture, w e could not �t the required instructions

at the end of eac h function. Hence, w e settled with

cop ying the en tire function to the heap where space

w as not a limitati on. Relo cating functions from the

text region to the heap ga v e rise to the problems w e

encoun tered with absolute jumps (as discussed in

Section 6). F urthermore, it doubled the co de space

required for eac h pro cess. W e b eliev e this approac h

to v erifying return addresses is w ell suited for RISC

arc hitectures suc h as the Alpha or SP AR C where

the instructions are all the same size.

W e b eliev e that the stabilit y , minim al p erfor-

mance o v erhead, and ease of use (i.e., no mo di�-

cation or recompilation of source co de) of the t w o

libraries mak es them an attractiv e �rst line of de-

fense against stac k smashing attac ks. It is generally

accepted that the b est solution to bu�er o v er
o w at-

tac ks is to �x the original defects in the programs.

Ho w ev er, �xing the defects requires kno wing that

a particular program is defectiv e. The true b ene�t

of using libsafe and lib v erify is protection against

attac ks on programs that are not y et kno wn to b e

vulnerable.
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