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Abstract

While extant for decades in the industrial sector, radio frequency identification (RFID) technology is increasingly
being incorporated into everyday products and objects. This growing ubiquity brings with it security and privacy
concerns for end users due to implementations that fail to adequately protect personal or identifiable data stored on
RF transponders, as well as RFID’s inherently stealthy broadcasting capabilities. Accordingly, taking effective
measures to mitigate the risk of undesirable data transmission requires understanding what RFID is and how RF
transmissions work. In our exploratory research, we attempt to elicit user mental models of RFID technology by
interviewing users of three existing implementations of consumer-focused RFID technology: RF-enabled credit
cards, transit passes, and the U.S. e-Passport. We explore user comprehension of RFID technology generally and
these implementations specifically to gain an understanding of how end users conceptualize RFID and its risks. We
found in this initial inquiry that our subjects generally lacked a mental model of how RFID functions, and in turn did

not understand risks posed by RFID implementations or how to mitigate them.

1. Background

RFID is a promiscuous technology: in its most basic
implementation, an RF tag will transmit its stored data
to any reader operating at its corresponding frequency.
It is also a ubiquitous technology, imbuing everyday
objects with “always on” computational and communi-
cation capabilities, though it is not yet ubiquitously
deployed in the U.S. While the applications for “basic”
tags are typically object tracking, such as inventory
control, the possible linkage between a static identifier
and an individual person raises privacy concerns, such
as the tracking of individuals though public space. Con-
tactless smart cards, a passive RF technology operating
at 13.56Mhz with a general read range of around four to
six inches, have far more computational power and
storage capacity than simple RFID tags, including en-
cryption capability. Contactless smart cards are gener-
ally (but not always) used in RF applications that re-
quire reader authentication and the secure storage of
data. The applications we explore in this paper — credit
cards, transit passes, and e-Passports — incorporate con-
tactless smart card chips, though not all use smart
cards’ authentication and cryptographic abilities.

Due to the diversity of possible RFID deploy-
ments, assessing RFID’s security and privacy risks re-

quires a case-by-case analysis, dependent on the type of
RFID used, the information stored on the chip, and the
context in which the implementation is deployed. In
this work, we focus on applications of RFID that store
an end user’s financial or personally identifiable infor-
mation. We are interested in these implementations
because unlike an RF tag attached to or embedded in a
consumer product, ensuring the integrity of the data
stored on an identity document or credit card is typi-
cally of concern to its owner since a breach of this data
can have negative personal consequences, such as fi-
nancial fraud or identity theft. Furthermore, there is a
strong likelihood that the object will be used in a public
space, increasing the opportunity that the RF chip could
be read (or “skimmed”) by an unauthorized party since,
unlike traditional credit cards or passports, these objects
can be read without the knowledge or consent of the
user. Finally, because these are objects that the subjects
already possess and use, establishing the context for our
research presumably makes more sense to our subjects
than investigating abstract concepts, particularly when
talking to subjects with little or no knowledge about
RFID.

It is possible to create secure implementations of RF
technology using contactless smart card chips, though
at this stage in RFID development not all companies or
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agencies choose to do so. While there have been efforts
to address security and privacy issues at the chip design
level [Floerkemeier, Hachman], these efforts have yet
to gain momentum, and thus users often bear some or
all of the burden of mitigating privacy and security
threats. For example, Heydt-Benjamin et al. [Heydt-
Benjamin] discovered in 2006 that credit card issuers
were not encrypting data stored on RF-enabled credit
cards. The original proposal for the U.S. e-Passport had
no security features in place to protect the passport
holder’s personal data. While the Department of State,
in response to public criticism, incorporated both a
Faraday cage and weak encryption (Basic Access Con-
trol) into the final e-Passport design, as of 2008 it ap-
pears credit card issuers continue to store credit card
information in the clear. One can speculate that this
choice is based in part upon the fact that despite adher-
ing to the ISO 14443 standard, the data can only be
accessed by readers using compatible software.! This
“security through obscurity” approach is only viable as
long as compliant readers or software are not obtained
or hacked by malicious parties | a likely risk, in part,
because payment systems are widely deployed by re-
tailers of varying trustworthiness.

In contrast to credit cards, the transit agency pass we
examined, the Bay Area Rapid Transit (BART) EZ-
Rider pass, encrypts the data stored on their passes. As
BART is a self-contained agency, managing their own
readers and encryption keys is relatively possible; it is
the complexity brought on by interoperability and key
management that was stated as one of the most com-
mon reasons why the new U.S. passports were not us-
ing public key encryption [Kuchinskas]. In public im-
plementations requiring large-scale interoperability,
such as the new Department of Homeland Security
PASS card and state issued enhanced driver’s licenses,
no anti-skimming protections will be deployed. Instead,
the only data stored on the chip will be a static identi-
fier linked to the cardholder’s record in DHS databases,
a design DHS considers to be protective of card holder
privacy [DOS]. For those concerned with the thirty-foot
read range of the UHF tags used in these cards, DHS
will provide a Faraday shield for use with the card,

! This underscores a confounding issue in the RFID field
today B while chips may conform to an ISO standard,
the operating system software on the chip itself is pro-
prietary, and thus chips and readers produced by differ-
ent manufacturers may not interoperate. Purchasing an
ISO 14443 compliant RFID reader in no way guarantees
that you will be able to read a 14443 compliant chip.

2 Heydt-Benjamin et al. were able to purchase a com-
patible credit card reader on eBay.

placing the burden of preventing uninitiated reads on
the individual cardholder.

In our work, we aim to examine assumptions regarding
end user comprehension and risk. For instance, what are
end users’ mental models of how RFID systems work,
and how do they compare to the actual functioning of
these systems? Do they understand that tags and chips
can often be read without their knowledge, and the
steps they would need to take to mitigate skimming
risks? How do their mental models affect their ability to
make risk assessments about potential security or pri-
vacy threats? These questions present different chal-
lenges with ubiquitous technologies than with software,
primarily because unlike software, where the tool for
communicating with the user is the visual interface,
RFID effectively has no user interface; both legitimate
and illegitimate transactions can occur with no signal-
ing of any kind to the user. To confound matters, with
the applications we examine, the RF component has
been laid atop a pre-existing form factor where a physi-
cal action on the part of the end user was previously
required to share the information stored on the object.
With the addition of RFID, the same actions can be
accomplished without physical contact, or indeed con-
ceivably without any action on the part of the user at
all. These changes force users to reconceptualize how
these objects “work,” violating established norms of
information flow, an example of what Nissenbaum calls
“contextual integrity” [Nissenbaum]. Because users can
unwittingly transmit information without having taken
direct action on their part,3 having a basic understand-
ing of how RFID works (or being notified about this
potential risk) is necessary in deciding whether or not to
modify this risk to their privacy. As our initial examina-
tion discovered, users rely upon understandings of
RFID that are often incorrect or based upon similar but
not directly comparable technologies, and thus do not
understand both the risks and how to mitigate those
risks.

2. Related Work

To date, there is little published work investigating
RFID and usable security. As ubiquitous technologies
are still in their infancy, most extant work in usable
security focuses on user interface and interaction design
for software systems, although several researchers have
developed frameworks to account for security and pri-

3 Sophisticated malware today can find its way on to a
userOs computer without the user realizing they took
some precipitating action, but the user still generally had
to take some action, such as clicking a link, to initialize
the download.



vacy issues in ubiquitous systems. Bellotti [Bellotti]
introduced privacy principles for ubiquitous systems in
1993, focusing on the feedback given to the user and
the user’s control over the capture of data, what is done
with the data once in the system, the user’s ability to
access and correct that data, and the purpose for ubiqui-
tous data collection itself. More recently, Langheinrich
[Langheinrich] proposed a set of privacy aware design
principles for ubiquitous systems that draw upon the
Organization for Economic Co-operation and Devel-
opment’s Fair Information Practices [OECD], targeting
notice, choice and consent, and the need for security,
among others. Expecting ubiquitous technology to be
invisible to the user, Dourish [Dourish] has suggested
reframing security for ubiquitous computing environ-
ments from the user’s point of view instead of the de-
signer’s, to express security “not as mathematically
grounded cryptographic concepts, but in terms that fit
users’ activities and needs at the time,” in order to make
them visible and comprehensible to the user. Kuo et al.
[Kuo] used this approach in their study of the usability
of configuration interfaces for wireless networking
equipment, examining users’ mental models of wireless
networks, comparing them to the system or experts’
model, and identifying areas where the two models
were in conflict.

In reviewing the literature, the yet-to-be developed
ubiquitous systems these various authors are envision-
ing, such as smart homes or ambient sensing devices,
are implied through many of the principles they offer.
However, the implementations of RFID we examine
here bear little resemblance to these visionary systems
and either cannot or choose not to adhere to these de-
sign principles. This is likely because they are generally
primitive, first-generation systems, or as discussed in
[Meingast], due to a lack of interest in or ability to as-
sess the user’s mental model of the system and map it
to the deployment model to ensure usability. This is
particularly a problem with systems designed by public
agencies, which may not have the same incentives as
the private sector or the expertise necessary to deploy
user-centered design.

Due to length restrictions a comprehensive review of
each system against these principles is outside our
scope here, but in brief summary, the predominate sys-
tem model we observed consists of an opaque, one-way
flow of information (from chip to reader to system)
with no opportunity for user querying or configuration,
as well as a general invisibility into the inner workings
of the system. This is typically compounded by a lack
of educational information provided to users about how
these systems operate, as well as any admission of pos-

sible risk and how to mitigate it. While the level of
technical sophistication required to build the ideal set of
privacy and security tools that would allow visibility to
comprehend what is taking place is not possible in these
systems presently, the consequences are that in systems
where privacy and security controls are lax or lacking,
users typically won’t understand enough about how RF
systems work in order to modify these risks, particu-
larly when, as we discovered, users have significantly
differing mental models of how these systems work
than they actually do.

3. Methods

In this first phase of our project, following an approach
outlined by Morgan et al. [Morgan], we conducted a
series of exploratory qualitative interviews, structured
to elicit subjects’ mental models of radio communica-
tion generally, and of existing implementations of RFID
technology specifically. The analysis of mental models
is well established in usability research, and is appro-
priate for ascertaining users’ understanding of their
tools and those tools’ vulnerabilities.

Building on theory developed by Craik [Craik], John-
son-Laird argues in [Johnson-Laird 1983] and [John-
son-Laird 1989] that mental models are a central feature
of cognition and comprehension. Norman has famously
applied this theory to system design and usability, de-
scribing the critical features of useful models [Norman],
in addition to advocating comparison of users’ models
to expert models of systems. Morgan et al. [Morgan]
have applied mental models to the study of risk com-
munications in an effort to create “public-centered” risk
information, a concept easily applicable to usable secu-
rity. With respect to RFID specifically, [Makela] and
[Poole] have used a mental models approach to explore
user comprehension.

As a preliminary stage in developing our interview pro-
tocol, we recruited nine subjects to meet distinct cases
outlined by two three-state criteria: general technical
familiarity (novice, intermediate, advanced) and pos-
session of particular RFID devices (transit card, credit
card, and e-Passport). Subjects completed a short base-
line survey (Appendix I) regarding their use and famili-
arity with various wireless technologies. A subject’s
responses then served as the starting point for a semi-
structured interview in which the subject described
when and how he/she used a particular device. The in-
terview protocol was designed to probe for the rationale
and reasoning behind the users’ actions, as well as for
their perceptions of the benefits and costs of using
RFID-enabled devices. Near the completion of the in-
terview, subjects were given or shown communication



materials produced by the issuer (e.g. a pamphlet, web-
page, or online movie providing an overview of how to
use the object) and then asked to explain if the material
aided their understanding of the object’s operation in
any way.

As Norman [Norman] and others have cautioned about
difficulties with the elicitation of mental models, we
tested several inductive approaches focused on actual
use cases, usage scenarios, and comparison to other
technologies. Rather than immediately ask subjects
directly to describe the workings of the devices they
had used, we focused on use cases, inferring and elicit-
ing subjects’ assumptions and mental models based on
their described actions. Subjects were also encouraged
to draw comparisons to other RF-based devices, in the
hopes that those comparisons would further expose
their understanding their RFID-enabled devices. We did
not assume any prior knowledge of RFID on the part of
the subjects, but did require that each had used at least
one of the required devices.

Building on the principles noted in the previous section,
we developed the following framework of “security”
and “privacy” to provide consistency to our interview
process. In considering the context in which these ob-
jects are used, a secure implementation from a user’s
perspective would be one where the data on the chip
were protected from unauthorized access or alteration,
and where reader—chip communication was encrypted
and not subject to eavesdropping. An implementation
that protects individual privacy would not allow the
chip to be queried without user’s consent and knowl-
edge; data broadcast by the chip should not allow a
third party to track or infer information about the user
(e.g. a static identifier that could be associated with that
user); and the object would make available (or be easily
used with) a physical shield to prevent all RF commu-
nication without explicit consent of user.

4. Initial Findings and Analysis

Common themes in subjects’ perceptions of the benefits
of RFID devices were ease of access to physically re-
stricted areas, speed, and convenience. Even subjects
who were not interviewed about their use of toll tags
often volunteered them (FasTrak, EZPass) as a baseline
for comparison, noting expectations of special treat-
ment (such as dedicated queues) and faster transactions.
Metaphorical comparisons to more familiar RF-based
technologies (such as garage door openers) proved use-
ful in eliciting subjects’ perceptions of RFID.

Our survey results showed a remarkable disjunction in
subjects’ comfort levels with various usage scenarios.

While subjects across levels of technical familiarity
were generally comfortable using RFID technology for
applications they perceived as either having a single-
purpose or limited in the type or amount of data shared,
such as home/office entry or toll collection systems,
subjects were more wary of applications that had multi-
ple purposes or that involved personal or financial data.
Whether this is related to perceived sensitivity of the
data stored on the latter devices or an indication that
users’ mental models include notions about where the
use of wireless communication is appropriate will be a
critical question for the next phase of our investigation.

While our advanced subjects understood how RF read-
ers and chips communicate and were aware that radio
signals could be blocked, our novice and intermediate
subjects with little or no grasp of radio communications
generally could not explain how RF functioned
(“magic” and “witchcraft” were explanations suggested
by novices). While most novices and intermediates
were aware of circumstances when RF products had
difficulty in transmitting or functioning, none had a
systematic understanding as to what factors could affect
this. When attempting to explain how RF worked, nov-
ices and intermediates tended to make comparisons to
optical scan technologies with similar use cases, such as
bar codes, than to more technically similar radio broad-
cast technologies with the expectation that a chip had to
be in visual line-of-sight proximity to a reader. This
notion is contradictory to the omnidirectional way in
which radio signals are typically broadcast, a subtle
distinction that may have implications for design and
security. Finally, several subjects expressed the hope
and/or assumption that RFID chips were reader-
specific, and were not aware of formal communication
standards.

All subjects were accustomed to visible or audible feed-
back upon their RFID-enabled devices being read, and
indeed universally expected it. Most were not aware
that reading was possible from distances greater than a
few inches, nor that chips could be read without visual
or audio feedback, or for that matter, without their
consent or knowledge. This finding, coupled with the
lack of understanding of RFID’s ‘always-on’ broad-
casting, is something we intend to explore in more
depth in the next phase of our project. Recognizing
these features is crucial to users’ taking steps to miti-
gate risk, particularly when physical shielding is re-
quired to block RF transmissions.

Subjects were generally unaware whether or not any
security measures were in place for the objects we ex-
amined. This is understandable: in reviewing online



(and offline, when available) documentation for each of
these objects, with the exception of the e-Passport none
discussed any security measures or any potential risk.
In the case of the e-Passport, this communication was
poorly made; when presented with an official e-
Passport brochure describing the passport’s security
features, upon review subjects were generally unable
able to ascertain what risks were present or what secu-
rity measures were in place.4

Finally, subjects were unaware of what data was stored
on each object, often assuming far more (such as a so-
cial security number and home address on the credit
card) than was actually stored. Again, this was under-
standable, since the vendors did not publish this infor-
mation in their public communications materials. Lack
of knowledge about what data was stored on each ob-
ject made it difficult for subjects to accurately assess
risks, their comfort level with risk, and contributed to a
lack of transparency that in turn obfuscated subjects’
mental models.

5. Future Work

In this exploratory phase we discovered that intermedi-
ate and novice subjects, lacking an understanding of
how RFID functions, generally rely upon their experi-
ences with optical scan technologies to reconcile their
(mis)understandings of RFID. While subjects over-
whelmingly associate RFID with creating efficient,
friction-free transactions, their level of comfort with
these uses was reliant upon the sensitivity of the infor-
mation and the context of its use. Subjects of all experi-
ence levels expected visual or audio feedback when an
RFID chip was read, and nearly all of our subjects were
unaware that RFID readers could operate without pro-
viding them feedback. While we were not surprised to
find that most subjects had a minimal or factually incor-
rect understanding of RFID’s potential security risks, of
particular concern is the reliance upon a mental model
based upon optical line-of-sight technology; failing to
understand the omnidirectionality of RF communica-
tion may lead users to miscalculate their level of risk, in
particular with implementations that require direct ac-
tion, such as shielding, on the part of the user to prevent
RF transmissions.

“ Notably, most subjects never received the printed bro-
chure with their passport, or they failed to read it. The
information presented on the brochure differs than that
available on the Department of State website where a
clearer description of security measures and threats are
available at
http://travel.state.gov/passport/eppt/eppt_2788.html.

We plan to continue this study in 2008 with a larger
number of subjects by refining our protocol and nar-
rowing our focus to the two devices in which RFID was
introduced onto an existing form factor: e-Passports and
credit cards. Our exploratory work revealed one weak-
ness in our protocol: novices struggled with some of
our questions and thus it became clear we needed to
adjust the phrasing to make novices more comfortable
with discussing technology they knew little about. We
also plan to remove transit cards from our study for
both practical reasons (i.e. to reduce complexity and
because they are not yet in widespread use in the Bay
Area) and because the cards do not store personal in-
formation about the card holder, and thus are not as
directly comparable to the other two devices we exam-
ine. Due to the growing number of credit cards and
passports in circulation, as well as planned initiatives in
2008 by the Department of Homeland Security and
several U.S. states to incorporate RF chips into passport
“cards” and driver’s licenses, gaining a clearer under-
standing of users’ mental models of and concerns with
the use of RF in identity documents and payment cards
is imperative to ensure secure, privacy-protecting, and
user-friendly implementations of RFID [Federal Regis-
ter].
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Appendix | BUser Survey

UC Berkeley Technology Stdy

Thank you for participating in our research study! Before we get started, we'd like to take a few
minutes to ask you some questions about your familiarity with different wireless technologies.
Your answers will be kept confidential. Unless otherwise indicated, please circle your responses.
After you have completed this survey, we will review your answers with you.

Remember that we are interested in your opinion — there are no right or wrong answers.

1. In general, how would you rate your anderstanding of technological products?

Little to no Moderate Advanced
understanding understanding understanding

2. Below is a list of different types of prducts that use wireless technology.
For each product, please indicate:
1 - I've used this product befoe, and | understand how the technology works.
2 - I've used this product before, and | sort of understand how the technology works.
3 - I've used this product before, and | have no understanding of hotie technology works.
4 - I've never used thisproduct before.

Have used| Have used and Have used ang
and sort of under- | have no unde-

Product understand stand standing HavenOt use
Garage door opener 1 2 3 4
Keyless entry remote for car 1 2 3 4
Keyless entry ID card or badge 1 2 3 4
FasTrak toll trasponder 1 2 3 4
Cqm_puter using wireless intern 1 5 3 4
(wi-fi)
Mobile phone 1 2
GPS unit (handheld or car) 1 2
ID chip implanted in your pet 1 2 3 4

3. Have you heard of the term Osmart cardO before?  Yes No
4. Do you own any smart cards? Yes No Don’t know
5. Have you heard of the term ORFIDOefore? Yes No

6. To the best of your knowledge, do you own
any products that contain RFID? Yes No Don’t know



If yes, please list:

7. Please rate your personal understanding of how RFID thoology functions:

Little to no Moderate Advanced
understanding understanding understanding

8. What is your general impression of RFID?

Negative Somewhat Neutral Somewhat Positive
negative positive

9. Please rate your comfort level with the fédbwing scenarios:
A. Using a keyless/contactless device to gain access to your home:

Very Somewhat Neutral Somewhat Very Don’t
uncomfortable uncomfortable comfortable comfortable know

B. Traveling with a prepaid contadless transit pass:

Very Somewhat Neutral Somewhat Very Don’t
uncomfortable uncomfortable comfortable comfortable know

C. Making a purchase using an cotactless credit card:

Very Somewhat Neutral Somewhat Very Don’t
uncomfortable uncomfortable comfortable comfortable know

D. Traveling with a contadless/electronic passport (Othe newpassportO):

Very Somewhat Neutral Somewhat Very Don’t
uncomfortable uncomfortable comfortable comfortable know

Thanks! Before you finish, can you please:

10. Tell us your gender:

Male Female Decline to state

11. Tell us your age:
Under 18 18-24 25-34 35-44 45-54 55-64 65 and over Decline to state

Thank you for your time!



