


Table 7: Performance comparison of our algorithm with the server history algorithm presented in [12].

MTAs that sent 10 or more mails MTAs that sent less than 10 mails All MTAs
server history only | our algorithm | server history only | our algorithm | server history only | our algorithm
good 85.94% 95.39% 33.49% 35.37% 80.40% 90.10%
junk 87.43% 77.09% 99.04% 98.29% 93.49% 89.14%
average 86.42% 86.71% 92.34% 92.85% 89.39% 89.79%

Algorithm 1 Our algorithm.

if no history information available for M; then {// case 1}
if no domain history information available for D; then
if M;’s reverse DNS lookup failed then
P; = 0.0 {// mail is junk}

else
P; = 1.0 {// mail is good}
end if
else
P; = v+ GMP(D;) {/l  allows tuning}
end if

elseif 0.4 < GMP(M;) < 0.6 then {// case 2}
if the previous mail from M; was good then
P;=1.0
else {// consider weighted average of server and domain
histories }
if AD; > e then {// consider days server is active for}
P; = XA« P; {// X allows tuning}
else if SD; > 7 then {// consider number of servers
per domain}
P; =6 % P; {// 6 allows tuning}
end if
end if
else {// case 3}
if TM; < p then {// consider weighted average if total
mails from this server < p}
P, =axGMP(M;)+ 8« GMP(D;)
else {// otherwise only consider server history }
P, = GMP(M;)
end if
end if

log. The tunable parameters -, «, 3, A, and § are chosen
to be 0.7, 0.3, 0.7, 1.3, and 0.8 respectively. These are
chosen to maximize the accuracy of prediction of good
mails over junk mails, while ensuring that the overall
prediction accuracy across all types of mails is not com-
promised. The latter is important to ensure that the spam
filters do not end up dealing with much junk mail while
processing the good mails.

Table 7 and Figure 6 show the accuracies of predic-
tion resulting from our algorithm and compares it to
the server history information algorithm used in [12].
Though we set the above mentioned parameters using the

log, we do not explicitly use a training phase for either of
the algorithms and instead evaluate their effectiveness as
sending information becomes available. We show three
view points in Table 7, 1) aggregate accuracies across all
types of MTAs, 2) accuracies for MTAs that sent 10 or
more emails, and 3) accuracies for MTAs that sent less
than 10 emails. Figure 6 shows only the second view
of point. Overall, our algorithm substantially outper-
forms the server history algorithm in prioritizing good
emails for all MTAs, and for MTAs that sent 10 or more
emails. In all other categories, we perform at least as
well. In comparison, Return Path?, a company that mon-
itors email performance for online marketers, estimates
that current spam filters misclassify nearly 19 percent of
good email as spam.
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Figure 6: Comparison of prediction accuracy of our al-

gorithm with algorithm presented in [12] as number of

SMTP connections increases (for MTAs with greater

than or equal to 10 SMTP connections).

4 Concluding Remarks

We have shown that the combination of token-based au-
thentication and history-based prediction can help in de-
livering good mails to their recipients much faster than
spam filtering alone. We believe that our history-based
prediction algorithm does as best as an algorithm can do.
The reason for this is that some MTAs (39% in our data)
consistently sent both types of mails. These appear to
be MTAs like hotmail.com that serve users with varying
intentions, perhaps including spammers.
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Notes

Mail servers using greylisting temporarily reject any email from
senders that they do not recognize under the assumption that legitimate
mail servers will retry later.

2 An example of such a field is the message identifier put by the mail
server in the Message-ID field of the email header. This field is copied
into the In-Reply-To field in the replies to this message by most mail
clients.

3http://www.returnpath.net.
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