


traffic and pushing the filtering decisions to the network.
In addition, we do not require per-flow state lowering the
complexity and cost of implementation.

6 Summary

DDoS flooding attacks that target the victim’s incoming
bandwidth are particularly difficult to contain since the
victim cannot directly control the utilization of its in-
coming link. Several solutions have been proposed both
in the industry and research community to tackle this
problem. However, these solutions are either inaccurate,
ineffective against low-bandwidth floods, impossible to
incrementally deploy or require expensive state mainte-
nance.

In this paper, we proposed a simple approach for flood
protection that directly addresses the drawbacks of ex-
isting mechanism. Our approach builds on current sig-
naling mechanisms (TCP’s three-way handshake), past
work on network capabilities, and Internet trust relation-
ships (ISP customer-provider relationships).

We outlined flow cookies, a simple, backwards-
compatible, point-deployable, network-level protection
mechanism that can offer high protection bandwidth to
public web servers. Flow cookies helps public web
servers implement flexible traffic policies at high band-
width network locations with minimal additional support
from the network.

We argued that the protection offered by flow cookies
can be enhanced by deploying flow cookie boxes among
ISPs that have a direct or indirect economic relationship
with the web server. Such ISPs are said to lie in the web-
server’s region of trust. We presented a simple BGP-
based mechanism to coordinate handshake and filtering
activities among multiple such boxes. We study several
interesting properties of trust regions in the Internet to-
day.
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