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Acquire evidence quickly, aCcCu rately,

and ON-Scene.
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Forensic Triage:
Acquire evidence quickly, aCcCu rately,

and ON-Scene.

> Done before a full examination
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Phones record our lives.
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Phones contain evidence.
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Option |:
Browsing

Option 2:
Commercial tools
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Option |:
Browsing

Drawbacks
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Option |:
Browsing

Drawbacks

> May not be possible
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Option |:
Browsing

Drawbacks

> May not be possible
> Modifies the phone
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Option |:
Browsing

Drawbacks

> May not be possible
> Modifies the phone

> Misses important information
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Drawbacks

> Cost Prohibitive
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Option 2:
Commercial Tools

Drawbacks

> Cost Prohibitive

> Does not support all phones
> misses important information!
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> Extracts information directly from storage
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Advantages

> Extracts information directly from storage

> File system and OS agnostic
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Option 3:
DECODE

Advantages

> Extracts information directly from storage

> File system and OS agnostic
> Quick ( < 20 minutes )
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QGE
| Raw
“=% Storage

DW Component I:
=D Block Hash Filtering

A4

Records

Process:

> Divide storage into blocks

> Compare block hash to library
> Filter duplicates
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Evaluation: BHF

—
D
-

o o
o O —
|

o o
o~
]

© oo
W A~ O,
I

o
- N
1

ARy +AVerage

|

1

—

—

Fraction of Bytes Filtered Out

0 "
256 512 1024

2048

4096

8192 16384 32768

Block Size (Bytes) (logscale)

riwalls@cs.umass.edu

24

.

10.9

0.8
0.7

10.6

0.5
0.4
0.3
0.2
0.1
0

forensics.umass.edu


mailto:rjwalls@cs.umass.edu
mailto:rjwalls@cs.umass.edu

BHF

Evaluation

©

o | |

S | I

8

= | E i

v

>

S s

O

o [

Q

[

S [

A ear e—

o

o [

H e

)

° [

=

3 | N |

)

Q

< |

m -

(O

S [

&

- [

O

S [

=

Q | el

c [

T

(Vs pe )L

< [

by

2 [

O

Q

B g Rt

S [

-

(4]

2 [

E

2 =

(g}

3 | -

O

O

w_ |

m_Hl

Q

o
¥ ¥ ¥ ¥ X w
(-] o o o D G
nlu o0 W < (o

paJaj|i4 ejeq jo adejuadiad

25 forensics.umass.edu

riwalls@cs.umass.edu


mailto:rjwalls@cs.umass.edu
mailto:rjwalls@cs.umass.edu

BHF
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DW Component I:
=D Block Hash Filtering

A4

Records

Evaluation Summary:

> Filtered 69% on average

> Lot of overlap between phones
of same model
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Inference?

Simple, just use regular expressions.
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Inference?
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QGE
| Raw
“=% Storage

DECODE

( Blgﬁtil?:;h ) Component 2:
Inference
¢
Process:

> Encode formats using Probabilistic
Finite State Machines (PFSM)

> Parse using Viterbi’s Algorithm

> Remove false positives using decision
tree.

riwalls@cs.umass.edu 28 forensics.umass.edu


mailto:rjwalls@cs.umass.edu
mailto:rjwalls@cs.umass.edu

Phone number:
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[0l
| Raw
“=% Storage

o Component 2:
Inference
¢
Post Processing:

> Simpler to encode certain features

> Reduces complexity of state machines

> |Increases precision

riwalls@cs.umass.edu 30 forensics.umass.edu


mailto:rjwalls@cs.umass.edu
mailto:rjwalls@cs.umass.edu

Component 2:

Inference Evaluation

Process:

Step @ > Pick phone set

Step 1 > Pick target record types

Step 2 > Manually create state machines
Step 3 > Acquire Raw Storage

Step 4 > Run DECODE
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Step @ > Pick phone set

Make Model Count | MB
PEFSM Development Set

Nokia 3200b 4 1.4
Motorola | V551 2 | 5240
Samsung | SGH-T309 2 | 32.0
LG G4015 2 | 48.0
Evaluation Set

Motorola | V400 2 | 3260
Motorola | V300 2 | 32.0
Motorola | V600 2 | 920
Motorola | V555 2 | 320
Nokia 6170 2 4.9
Samsung | SGH-X427M 2 | 16.0

riwalls@cs.umass.edu
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Component 2:

Inference Evaluation

Process:

Step @ > Pick phone set

Step 1 > Pick target record types

Step 2 > Manually create state machines
Step 3 > Acquire Raw Storage

Step 4 > Run DECODE
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Component 2:

Inference Evaluation

Process:

Step @ > Pick phone set

Step 1 > Pick target record types

Step 2 > Manually create state machines
Step 3 > Acquire Raw Storage

Step 4 > Run DECODE
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Step 2 > Manually create state machines

Make Model Count | MB
PEFSM Development Set
Nokia 3200b 4 1.4
) Motorola | V551 2 | 32,0
Samsung | SGH-T309 2 | 32.0
LG G4015 2 | 48.0
Evaluation Set
Motorola | V400 2 | 3260
Motorola | V300 2 | 32.0
Motorola | V600 2 | 920
Motorola | V555 2 | 320
Nokia 6170 2 4.9
Samsung | SGH-X427M 2 | 16.0

riwalls@cs.umass.edu
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Component 2:

Inference Evaluation

Process:

Step @ > Pick phone set

Step 1 > Pick target record types

Step 2 > Manually create state machines
Step 3 > Acquire Raw Storage

Step 4 > Run DECODE
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Component 2:

Inference Evaluation

Process:

Step @ > Pick phone set

Step 1 > Pick target record types

Step 2 > Manually create state machines
Step 3 > Acquire Raw Storage

Step 4 > Run DECODE
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Evaluation: Inference

Recall: Fraction of records recovered. Precision: Fraction of results that are actual records.

1.0 Call Logs
(post proc.)
0.8
0.6
0.4
0.2
0.0
D D D LN N L LHb “h L 0 0O
SESSEESFTELS £SEEEEEESESS
P T IIEEGCEFE LLLEELELLEEELESTST
§§§§gsvvg§ FIFIIILTELSLG G
e B Post Proc. Recall OPost Proc. Precision "?G <,’,§
Development Set Evaluation Set
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Evaluation: Inference

Recall: Fraction of records recovered. Precision: Fraction of results that are actual records.
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Evaluation: Inference

Recall: Fraction of records recovered. Precision: Fraction of results that are actual records.

1.0 Call Logs
(post proc.)
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Evaluation: Inference

Recall: Fraction of records recovered. Precision: Fraction of results that are actual records.
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Evaluation: Inference

Recall: Fraction of records recovered. Precision: Fraction of results that are actual records.
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Evaluation: Inference

Recall: Fraction of records recovered. Precision: Fraction of results that are actual records.

1.0 Address Book Records (post proc.)
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[0l
| Raw
“=% Storage

DECODE

( BI(F)iTtkevrl?r?;h ) Component 2:
Inference
¢
Evaluation Summary:

> Recovered over 93% of records

> Post-processing improves precision by
10-20%
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Limitations

> Challenging to acquire raw storage

> Success dependent on PFSM quality

> Small fields are tough
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Instrument the bi1nary?

Related Work: Polyglot (Caballero et al. 2007), Tupni
(Cui et al. 2008), and Dispatcher (Caballero et al.
2009).
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Instrument the bi1nary?

Polyglot (Caballero et al. 2007), Tupni
(Cui et al. 2008), and Dispatcher (Caballero et al.
2009).

Too slow, too much work, and too difficult
to implement for new phone models.
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By leveraging our knowledge of a small set of phones,
we can quickly,accurately,and effectively

recover information from previously unexamined phones.
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