COMPROMISING ELECTROMAGNETIC
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KEYBOARDS
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MODERN KEYBOARDS RADIATE
COMPROMISING ELECTROMAGNETIC
EMANATIONS

THESE EMISSIONS LED TO A FULL OR
A PARTIAL RECOVERY OF THE
KEYSTROKES AT A DISTANCE UP TO
20 METERS



FULL SPECTRUM ACQUISITION
METHOD

FOUR SOURCES OF INFORMATION
LEAKAGE FROM KEYBOARDS

EXPLOITATION IN DIFFERENT
SGCENARIOS



WHY COMPUTER KEYBOARDS?
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MAIN INPUT DEVICE/PASSWORD
KEYBOARDS



SECURITY IS NOT A PRIORITY
KEYBOARDS



ALICE TYPES ON HER KEYBOARD...
KEYBOARDS



WHY ELECTROMAGNETIC
EMANATIONS?
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ELECTROMAGNETIC COMPATIBILITY

CONDUCTIVE
RADIATIVE



ELECTROMAGNETIC COMPATIBILITY

CONDUCTIVE
RADIATIVE



ATTACKER’S POINT OF VIEW

DIRECT EMANATIONS
INDIRECT EMANATIONS




HOW TO DETECT COMPROMISING
ELECTROMAGNETIC EMANATIONS?
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FULL SPECTRUM ACQUISITION
METHOD
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Frequency in [ MHZ]
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HOW TO DETECT COMPROMISING
SIGNALS?

DIRECT EMANATIONS







00010010011



00100100 = 0x24 = E
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21112112111 = 3,6,E,G



21111111111 <non-US-1>
21111111121 <Release key>
21111111211 F11 KP KPO SL
PARRRRRVARRE: Y

PARRRRVARRR Y

21111121211 Caps Lock
PARRRVARRRRRY S

PARRRVARVARIEN (4
PARRRVAVARR R

21112111111 2 F2 F3
21112111121 Alt+SysRq
21112111211 9 Bksp Esc KP6 NL o
PARRVARVARREL X!
ARRVAVARRR R EH L {NE
PARRVAVAVARNI

21121111111 F5 F7

21121111211 KP- KP2 KP3 KP5 i k
PARVARRVARRR L LINEUD:

21121121111 SHIFTL s y
PARVARVAVAR RS S\ 1158
PARVAVARRRRR R
FARVAVARVARIA G Y
PARVAVAVARRER'
21211111111 F9
21211111211 , KP+ KP. KP9
VAVARRRVARRI A |
PAVARRVARRRW LI AR
PAVARRVAVARIN, |13 B
PAVARVARRRR RS IIAELY
PAVARVARVARES (A NV
PAVARVAVARRINT ETHN
AVAVARRRARE Y
VAVAVARRVARNIN (¢
PAVAVARVARRI Y,
PAVAVAVARRR N
PAVAVAVAVAR I



FALLING EDGE TRANSITION
TECHNIQUE

1. PEAK DETECTION

2. TRACE COMPARISON



HOW TO AVOID THESE COLLISIONS?



Frequency in [ MHZ]
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GENERALIZED TRANSITION
TECHNIQUE

1. PEAK DETECTION
2. TRAGE SUBSET (E,G,3,6)

3. COMPUTE THRESHOLD
4. MEASURE GRITICAL BITS




HOW TO DETECT COMPROMISING
SIGNALS?

INDIRECT EMANATIONS
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MODULATION
TECHNIQUE

1. DETECT CARRIER(S)

2. DEMODULATION (AM & FM)



WHAT ABOUT USB AND WIRELESS
KEYBOARDS?
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MATRIX SCAN
TECHNIQUE

1. PEAK DETECTION

2. TRACE COMPARISON



. Keyboard controllers execute an endless key-matrix scan loop, with

the sequence of instructions executed depending on the currently pressed key.

MARKUS KUHN & ROSS ANDERSON
1998
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MULTIPLE KEYBOARDS
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THEORY VS. PRACTICE



RECOVER 95% OF 500+ KEYSTROKES



SETUP1: A SEMI ANECHOIC CHAMBER
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SETUP2: THE OFFICE
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SETUP3: THE OFFICE WITH WALL



VIDEO






SETUP4: A FLAT



ALL THE ATTAGKS WORKS WITH THE
KEYBOARD AT THE 5th FLOOR AND
THE ANTENNA IN THE BASEMENT, 20
METERS AWAY!




SHARED GROUND OF THE BUILDING

ACT AS ANTENNA?

TIVE AND RADIATIVE

CH=




ETWEEN THE SHARED
D THE ANTENNA
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D AN




E BUILDING CAN
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