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in a LAN and probing a hidden web server over a Tor
network.

To evaluate the accuracy of synchronised and random
sampling we need to know the true values of the variable
clock skew. Since it is impossible to directly measure
this, we use the following approach. In our tests the tar-
get also runs a UDP server and the attacker runs a UDP
client. The UDP client sends requests to the server at reg-
ular time intervals. Upon receiving a request, the UDP
server returns a packet with a timestamp set to the send
time of the response. The UDP client records the time it
receives the response.

We compute the offset between the two timestamp-
series and estimate the variable clock skew as usual.
Since the UDP-based timestamp has a precision of 1 µs,
the quantisation error is negligible. Although these UDP
estimates are not the true values of the variable clock
skew we use them as baseline for synchronised and ran-
dom sampling, which have much higher quantisation er-
rors. In the following we refer to this as UDP probing or
UDP measurement.

A drawback of our current implementation is that the
UDP server is a userspace program. The server’s re-
sponse timestamp is taken in userspace before the re-
sponse packet is sent via the sendto() system call. To
reduce these timing errors one could implement a kernel-
based version of the UDP server.

We compare the variable skew estimates for synchro-
nised and random sampling with the reference values,
from the UDP measurement, using the root mean square
error (RMSE) of the data values x against the reference
values x̂:

RMS E =


1
N


i

(x̂i− xi)2. (2)

We also compute histograms of the noise band for syn-
chronised and random sampling. The noise is defined
as difference between the variable clock offset and the
UDP timestamp estimated variable skew. For random
sampling the quantisation noise band is always uniform
with width 1/ f , where f is the clock frequency. For syn-
chronised sampling the quantisation noise depends on
how well the synchronised sampling algorithm is able to
track the target’s clock tick. For synchronised sampling
the noise is given by the samples taken after the clock
tick because only these samples are used to estimate the
clock skew.

In all experiments we set α = 0.5 and β = 1.5. For
TCP timestamps the linear programming algorithm was
used to adjust the probe interval with a sliding window of
size 120 (LAN) and 300 (Internet). For HTTP timestamp
measurements the probe interval was adjusted using the

PID controller with Kp = 0.09, Ki = 0.0026 and Kd =

0.02.

6.1 Synchronised vs. Random Sampling in
LAN Environments

The attacker was a PC with Intel Xeon 3.6 GHz Quad-
Core CPU running Linux 2.6. The target was a PC with
Intel Xeon 3.6 GHz Quad-Core CPU running Linux 2.6
with a TCP timestamp frequency of 1 kHz. Attacker and
target were connected to the same Ethernet switch. The
attacker simultaneously performed synchronised, ran-
dom and UDP probing. Synchronised and random prob-
ing had an average sampling period of 1.5 s, the same rate
as in [3]. The UDP probing was performed with a faster
sample rate of 1 s in order to achieve a higher accuracy
for the reference measurement. A second UDP measure-
ment with an average sample rate of 1 s was run in order
to investigate the error between UDP measurements. The
duration of the test was approximately 24 hours.

As the test was run inside a LAN the average RTT was
only 130 µs and the RTT / 2 jitter was small with a max-
imum of 60 µs and a median of 30 µs. Figure 4 shows
histograms of the noise bands of synchronised and ran-
dom sampling with respect to the reference given by the
UDP measurement. For synchronised sampling most of
the offsets are within 100 µs whereas for random sam-
pling we see the expected 1 ms noise band.

In Figure 5 we compare the RMSE of synchronised
sampling, random sampling and the second UDP mea-
surement for different window sizes against the UDP ref-
erence with maximum window size (1800 s). We also
compare the UDP reference against itself at smaller win-
dow sizes. The oversampling factor was chosen such that
the time between two clock-skew estimates is the same
regardless of the window size (30 s). This has the advan-
tage of providing approximately the same number of es-
timates for all window sizes. (For smaller window sizes
there are still more samples, because there are samples
closer to the start and end of the measurement period.)

Figure 5 shows that synchronised sampling performs
significantly better than random sampling. There is a dif-
ference between the second UDP measurement and the
UDP reference, but it is smaller than the difference be-
tween synchronised sampling and the UDP reference for
all window sizes. Hence we conclude the error of UDP
measurements is sufficiently small for using it as base-
line. In the later experiments we performed only one
UDP measurement.

The target clock frequency was 1 kHz, which is the
maximum TCP timestamp frequency of current operat-
ing systems. However, it is likely that in reality many
hosts actually have lower TCP clock frequencies. For ex-
ample, 100 Hz is the clock frequency used by older Linux
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Figure 4: Noise distributions in LAN: synchronised sampling (left) vs. random sampling (right)
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Figure 5: RMSE of synchronised, random sampling and
UDP reference in LAN with a target clock frequency of
1 kHz (log y-axis)
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Figure 6: RMSE of synchronised and random sampling
for different clock frequencies of 100 Hz, 250 Hz and
1 kHz against the same target. Different clock frequen-
cies were obtained by rounding the target timestamps im-
mediately after reception (log y-axis)

and FreeBSD kernels and 250 Hz is the clock frequency
of modern Linux 2.6 kernels.

To evaluate the RMSE for lower clock frequencies we
used the same setup. This time we ran three synchronised
and three random probing processes simultaneously for
24 hours, rounding the target timestamps so that we ef-
fectively measured 100 Hz, 250 Hz and 1 kHz clocks.
Figure 6 shows the RMSE for synchronised and random
sampling for the different target clock frequencies. The
UDP measurement has been omitted for better readabil-
ity. The graph shows that the accuracy of synchronised
sampling does not depend on the clock frequency and
the RMSE for random sampling increases significantly
for lower clock frequencies.

In another LAN experiment we ran a web server
(Apache 2.2.4) on the target and the attacker used HTTP

probing. The average sampling interval was 2 s, because
this is the minimum probe frequency for 1 Hz HTTP
timestamps. The web server was completely idle (except
for the requests generated by the attacker). The duration
of the experiment was approximately 24 hours.

Although the experiment was carried out between the
same two hosts as before, the RTT / 2 jitter was higher
with a maximum of 120 µs and a median of 60 µs. The
web server running in userspace introduced the addi-
tional jitter. Figure 7 shows the noise for synchronised
sampling and random sampling. For synchronised sam-
pling the noise band is only slightly larger than in Figure
4. Because of the higher jitter, the synchronisation is less
accurate. For random sampling the noise band is 1 s be-
cause of the 1 Hz HTTP clock frequency.
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Figure 7: Noise distributions for HTTP probing in LAN: synchronised sampling (left) vs. random sampling (right)
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Figure 8: RMSE of synchronised sampling, random sam-
pling and the UDP measurement for HTTP probing in
LAN

Figure 8 shows the RMSE of synchronised sampling,
random sampling and the UDP measurement against the
reference at maximum window size. The RMSEs of syn-
chronised sampling and UDP reference are very similar
to the results in Figure 5. Because of the large noise
band, the RMSE for random sampling is more than two
orders of magnitude above the RMSE for synchronised
sampling. This demonstrates that our new algorithm is
able to effectively measure clock skew changes for low
frequency clocks, an infeasible task for random sam-
pling.

6.2 Synchronised vs. Random Sampling
Across Internet Paths

The attacker was the same machine as in Section 6.1
located in Cambridge, UK. The target was 22 hops
away located in Canberra, Australia. The target was a
FreeBSD 4.10 PC with a kernel tick rate set to 1000 and

therefore the TCP timestamp frequency was 1 kHz. The
average RTT between measurer and target was 325 ms.
The duration of the measurement was approximately 21
hours. We performed synchronised, random and UDP
probing.

Despite the high RTT, the jitter is small and skewed
towards zero as shown in Figure 10. Figure 9 shows
histograms of the noise bands of synchronised and ran-
dom sampling in relation to the reference given by the
UDP measurement. For synchronised sampling most of
the offsets are within 250 µs of the reference whereas for
random sampling there is the expected 1 ms noise band.

Figure 11 shows the RMSE of synchronised sampling,
random sampling and the UDP reference against the
UDP reference at maximum window size using the same
parameters as in Section 6.1. The gain of synchronised
sampling is smaller compared to Section 6.1 because of
the higher network jitter but still significant for smaller
window sizes.

6.3 Attacking Tor Hidden Services
For our measurements we used a private Tor network.
Our Tor nodes are distributed across the Internet running
on Planetlab [16] nodes. The main reason for using a pri-
vate Tor network instead of the public Tor network is the
poor performance of hidden services in the public Tor
network. Besides huge network jitter that prevents any
accurate clock-skew measurements, hidden services al-
ways disappeared after few hours preventing longer mea-
surements. While currently it is difficult to carry out the
attack in the public Tor network, it should become easier
in the future, as the Tor team is now working on improv-
ing the performance of hidden services.

We selected 18 Planetlab widely geographically dis-
tributed nodes on which we ran Tor nodes (of which
3 were directory authorities). We selected nodes that
had low CPU utilisation at the time of selection. An
Intel Core2 2.4 GHz with 4 GB RAM running Linux
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Figure 9: Noise distributions for Internet path: synchronised sampling (left) vs. random sampling (right)
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Figure 10: RTT jitter / 2 on path across the Internet
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Figure 11: RMSE of synchronised sampling and random
sampling for different window sizes measured across In-
ternet path.

2.6.16 was used to run another Tor node and the hidden
web server. No load is induced on the server, so any
clock skew changes are based on the ambient tempera-
ture changes.

An Intel Celeron 2.4 GHz with 1.2 GB of RAM run-
ning Linux 2.6.16 was used to run a Tor client and our
probe tool. We used tsocks [17] with the latest Tor re-
lated patches to enable our tool to interact with the Tor
client via the SOCKS protocol and to properly handle
Tor hidden server pseudonyms.

First we performed an experiment similar to the ones
in Section 6.1 and Section 6.2. Synchronised and random
sampling was performed across the Tor network, while
UDP probing was performed directly between the client
machine and the hidden server. The measurement dura-
tion was approximately 18 hours.

The average RTT between client and hidden server
across Tor was 885 ms. Figure 14 shows the RTT / 2

jitter, which is considerably higher than in the previ-
ous measurements. Figure 12 shows histograms of the
noise bands of synchronised and random sampling. For
random sampling it shows the expected 1 s noise band.
For synchronised sampling the noise is greatly reduced.
Most of the offsets are ≤ 100 ms away from the slope
given by the UDP reference.

Figure 13 shows the change of clock skew for synchro-
nised sampling as blue squares () and random sampling
as red circles () and the UDP reference as black line
(−) for a window size of 1800 s and 2 hours. The noise
is much smaller for synchronised sampling compared to
random sampling especially for small window sizes. For
a window size of 2 hours one can clearly see a daily tem-
perature change of the reference curve with the temper-
ature (and hence the clock skew) dropping during night
hours and suddenly increasing in the morning. The syn-
chronised sampling curve shows the same pattern with
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Figure 12: Noise distributions Planetlab Tor testbed: synchronised sampling (left) vs. random sampling (right)
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Figure 13: Estimated clock skew changes for hidden service in Planetlab Tor network for a window size of 1800 s
(left) and 2 hours (right)

added noise. An attacker could use such daily tempera-
ture patterns to estimate the location of the target based
on geo-location. In contrast to random sampling, the pat-
tern is not clearly visible because of the much higher
noise.

In Figure 15 we compare the RMSE of synchro-
nised sampling, random sampling and the UDP reference
against the UDP reference at maximum window size.
The RMSE of synchronised sampling is almost one mag-
nitude lower than the RMSE for random sampling even
for window sizes as large as two hours.

In the second experiment we performed the actual at-
tack. We treated all 19 Tor nodes as candidates and mea-
sured their clock skew directly using TCP timestamps
(synchronised sampling). At the same time we measured
the clock skew of the hidden web service via Tor based
on HTTP timestamps using synchronised and random
sampling simultaneously. The experiment lasted about

ten hours. One of the nodes stopped responding in the
middle of the experiment.

Figure 16 shows the RMSE of the HTTP clock skew
estimates obtained from the hidden service via Tor us-
ing random sampling or synchronised sampling and TCP
clock skew estimates of all candidate nodes. We used a
window size of three hours and set the oversample factor
so one clock estimate is obtained every 30 s. (For smaller
windows random sampling was not able to consistently
select one candidate as the best and would alternate be-
tween a few including the correct one for the whole du-
ration of the measurement.)

The RMSE of the HTTP timestamp estimate and the
correct candidate is shown as thick grey (red on colour
display) line while RMSEs for all other candidates are
shown as thin black lines.

The RMSE between the synchronised sampling Tor
measurement and the direct measurement of the correct
candidate is very small, and with increasing duration be-
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Figure 15: RMSE of synchronised, random sampling and
UDP reference for hidden web service in Planetlab Tor
network (log y-axis)
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Figure 16: RMSE of HTTP clock skew estimates obtained from hidden service via Tor using random sampling (left)
or synchronised sampling (right) and TCP clock skew estimates of all candidate nodes

comes significantly smaller than the RMSE of the Tor
measurement and all the other candidates except one. For
random sampling all RMSEs are fairly high indicating
that there is no good match of the variable clock skew
of the Tor hidden service with any of the candidates. In
the second half of the experiment the RMSE of the cor-
rect candidate becomes smallest, but only by a very small
margin.

Synchronised sampling is able to identify the correct
candidate much faster than random sampling, needing
only 139 minutes compared to 287 minutes. These times
are from the start of the measurement until the RMSE of
the correct candidate becomes smallest. They include the
initial 1.5 hours it takes to get the first clock skew esti-
mate (because of the three hour windows), which is not
included in Figure 16.

While the variable clock skew of the TCP clock and
userspace clock (HTTP timestamps) are a good match
the fixed skew of the two clocks differs on our Linux
2.6.16 box running the hidden server. This makes it im-
possible to evaluate an identification of the hidden server
based on the fixed skew. However, since we know the
true fixed skew of the userspace clock, we can anal-
yse how long it takes to get an estimate using synchro-
nised and random sampling of the HTTP clock. We use
the data from the previous measurement and assume the
skew estimate is correct if within 0.5 parts per million
of the true value. Again synchronised sampling outper-
forms random sampling, needing only 23 minutes com-
pared to 102 minutes.
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Figure 17: Initial synchronisation for HTTP probing in LAN (left) and probing a hidden web server over the Tor
network (right)

6.4 Initial synchronisation time
We briefly analyse the initial synchronisation time of our
technique. The initial synchronisation is the time it takes
until the attacker has locked on to the phase and fre-
quency of the target’s clock ticks.

Figure 17 plots the values of adj_before, adj_behind
and probe_interval (see Section 5 for the meaning of the
variables) over the number of clock samples (taken from
the target’s clock every 2 s). The y-axis range is limited to
between −10 ms and 10 ms and the x-axis is limited to the
first 1000 clock samples. Note that before adjustments
are always positive, while behind adjustments are always
negative.

In the LAN experiment initial synchronisation is es-
tablished after only about 40 samples (roughly 1.5 min-
utes) and further adjustments and probe interval changes
are small (less than 500 µs and 100 µs respectively).
When probing over the Tor network synchronisation is
more difficult because of the much higher network jitter.
Consequently initial synchronisation takes longer (about
70 clock samples or roughly 2.5 minutes) and the algo-
rithm is forced to make larger adjustments and probe in-
terval changes (of up to several milliseconds).

7 Conclusions and Future Work

In this paper we have presented and evaluated an
improved technique for remote clock-skew estimation
based on the idea of synchronised sampling proposed by
Murdoch [3]. The evaluation shows that our new algo-
rithm provides more accurate clock skew estimates than
the previous random sampling based approach. Espe-
cially if the target clock frequency is low, accuracy im-
proves by up to two orders of magnitude. Since the ac-
curacy of our synchronised sampling technique is inde-

pendent of the target’s clock frequency, it is possible to
estimate variable clock-skew from low-resolution times-
tamps.

Our technique does not only improve the previously
proposed clock-skew related attack on Tor [3], it also
opens the door for new variants of the attack, which we
have described in the paper. Our technique could also be
used to improve the identification of hosts based on their
clock skew as proposed in [4] if active measurement is
possible.

Currently our Tor test network is fairly small and only
has one hidden server. While we showed that our new
proposed attacks work in principle, we did not provide a
comprehensive evaluation. In future work we plan to ex-
tend our test network and add more hidden servers. This
will allow us to perform a more detailed evaluation in-
cluding analysing the sensitivity and specificity of our
attack based on the different parameters.

The synchronised sampling implementation could be
further improved by fine-tuning the algorithm param-
eters. Our current implementation runs in userspace,
which naturally limits the ability to exactly time probe
packets. A kernel implementation, using network cards
capable of high-precision traffic generation, or use of a
real-time kernel, could achieve higher accuracy.
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