








between data structure accesses to identify security vul-
nerabilities [9]. While a dynamic approach is generally
more accurate, it suffers from coverage problem - only
code that is executed can be analyzed. In addition, it re-
quires manually written filtering rules to guide the trace
analysis in order to detect security violations.

Inferring Programming Rules Several techniques
have been proposed to infer different types of program-
ming rules from source code or execution trace [3, 10,
11, 20, 22, 24]. As already discussed in Section 1, pre-
vious techniques is not directly applicable to our prob-
lem, because they are limited by the types of rules they
can infer. Specifically, Engler et al. extract programming
rules based on several manually identified rule templates,
such as function (A) and (B) should be paired, func-
tion (F') must be checked for failure, and null pointer
(P) should not be dereferenced [10]. PR-Miner fo-
cuses on inferring correlations among functions [20].
Variable value related program invariants are inferred
by Daikon [11], and MUVI[22] infers variable-variable
correlations for detecting multi-variable inconsistent up-
date bugs and multi-variable concurrency bugs. A few
other approaches infer API and/or abstract data type re-
lated rules[3, 24]. Different from all these studies, we in-
fer rules related to security functions protecting a group
of data structure accesses based on our key observa-
tion. Inferring different types of rules requires differ-
ent techniques. In addition, dynamic analysis is used
in [3, 11], therefore the coverage is limited because only
instrumented and executed code is used for rule learning.
Moreover, unlike PR-Miner which uses only intraproce-
dural analysis, our analysis is interprocedural, which is
one of the key techniques that allow us to infer com-
plicated and detailed security rules. Additionally, while
PR-Miner uses more complex data mining techniques
to infer programming rules, we leverage readily avail-
able prior knowledge about part of our rules, the secu-
rity check functions, so that we can extract security rules
without expensive data mining techniques.

Inferring Models and Rules in General The general
idea of automatically extracting models from low-level
implementation has been discussed in previous litera-
ture [8, 17, 21]. For example, Lie et al. proposed au-
tomatic extraction of specifications from actual proto-
col code and then running the extracted specifications
through a model checker [21]. While conceptually these
approaches bear some resemblance to the approach taken
by AutoISES, we are the first to show the feasibility of
automatic extraction of security specifications from ac-
tual implementation. In addition, none of the previous
tools have demonstrated the ability to scale to programs
the size of the Linux kernel.

Lee et al. [19] use data mining techniques to learn
intrusion detection model for adaptive intrusion detec-
tion. Tongaonkar et al. [26] infer high-level security pol-
icy from low level firewall filtering rules. None of these
work infer access control related security rules.

8 Conclusions and Future Work

This paper makes two contributions. One is to automat-
ically infer code-level security rules and detect security
violations. Our tool, AutoISES, automatically inferred
84 security rules from the latest versions of Linux ker-
nel and Xen, and used them to detect 8 security vulnera-
bilities, demonstrating the effectiveness of our approach.
The second contribution is to take the first step to quan-
titatively study the impact of the rule granularity on rule
generation and verification. This approach is orthogonal
to our first contribution, and can be applied to other rule
inference tools.

While this work focuses on rule inference and viola-
tion detection in Linux kernel and Xen, our techniques
can be used to generate rules and detect violations in
other access control systems. In addition, the techniques
can be applied to infer general function-data correlation
type of rules, such as lock acquisition functions protect-
ing shared variables accesses. In the future, we plan to
improve our analysis and detection accuracy by employ-
ing a more advanced static analysis tool and using finer
rule granularity.
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