


374	 17th USENIX Security Symposium	 USENIX Association

BUG PATTERNS OUR TOOLS WARNINGS ERRORS FP RATES

Unexpected control flows due to
mishandling exceptions

grep-based scripts 337 11 96.7%

C pointers as Java integers scanner built in CIL 46 38 17.4%
Mem. management flaws (Java Mem.) grep-based scripts 43 28 34.9%
Insufficient error checking (JNI APIs) grep-based scripts 230 35 84.8%

Table 3: False-positive rates of our tools.

java.util.zip.Deflater

public class Deflater {
public synchronized int deflate(byte[] b, int off, int len) {
...
if (off < 0 || len < 0 || off > b.length - len) {

throw new ArrayIndexOutOfBoundsException();
}

return deflateBytes(b, off, len);
}

private native int deflateBytes(byte[] b, int off, int len);
}

C implementation of deflateBytes()

jint Java_java_util_zip_Deflater_deflateBytes
(JNIEnv *env, jobject this, jarray b, jint off, jint len) {

...
out_buf = (jbyte *) malloc(len);
...
(*env)->SetByteArrayRegion(env, b, off, len - strm->avail_out, out_buf);
...

}

Figure 4: An example illustrating the necessity of inter-language analysis

matic extraction of partial Java specifications of C code.
Through ILEA, any existing analysis on Java in principle
can be extended to also cover C code. In practice, how-
ever, ILEA is restricted by its compilation precision, and
also by the effectiveness of the Java analysis.

We plan to combine advanced static analysis tech-
niques with the ideas in ILEA to build high-precision,
inter-language tools that hunt for bugs in the JDK’s na-
tive code. We are particularly interested in taint analysis
and software model checking. Static taint analysis (e.g.,
[26]) can track attacker-controllable data that flow from
Java to C. Software model checking can check for viola-
tions of many patterns we have discussed as they can be
formalized as state machines. We plan to investigate C
model checkers such as MOPS [4] and CMC [29] and ex-
tend them to perform inter-language checking using the
ideas in ILEA.

Finally, we believe it is important to formalize the

soundness proofs of static analysis tools. Formal study
helps understand the assumptions, clarify guarantees,
and reduce false negatives. In the context of the JNI, for-
mal study is complicated by the lack of formal semantics
of the C language. It is perhaps helpful to focus instead
on a well-defined subset of C such as Cminor [23].

4.2 Dynamic Mechanisms

Static analysis analyzes programs to find implementation
errors before the programs are run. An alternative is to
use dynamic mechanisms to prevent or isolate errors dur-
ing runtime. Dynamic mechanisms can take advantage
of richer runtime information to check certain properties
easily, although sacrificing some performance.

Our previous work, SafeJNI [34], is a mostly dynamic
mechanism for ensuring the safety of JNI-based pro-
grams such as the JDK. It first leverages CCured [31]
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to provide internal memory safety to the C code. CCured
analyzes C programs to identify places where memory
safety might be violated and then inserts runtime checks
to ensure safety. SafeJNI also inserts runtime checks at
the boundary between Java and C to make sure that the C
code accesses the Java state safely and cooperates with
Java’s garbage collector. SafeJNI incurs a performance
overhead of 14–119% on a set of microbenchmark pro-
grams, and incurs 63% on Zlib.

Table 4 summarizes how SafeJNI protects Java from
bugs in the native code in terms of the various bug
patterns discussed before. SafeJNI protects Java from
most kinds of bugs in the native code. Its main lim-
itation is that it does not protect against concurrency-
related bugs (race conditions and deadlocks); we be-
lieve concurrency-related bugs should be best addressed
through advanced static analysis techniques.

Future directions. We believe that SafeJNI is a
promising direction to prevent errors in the native code.
We plan to reduce its overhead in two ways. First, static
analysis techniques can reduce a large number of dy-
namic checks. For example, many runtime type checking
can be eliminated if we can statically track the classes of
Java objects in C, similar to what JSaffire does [14].

Second, we plan to explore other more efficient ways
of providing internal safety to C code than CCured. Our
experiment showed that CCured accounted for most of
the performance overhead in SafeJNI (46% out of 63%
in Zlib). The relatively large performance slowdown is
because CCured guarantees every C buffer is well pro-
tected. For instance, given the code below

int *p = (int *) malloc (1024);

*(p+i) = 3;

CCured in general will insert the runtime check “0 <= i
< 1024” before “*(p+i) = 3”.

If the safety policy is to protect the JVM state from
being accidentally destroyed by C code, then Software
Fault Isolation (SFI [40, 27]) of the C code is sufficient.
Whenever the JVM starts to execute a native method, it
can first allocate a trunk of memory, say 16MB, and hand
the memory region to the native method. A SFI-based
scheme can then guarantee that any access of the C mem-
ory will not escape the memory region, and thus will not
destroy the JVM state.

Schemes based on SFI can isolate errors within native
components, but does not prevent exploits of vulnerabil-
ities inside the components. XFI [9], on the other hand,
can prevent exploits of a large number of vulnerabilities
by enforcing properties such as control-flow integrity. In
addition, it works on assembly code and is not restricted
to a source programming language.

4.3 Reimplementation in safer languages

It can be argued that the C language is intrinsically un-
safe and should not be used in the JDK. In the long run,
we believe the C code in the JDK should be reimple-
mented in safer languages. The obvious choice is Java.
This is a feasible approach, as there exist implementa-
tions in pure Java of many programs originally written
in C, such as the Zlib library [20]. GNU Classpath, an
open-source replacement of Sun’s JDK, takes this ap-
proach seriously; one of their long-term goals is to be-
come JNI independent by implementing everything in
Java [5]. On the flip side, rewriting the existing 800 kloc
of C/C++ code in Java will require a substantial invest-
ment, and will likely have a negative impact on execution
speed.

Another idea is to use a safe C variant to port the
C code. Cyclone [21] is a reasonable choice. Since
the syntax and semantics of Cyclone are close to C,
porting C code to Cyclone should take less time than,
say, a complete rewrite in Java. However, as Cyclone
has a strong type system and uses region-based mem-
ory management, converting to type-checkable Cyclone
code will not be a trivial effort. Furthermore, this ap-
proach alone can guarantee only the internal safety of C
code. The C code can still misuse the JNI interface.

Since the JNI interface is extraordinarily verbose and
error prone, one approach to reducing flaws is to use a
better interface between Java and C. A notable exam-
ple is Jeannie [18], which allows programmers to write
mixed Java and C code in a single file. The Jeannie com-
piler then translates mixed Java/C code into code that
uses the JNI. Although in Jeannie it is still possible to
write unsafe code, Jeannie helps programmers reduce er-
rors. For example, in Jeannie programmers can raise Java
exceptions directly, thus avoiding the control-flow prob-
lem when raising JNI exceptions (Section 3.1).

5 Conclusion

The large amount of native code in the JDK is a time
bomb in Java security. Our study has examined a range of
bug patterns in the JDK’s native code, from well-known
buffer overflows to new patterns such as unexpected con-
trol flow paths due to mishandling JNI exceptions. Given
the importance of Java, it is imperative to develop better,
inter-language static and dynamic mechanisms to medi-
ate the threats posed by the native code.

Through our study, we hope to send the message that
the native code should be kept at a minimum in the JDK.
On the contrary, the native code in Sun’s JDK has been
on the increase. The native code is outside of the Java
security model and defeats Java’s main goals: safety, se-
curity, and platform independence. In the long run, most



376	 17th USENIX Security Symposium	 USENIX Association

BUG PATTERNS HOW SAFEJNI WORKS AGAINST THE BUGS?
Unexpected control flows due to
mishandling exceptions

Through SafeJNI’s dynamic checks on pending exceptions.

Race conditions in file accesses N/A
Buffer overflows Through CCured and SafeJNI’s static pointer kind system.
Mem. management
flaws

C mem. Through CCured.
Java mem. Through SafeJNI’s memory management scheme.

Insufficient error
checking

JNI APIs Through SafeJNI’s dynamic checks.
misc. Through CCured.

Type misuses Through SafeJNI’s dynamic checks.
Deadlocks N/A
Violating the Java security
model

Partly addressed through SafeJNI’s dynamic checks on access-
control rules on Java fields/methods.

Table 4: How SafeJNI protects the JVM from bugs?

of the native code should be ported to safer languages
such as Java.
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Notes
1This bug is not in the target directory and was found in a casual

inspection.
2Global references are never released in the code we examined, al-

though the JNI manual explicitly mentioned the necessity of freeing
global references [24, ch5.2.3].

3It fails if the specified field cannot be found, or if the class initial-
izer fails, or if the system runs out of memory [24].

4In C++, certain Java built-in classes have corresponding C++
classes in the JNI (predefined in jni.h). References to objects of other
Java classes, including all user-defined classes, are still mapped to
jobject.

5With the options “+posixlib -paramuse -redef -noeffect -varuse
-exportlocal -incondefs -booltype jboolean -booltrue JNI TRUE -
boolfalse JNI FALSE -predboolint -compdef”.




