





the output in some user-friendly graphical user interface,
obfuscate the script itself, clean the logs, erase the script
and related evidence, deface a site, crawl vulnerability
sites, perform distributed denial of service attacks and
even perform automatic self-updates. In some cases, the
malware inserted tracking cookies and/or attempted to
gain more information about a system’s inner-workings
(e.g., by copying /etc/passwd and performing local
banner scans). To our surprise, only eight scripts con-
tained functionality to automatically obtain root. In
these cases, they all used C-based kernel vulnerabili-
ties that write to the disk and compile upon exploita-
tion. Lastly, IRC was used almost exclusively as the
communication medium. As can be expected, we also
observed several instances of spamming malware us-
ing e-mail addresses pulled from the web-application’s
MySQL database backend. In a system like phpBB,
this can be highly effective because most forum users
enter an e-mail address during the registration process.
Cross-checking the bot IPs with data from the Spamhaus
project [2] shows that roughly 36% of them currently ap-
pear in the spam black list.

One noteworthy functionality that seems to transcend
our categorizations among PHP scripts is the ability to
break out of PHP safe mode. PHP safe mode disables
functionality for, among others, executing system com-
mands, modifying the file system, etc. The malware we
observed that bypass safe mode tend to contain a hand-
ful of known exploits that either exploit functionality
in PHP, functionality in mysql, or functionality in web
server software. Lastly, we note that although we ob-
served what appeared to be over 5,648 unique injection
scripts from distinct botnets, nearly half of them point
to zombie botnets. These botnets no longer have a cen-
tralized control mechanism and the remotely included
scripts are no longer accessible. However, they are still
responsible for an overwhelming amount of our observed
HTTP traffic.

6.3 Limitations

One might argue that a considerably less complex (but
more mundane) approach for eliciting search worm traf-
fic may be to generate large static pages that con-
tain content representative of a variety of popular web-
applications. However, simply returning arbitrary or
static pages does not yield either the volume or diver-
sity of attacks we observed. For instance, one of our
departmental websites (with a much higher PageRank
than our deployment site) only witnessed 437 similar at-
tacks since August 2006. As we showed in Section 6,
we witnessed well over 368,000 attacks in just over two
months. Moreover, close inspection of the attacks on the
university website show that they are far less varied or

interesting. These attacks seem to originate from either
a few botnets that issue “loose” search queries (e.g., “in-
url:index.php”) and subsequently inject their attack, or
simply attack ubiquitous file names with common vari-
able names. Not surprisingly, these unsophisticated bot-
nets are less widespread, most likely because they fail
to infect many hosts. By contrast, the success of our
approach lead to more insightful observations about the
scope and diversity of attacks because we were able to
cast a far wider net.

That said, for real-world honeypot deployments, de-
tection and exploitation of the honeypot itself can be a
concern. Clearly, our system is not a true web-server
and like other honeypots [23], it too can be trivially de-
tected using various fingerprinting techniques [14]. More
to the point, a well-crafted bot that knows that a partic-
ular string always appears in pages returned by a given
web-application could simply request the page from us
and check for the presence of that string. Since we will
likely fail to produce that string, our phony will be de-
tected”.

The fact that our web-honeypot can be detected is a
clear limitation of our approach, but in practice it has not
hindered our efforts to characterize current attack trends,
for several reasons. First, the search worms we witnessed
all seemed to use search engines to find the identifying
information of a web-application, and attacked the vul-
nerability upon the first visit to the site; presumably be-
cause verifying that the response contains the expected
string slows down infection. Moreover, it is often times
difficult to discern the web-application of origin as many
web-applications do not necessarily contain strings that
uniquely identify the software. Indeed, in our own analy-
sis, we often had difficulty identifying the targeted web-
application by hand, and so automating this might not be
trivial.

Lastly, we argue that the limitations of the approach
proposed herein manifests themselves as trade-offs. Our
decision to design a stateless system results in a memory-
efficient and lightweight deployment. However, this de-
sign choice also makes handling stateful protocols nearly
impossible. It is conceivable that one can convert our
architecture to better interact with stateful protocols by
simply changing some aspects of the design. For in-
stance, this could be accomplished by incorporating flow
sequence information into training and then recalling its
hierarchy during generation (e.g., by generating a re-
sponse from the set of appropriate first round responses,
then second round responses, etc.). To capture multi-
stage attacks, however, ScriptGen [18, 17] may be a bet-
ter choice for emulating multi-stage protocol interaction,
and can be used in conjunction with our technique to cast
a wider net to initially entice such malware.
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7 Conclusion

In this paper, we use a number of multi-disciplinary tech-
niques to generate dynamic responses to protocol in-
teractions. We demonstrate the utility of our approach
through the deployment of a dynamic content generation
system targeted at eliciting attacks against web-based
exploits. During a two month period we witnessed an
unrelenting barrage of attacks from attackers that scour
search engine results to find victims (in this case, vulner-
able web applications). The attacks were targeted at a
diverse set of web applications, and employed a myriad
of injection techniques. We believe that the results herein
provide valuable insights on the nature and scope of this
increasing Internet threat.
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Data Availability

To promote further research and awareness of the mal-
ware problem, the data gathered during our live deploy-
ment is available to the research community. For in-
formation on how to get access to this data, please see
http:/spar.isi.jhu.edu/botnet data/.
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Notes

! The drawback, of course, is that high-interaction honeypots are
a heavy-weight solution, and risk creating their own security prob-
lems [23].

2Protocol messages are tokenized similarly in [18, 17] and [8].

3In practice, we use printable and non-printable.

4The results are virtually the same for ns1ookup, and hence, omit-
ted.

SThese initial queries were provided by one of the authors, but simi-
lar results could easily be achieved by crawling the WebApp directories
in SourceForge and searching Google for identifiable strings (similar to
what we outline in Section 6.1.1).

SWe placed links on 3 pages with Google PageRank ranking of 6, 2
pages with rank 5, 3 pages with rank 2, and 5 pages with rank 0.

7 A preloaded library loads before all other libraries in order to hook
certain library functions

8Because none of the malware we obtained use direct system calls
to either connect () or send (), this setup suffices for our needs.

9Notice however that if a botnet has n bots conducting an attack
against a particular web-application, we only need to probabilistically
return what the malware is seeking 1/ nth of the time to capture the
malicious payload.
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