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We also modified VB to emit fine-grained data
tracking the user’s every move: the order of visited
screens, the time taken to make choices, and so forth. This
sort of functionality would be considered a breach of voter
privacy in a real voting system, so we took great pains to
make very clear the portions of the code that were inserted
for human factors studies. Essential portions of this code
were sequestered in a separate module that could be left
out of compilation to ensure that no data collection can
happen on a “real” VB; later we made this distinc-
tion even more stark by dividing the VB codebase
into two branches in our source control system.

It is noteworthy that some of the most interesting hu-
man factors results [16, studies 2 and 3] require a mali-
cious VB. One study measured how likely voters are
to notice if contests are omitted from the review screen;
another, if votes on the review screen are flipped from the
voter’s actual selection. If data collection functionality
accidentally left in a “real” VB is bad, this code is
far worse. We added the word “evil” to the names of the
relevant classes and methods so that there would be no
confusion in a code auditing scenario.

S-expressions. When it came time to develop the A-
 network protocol, we chose to use a subset of
the S-expression syntax defined by Rivest [38]. Previous
experiences with peer-to-peer systems that used the con-
venient Java ObjectOutputStream for data serialization re-
sulted in protocols that were awkwardly bound to partic-
ular implementation details of the code, were difficult to
debug by observation of data on the wire, and were inex-
orably bound to Java.

S-expressions, in particular the canonical representa-
tion used in A, are a general-purpose, portable
data representation designed for maximum readability
while at the same time being completely unambiguous.
They are therefore convenient for debugging while still
being suitable for data that must be hashed or signed. By
contrast, XML requires a myriad of canonicalization algo-
rithms when used with digital signatures; we were happy
to leave this large suite of functionality out of VB.

We quickly found S-exps to be convenient for other por-
tions of VB. They form the disk format for our se-
cure logs (as carbon-copies of network traffic, this is un-
surprising). Pattern matching and match capture, which
we added to our S-exp library initially to facilitate parsing
of A messages, subsequently found heavy use
at the core of Q [44], our secure log constraints
checker, allowing its rule syntax to be naturally expressed
as S-exps. Even the human factors branch of VB
dumps user behavior data in S-expressions.

module semicolons stripped LOC
sexpression 1170 2331
auditorium 1618 3440
supervisor 959 1525
votebox 3629 7339

7376 14635

Table 1: Size of the VB trusted codebase. Semicolons
refers to the number of lines containing at least one ‘;’ char-
acter and is an approximation of the number of statements
in the code. Stripped LOC refers to the number of non-
whitespace, non-comment lines of code. The difference is a
crude indicator of the additional syntactic overhead of Java.
Note that the ballot preparation tool is not considered part
of the TCB, since it generates ballots that should be audited
directly; it is 4029 semicolons (6657 stripped lines) of Java
code using AWT/Swing graphics.

Code size. Table 1 lists several code size metrics for
the modules in VB, including all unit tests. We as-
pired to the compactness of Pvote’s 460 Python source
lines [52], but the expanded functionality of our system,
combined with the verbosity of Java (especially when
written in clear, modern object-oriented style) resulted in
a much larger code base. The votebox module (anal-
ogous to Pvote’s functionality) contains nearly twenty
times as many lines of code. The complete VB code-
base, however, compares quite favorably with current DRE
systems, making thorough inspection of the source code a
tractable proposition.

4.2 Performance evaluation and estimates

By building a prototype implementation of our design, we
are able to validate that it operates within reasonable time
and space bounds. Some aspects of VB require “real
time” operation while others can safely take minutes or
hours to complete.

Log publication. Recall that VBes, by virtue of
the fact that they communicate with one another using
the A protocol, produce s-expression log data
which serves as a representation of the events that hap-
pened during the election. An important design goal is
the allowance of outside parties to see this log data in real
time; our immediate ballot challenge protocol relies on it.

We’ve assumed, as a worst case, that the polling place
is connected to election central with a traditional modem.
This practical bandwidth limitation forces us to explore
the size of the relevant log messages and examine their
impact on the time it takes to perform an immediate ballot
challenge. This problem is only relevant if the verifica-
tion machine is not placed on the polling place network
(on the public side of the data diode). With the verifica-
tion machine on the LAN, standard network technology
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will be able to transmit the log data much faster than any
reasonable polling place could generate it.

A single voter’s interaction with the polling place re-
sults in in the following messages: (1) an authorization
message from the supervisor to the booth shortly after the
voter enters the polling place, (2) a commitment message
broadcast by the booth after the voter is done voting, (3)
either a cast ballot message or a challenge response mes-
sage (the former if the voter decides to cast and the latter
if the voter decides to challenge), (4) and an acknowledg-
ment from the supervisor that the cast ballot or challenge
has been received, which effectively allows the machine
to release its state and wait for the next authorization.

Assuming all the crypto keys are 1024-bits long, an
authorization-to-cast message is 1 KB. Assuming 30 se-
lectable elements are on the ballot, both commit and cast
messages are 13 KB while challenge response messages
are 7 KB. An acknowledgment is 1 KB.

We expect a good modem’s throughput to be
5 KB/second. The challenger must ask the machine to
commit to a vote, wait for the verification host to receive
the commitment, then ask the machine to challenge the
vote. (The voter must wait for proof of the booth’s com-
mitment in order for the protocol to work.) In the best
case, when only one voter is in the polling place (and
the uploader’s buffer is empty), a commitment can be im-
mediately transmitted. This takes under 3 seconds. The
challenge response can be transmitted in under 2 seconds.
In the worst case, when as many as 19 other voters have
asked their respective booths to commit and cast their bal-
lots, the challenger must wait for approximately 494 KB
of data to be uploaded (on behalf of the other voters).
This would take approximately 100 seconds. Assuming
19 additional voters, in this short time, were given access
to booths and all completed their ballots, the challenger
might be forced to wait another 100 seconds before the
challenge response (the list of r-values used to encrypt
the first commitment) could make it through the queue.

Therefore, in the absolute worst case situation (30 ele-
ments on the ballot and 20 machines in the polling place),
the challenger is delayed by a maximum of 200 seconds
due to bandwidth limitations.

Encryption. Because a commitment is an encrypted
version of the cast ballot, a cast ballot must be encrypted
before a commitment to it is published. Furthermore, the
verifier must do a decryption in order to verify the result
of a challenge. Encryption and decryption are always a
potential source of delay, therefore we examine our im-
plementation’s encryption performance here.

Recall that a cast ballot is an n-tuple of integers, and an
encrypted cast ballot has each of these integers encrypted

using our additively homomorphic El Gamal encryption
function. We benchmarked the encryption of a reference
30 candidate ballot; on a Pentium M 1.8 GHz laptop it
took 10.29 CPU seconds, and on an Opteron 2.6 GHz
server it took 2.34 CPU seconds. We also benchmarked
the decryption, using the r-values generated by the en-
cryption function (simulating the work of a verification
machine in the immediate ballot challenge protocol). On
the laptop, this decryption took 5.18 CPU seconds, and on
the server it took 1.27 CPU seconds.

The runtime of this encryption and decryption will be
roughly the same. However, there is one caveat. To make
our encryption function additively homomorphic, we ex-
ponentiate a group member (called f in equation 1) by the
plaintext counter (called c in equation 1). (The result is
that when this value is multiplied, the original counter gets
added “in the exponent.”) Because discrete log is a hard
problem, this exponentiation cannot be reversed. Instead,
our implementation stores a precomputed table of encryp-
tions of low counter values. We assumes that, in real elec-
tions, these counters will never be above some reasonable
threshold (we chose 20,000). Supporting counters larger
than our precomputed table would require a very expen-
sive search for the proper value.

This is never an issue in practice, since individual bal-
lots only ever encrypt the values 0 and 1, and there will
never be more than a few thousand votes per day in a
given precinct. While there may be a substantially larger
number of votes across a large city, the election official
only needs to perform the homomorphic addition and de-
cryption on a precinct-by-precinct basis.8 This also allows
election officials to derive per-precinct subtotals, which
are customarily reported today and are not considered to
violate voter privacy. Final election-night tallies are com-
puted by adding the plaintext sums from each precinct.

Log analysis. There are many properties of the pub-
lished logs that we might wish to validate, such as ensur-
ing that all votes were cast while the polls were open, that
no vote is cast without a prior authorization sharing the
same nonce, and so on. These properties can be validated
by hand, but are also amenable to automatic analysis. We
built a tool called Q [44, 45] that performs this
function based on logical predicates expressed over the
logs. None of these queries need to be validated in real
time, so performance is less critical, so long as answers
are available within hours or even days after the election.

4.3 Security discussion

Beyond the security goals introduced in Section 1 and
elaborated in Section 3, we offer a few further explo-
rations of the security properties of our design.
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Ballot decryption key material. We have thus far
avoided the topic of which parties are entitled to decrypt
the finished tally, assuming that there exists a single entity
(perhaps the director of elections) holding an El Gamal
private key. We can instead break the decryption key
up into shares [49, 13] and distribute them to several
mutually-untrusting individuals, such as representatives
of each major political party, forcing them to cooperate
to view the final totals.

This may be insufficient to accommodate varying le-
gal requirements. Some jurisdictions require that each
county, or even each polling place, be able to generate
its own tallies on the spot once the polls close. In this
case we must create separate key material for each tal-
lying party, complicating the matter of who should hold
the decryption key. Our design frees us to place the de-
cryption key on, e.g., the supervisor console, or a USB key
held by a local election administrator. We can also use
threshold decryption to distribute key shares among mul-
tiple VBes in the polling place or among mutually-
untrusting individuals present in the polling place.

Randomness. Our El Gamal-based cryptosystem, like
many others, relies on the generation of random numbers
as part of the encryption process. Since the ciphertext
includes gr, a malicious voting machine could perform
O(2k) computations to encode k bits in gr, perhaps leak-
ing information about voters’ selections. Karlof et al. [28]
suggest several possible solutions, including the use of
trusted hardware. Verifiable randomness may also be pos-
sible as a network service or a multi-party computation
within the VB network [21].

Mega attacks. We believe the A network of-
fers defense against mishaps and failures of the sort al-
ready known to have occurred in real elections. We fur-
ther expect the networked architecture to provide some
defense against more extreme failures and attacks that
are hypothetical in nature but nonetheless quite serious.
These “mega attacks,” such as post-facto switched results,
election-day shadow polling places, and armed booth cap-
ture (described more fully in previous work [46]), are
challenges for any electronic voting system (and even
most older voting technologies as well).

5 Conclusions and future work
In this paper we have shown how the VB system
design is a response to threats, real and hypothesized,
against the trustworthiness of electronic voting. Recog-
nizing that voters prefer a DRE-style system, we endeav-
ored to create a software platform for e-voting projects
and then assembled a complete system using techniques
and ideas from current research in the field. VB cre-

ates audit logs that are believable in the event of a post-
facto audit, and it does this using the A network-
ing layer, allowing for convenient administration of polls
as well as redundancy in case of failure. Its code complex-
ity is kept under control by moving inessential graphics
code outside the trusted system, with the side effect that
ballot descriptions can be created—and audited—long be-
fore election day. Finally, the immediate ballot capture
technique gives real power to random machine audits.
Any voter can ask to challenge any voting machine, and
the machine has no way to know it is under test before it
commits to the contents of the encrypted ballot.

VB is a complete system and yet still an ongoing
effort. It is still being actively used for human factors ex-
perimentation, work which spurs evolution and maturity
of the software. Many of VB’s features were de-
signed with human factors of both poll workers and vot-
ers in mind. Evaluating these with human subject testing
would make a fascinating study. For example, we could
evaluate the rate at which voters accidentally challenge
ballots, or we could ask voters to become challengers and
see if they can correctly catch a faulty machine.

We have a number of additional features and improve-
ments we intend to add or are in the process of adding to
the system as well. Because one of the chief benefits of
the DRE is its accessibility potential, we anticipate adding
support for unusual input devices; similarly, following the
example of Pvote, we expect that VB’s ballot state
machines will map naturally onto the problem of provid-
ing a complete audio feedback experience to match the
video display. As we continue to support human factors
testing, it is obviously of interest to continue to maintain
a clear separation and identification of “evil” code; tech-
niques to statically determine whether this code (or other
malicious code) is present in VB will increase our
assurance in the system. We are in the process of in-
tegrating NIZK proofs into our El Gamal encrypted vote
counters, further bolstering out assurance that VB
systems are behaving correctly. We intend to expand our
use of Q to automatically and conveniently an-
alyze A logs and confirm that they represent
valid election events. A tabulation system for VB
is another logical addition to the architecture, completing
the entire election life cycle from ballot design through
election-day voting (and testing) to post-election auditing
and vote tabulation. Finally, we note that as a success-
ful story of combining complementary e-voting research
advances, we are on the lookout for other suitable tech-
niques to include in the infrastructure to further enhance
the end-to-end verifiability, in hope of approaching true
software independence in a voter-acceptable way.
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Notes
1http://www.scantegrity.org
2The Hart InterCivic eSlate voting system also includes a polling

place network and is superficially similar to our design; unfortunately,
the eSlate system has a variety of security flaws [24] and lacks the fault
tolerance, auditability, and end-to-end guarantees provided by VB.

3While this simple counter-based ballot does not accommodate
write-in votes, homomorphic schemes exist that allow more flexible bal-
lot designs, including write-ins [31].

4An interesting risk with a data diode is ensuring that it is installed
properly. Polling place systems could attempt to ping known Inter-
net hosts or otherwise map the local network topology, complaining if
two-way connectivity can be established. We could also imagine color-
coding cables and plugs to clarify how they must be connected.

5Invariably, some percentage of regular voters will accidentally chal-
lenge their ballots. By networking the voting machines together and
raising an alarm for the supervisor, these accidental challenges will only
inconvenience these voters rather than disenfranchising them. Further-
more, accidental challenges helpfully increase the odds of machines
being challenged, making it more difficult for a malicious VB to
know when it might be able to cheat.

6The VB name derives in part from this early direction, known
at the time as the “ 360”.

7http://www.sdl.org
8Vote centers, used in some states for early voting and others for

election day, will have larger numbers of votes cast than traditional small
precincts. Voting machines could be grouped into subsets that would
have separate A networks and separate homomorphic tallies.
Similarly, over a multi-day early voting period, each day could be treated
distinctly.
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