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Figure 6: Information-flow graph for the system pol-
icy, including the logrotate program’s policy mod-
ule. chfn_t is not trusted to modify other trusted pro-
grams, but it has write access to Logrotate’s files la-
beled etc_t.

it provides such a file via its package installation, so it
depends on the integrity of files of the label. This will be
identified as a tamperproof compliance exception below.

We are able to parse the text version of an SELinux
policy (file policy.conf) with a C program inte-
grated with Flex and Bison. We are also able to analyze
the binary version of the SELinux system policy.

Add logrotate program’s information flows. In
a similar fashion to the method above, we extend the
information flow graph with the vertices (labels) and
edges (read and write flows) from the logrotate pol-
icy module.

Remove edges where neither vertex is in the tamper-
proof goal policy. As these flows cannot tamper the
logrotate program, we remove these edges from the
system policy for compliance testing.

5.1.3 Evaluating 1ogrotate

This section presents how we automatically test tam-
perproof compliance. Tamperproof compliance is based
checking the system policy for information flow integrity
as defined by the tamperproof goal policy.

Integrity Compliance Checking. To detect integrity vi-
olations, we identify information flows that violate the
Biba integrity requirement [4]: an information flow from
a low integrity label (type in SELinux) to a high in-
tegrity label. read and write arguments are subject
and object.

NonBibaF lowssgrinusz (Policy) =
{(t1,t2) : t1,t2 € types(Policy). highintegrity(ti)A
lowintegrity(t2) A (read(ty, t2) V write(ts, t1))}

We use the XSB Prolog engine [32] as the underlying
platform. We developed a set of prolog queries based on
the NonBiba Flows rule to detect the labels that affect
compliance (i.e., the high integrity requirement that are
not enforced by the system policy).

As mentioned in the previous section, we evaluate
tamperproof compliance at installation time. Each time
we load the policy graphs generated above into the Pro-
log engine and we run the integrity Prolog queries to
determine if any flows satisfy (negatively) the NonBiba
Flows, thus violating compliance.

Results. Table 1 presents the results for compliance
checking logrotate against the generated tamper-
proof goal policy (see column 4). Only et c_t has unau-
thorized writers. In the SELinux/MLS reference pol-
icy, these writers are programs with legitimate reasons
to write to files in the /et c directory, but none have le-
gitimate reasons to write to logrotate files. For ex-
ample, chfn, groupdadd, passwd, and useradd
are programs that modify system files that store user
information in /etc, kudzu is an program that de-
tects and configures new and/or changed hardware in
a system and requires to update its database stored in
/etc/sysconfig/hwconf, and updfstab is de-
signed to keep /et c/ fstab consistent with the devices
plugged in the system.

The obvious solution would be to refine the labels for
files in /et c to eliminate these kinds of unnecessary and
potentially-risky operations.

5.2 [Evaluating other Trusted Programs

Table 2 shows a summary of the results from applying
the PIDSI approach to eight SELinux trusted programs
for which policy modules and packages are defined. The
table shows: (1) trusted package, (2) file labels (SELinux
types) used per package, (3) number of writers detected
per type (Writers) and (4) exceptions. The integrity re-
quirement assigned by default is high integrity for all
types, except for the ones marked with **; because of the
semantics associated to /var, various applications write
to this directory, we assign low integrity requirement to
var_log_t and var_run_t.

The common system types (bin_t, etc.t,
lib_t, man_t, sbin_t and usr_t) are marked
with 1 in the last two columns. The results for these
types are displayed in Table 3. The results show only
two exceptions, none in Table 2 and two in Table 3.

These reasons behind and resolutions for these excep-
tions are shown in Table 4. One good resolution would
be a refinement of the policies: programs should have
particular labels for their files, even if they are installed
in system directories, instead of using general system la-
bels. The use of a general system label gives all system
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Package SELinux Label Writers | Exception
initrc_exec_t 8 no
textrel_shlib_t 9 no
Ipr_exec_t 8 no
dbusd_etc_t 7 no
cups
system types T T
var_log_t** 14 no
var_run_t** 10 no
var_spool._t 10 no
dmidecode dmidecode_exec_t 8 no
system types T T
locale_t 7 no
initrc_exec_t 8 no
hald_exec_t 8 no
hald dbusd_etc_t 7 no
system types T T
iptables_exec_t 8 no
iptables initrc_exec_t 8 no
system types T T
locale_t 7 no
kudzu initrc_exec-_t 8 no
system types T T
initrc_exec-_t 8 no
NetworkManager_ 8 no
Network var_run_t
Manager NetworkManager_ 8 no
exec-t
dbusd_etc_t 7 no
system types T T
rpm_exec_t 8 no
m rpm_var_lib_t 7 no
P system types T T
var_spool_t 10 no
sshd_exec_t 8 no
sshd sshd_var_run_t 8 no
ssh_keygen_exec_t 8 no
ssh_keysign_exec_t 8 no

Table 2: Results of applying the PIDSI approach to
SELinux Trusted Packages. Columns with a ‘7’ are dis-
played in table 3

programs access to these files (case APP LABELS in Ta-
ble 4). However, this option is not always possible, as
sometimes a program actually requires access to system
files. In such cases, the programs have to be trusted (case
ADD in Table 4). For example, some trusted programs
read information from the /etc/passwd file, so those
subjects permitted to modify that file must be trusted.
Only a small number of such programs must be trusted.

6 Discussion

Trusted programs may use system files, such as system
libraries or the password file, in addition to the files pro-
vided in their packages. Because some of our trusted pro-
gram packages installed their own libraries under the sys-

SELinux Label | Writers | Exceptions
bin_t 9 no
etc_t 18 integrity
lib_t 8 no

man_t 8 integrity
sbin_t 8 no
usr_t 7 no

Table 3: System labels referenced by the packages pre-
sented in Table 2. Only et c_t and man_t have conflicts;
the number of conflicting types per case can not be high
(Writers column is an upper limit since it includes trusted
writers), so we can precisely examine each exception and
suggest resolutions (shown in Table 4).

tem label 1ib_t our analysis included system libraries.
Therefore, application integrity not only depends on the
integrity of the files in the installation package but also
on some other files. In general, the files that the program
execution depends on should be comprehensively identi-
fied. These should be well-known per system.

An issue is whether a trusted program may create a file
whose integrity it depends upon that has a system label.
For example, a trusted program generates the password
file, but this used by the system, so it has a system label.
We did not see a case where this happened for our trusted
programs, but we believe that this is possible in practice.
We believe that more information about the integrity of
the contents generated by the program will need to be
used in compliance testing. For example, if the program
generates data it marks as high integrity, then we could
leverage this in addition to package files and program
policy labels to generate tamperproof goal policies.

An issue with our approach is the handling of low in-
tegrity program objects. Since low integrity program ob-
jects are the lowest integrity objects in the system, any
program can write to these objects. We find that we
want low integrity program objects to be relative to the
trusted programs; lower than all trusted programs, but
still higher than system data. Further investigation is re-
quired.

The approach in this paper applies only to trusted pro-
grams. We make no assumptions about the relationship
between untrusted program and the system data. In fact,
we are certain that there is system data that should not
be accessed by most, if not all, untrusted programs. Note
that there is no advantage to verifying the compliance of
untrusted program, because the system does not depend
on untrusted programs to enforce its security goals. Such
programs have no special authority.

7 Related Work

Policy Analysis. Policies generally contain a consider-
able number of rules that express how elements in a given
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SELinux Conflicting Labels Type of Exception | Resolution Comment

Label Method

etc_t groupadd._t, passwd_t, | Integrity ADD The conflicting labels require access to the
useradd_t, chfn_t the same file /etc/passwd

etc_t updfstab_t, Integrity ADD The first two labels have legitimate rea-
ricci_modstorage.t, sons to modify /etc/fstab. The last
firstboot_t type modifies multiple files in /etc

etc_t postgresql_t.kudzu_t Integrity APP LABELS The conflicting types need access to appli-

cation files labeled with system labels

man_t system_crond._t Integrity REMOVE crond does not need to write manual pages

ADD: Add conflicting types to the set of trusted readers (confidentiality) or writers (integrity).

APP LABELS: The associated application requires access to a file that is application specific but was labeled using system

labels. Adding application specific labels to handle those files solves the conflict.

REMOVE: The permission requested is not required

Table 4: Compliance Exceptions and Resolutions. This table details the exceptions to tamperproof compliance
presented in Table 3. It shows the list of conflicting, untrusted subjects and the resolution method, per case.

environment must be controlled. Because of the size of
a policy and the relationships that emerge from having
a large number of rules, it is difficult to manually eval-
uate whether a policy satisfies a given property or not.
As a consequence, tools to automatically analyze pol-
icy are necessary. APOL [35], PAL [29], SLAT [10],
Gokyo [16] and PALMS [15] are some of the tools de-
veloped to analyze SELinux policies; however, each of
these tools focuses on the analysis of single security poli-
cies. Of these, only PALMS offers mechanisms to com-
pare policies; in particular it addresses compliance eval-
uation, but our approach to compliance is broader and
allows the compliance problem to be automated.

Policy Modeling. We need a formal model to reason
about the features of a given policy. Such a model should
be largely independent of particular representation of the
targeted policies and should enable comparisons among
different policies. Multiple models have been proposed
and each one of them defines a set of components that
need to be considered when translating a policy to an
intermediate representation. Cholvy and Cuppens [6] fo-
cus on permissions, obligations, prohibitions and provide
a mechanism to check regulation consistency. Bertino et
al. [3] focus on subjects, objects and privileges, as well
as the organization of these components and the set of
authorization rules that define the relationships among
components and the set of derived rules that may be gen-
erated because of a hierarchical organization. Kock et
al. [18] represent policies as graphs with nodes that rep-
resent components(processes, users, objects) and edges
that represent rules and a set of constraints that globally
applied to the system. In any case, policy modeling be-
comes a building block in the process of evaluating com-
pliance. Different policies must be translated to an inter-
mediate representation (a common model) so they can be
compared and their properties evaluated.

Policy Reconciliation. Policy compliance problems

may resemble policy reconciliation problems. Given two
policies A and B that define a set of requirements, a rec-
onciliation algorithm looks for a specific policy instance
C that satisfies the stated requirements. Policy compli-
ance in a general sense, i.e. ‘Given a policy A and a pol-
icy B, is B compliant with A?” means ‘is any part of A
in conflict with B?’. Previous work [21] shows that rec-
onciliation of three or more policies is intractable. Com-
pliance is also a intractable problem since this would re-
quire to checking all possible paths in B against all possi-
ble paths in A. Although both of these problems are sim-
ilar in that they both test policy properties and are non-
tractable in general cases (no restrictions), they differ in
their inputs and expected outputs. While in the case of
reconciliation, an instance that satisfies the requirements
has to be calculated, in the case of compliance, policy
instances are given and one is evaluated against the other
one.

Policy Compliance. The security-by-contract
paradigm resembles our policy compliance model. It is
one of the mechanisms proposed to support installation
and execution of potentially malicious code from a third
party in a local platform. Third party applications are
expected to come with a security contract that specifies
application behavior regarding security issues. The first
step in the verification process is checking whether the
behaviors allowed by the contract are also allowed by
the local policy [8]. In the most recent project involving
contract matching, contract and policy are security au-
tomatons and the problem of contract matching becomes
a problem of testing language inclusion for automatons.
While there is no known polynomial technique to test
language inclusion for non-deterministic automatons,
determining language inclusion for deterministic au-
tomatons is known to be polynomial [9]. One main
advantage of our representation is that we are verifying
policies that are actually implemented by the enforcing
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mechanism, not high level statements that may not
be actually implemented because of the semantic gap
between specification and implementation. In addition,
the enforcing mechanism is part of the architecture.

8 Conclusion

This work is driven by the idea of unifying application
and system security policies. Since applications and sys-
tems policies are independently developed, they use dif-
ferent language syntax and semantics. As a consequence,
it is difficult to prove or disprove that programs enforce
system security goals. The emergence of mandatory ac-
cess control systems and security typed languages makes
it possible to automatically evaluate whether applications
and systems enforce common security goals. We reshape
this problem as a verification problem: we want to eval-
uate if applications are compliant with system policies.

We found that compliance verification involves two
tasks: we must ensure that the system protects appli-
cation from being tampered with, as well as verify that
the application enforces system security goals. In or-
der to automate the mapping between the program pol-
icy and the system policy, we proposed the PIDSI (Pro-
gram Integrity Dominates System Data Integrity) ap-
proach. The PIDSI approach relies on the observation
that in general program objects are higher integrity than
system objects. We tested the trusted program core of the
SELinux system to see if its policy was compatible with
the PIDSI approach. We found that our approach accu-
rately represents the SELinux security design with a few
minor exceptions, and requires little or no feedback from
administrators in order to work.

Notes

'The program verification (e.g., STL compilation) enforces the
complete mediation guarantee.

2 At present, module policies are not included in Linux packages,
but RedHat, in particular, is interested in including SELinux module
policies in its rpm packages in the future [36].

3SELinux uses the term rype for its labels, as it uses an extended
Type Enforcement policy [5].

4As described above, this must be done manually now, via
semodule, but the intent is that when you load a package contain-
ing a module policy, someone will install the module policy.

SIn this case, violating the confidentiality of SSH keys enables a
large class of integrity attacks. This phenomenon has been discussed
more generally by Sean Smith [31].
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