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privacy-preserving for the owner to retrieve any states es-
timated to be sent after the time at which the device was
lost. The owner might also query prior states to search
for relevant updates, but being careful not to go too far
back (lest he begin querying for updates sent before the
device was lost).

8.2 Detection of client state tampering

The Adeona system relies on the client’s state remain-
ing unmodified. Compared to a (hypothetical) stateless
client, this allows a new avenue for disabling the de-
vice. To rectify this disparity between the ideal (in which
an adversary has to disable/modify the client executable)
and Adeona we design a novel cryptographic primitive,
a tamper-evident FSPRG, that allows cryptographic val-
idation of state. By adding this functionality to Adeona
we remove this avenue for disabling tracking functional-
ity. Moreover, we believe that tamper-evident FSPRGs
are likely of independent interest and might find use in
further contexts where untrusted storage is in use, e.g.,
when the Adeona core is implemented in hardware but
the state is stored in memory accessible to an adversary.

A straightforward construction would work as follows.
The owner, during initialization, also generates a signing
key and a verification key for a digital signature scheme.
Then, the initialization routine generates the core’s val-
ues si,ci,1,Ti for each future state i that could be used by
the client, and signs these values. The verification key
and resulting signatures are placed in the client’s stor-
age, along with the normal initial state. The client, to
validate lack of tampering with FSPRG states, can verify
the state’s si,ci,1,Ti values via the digital signature’s ver-
ification algorithm and the (stored) verification key. Un-
fortunately this approach requires a large amount of stor-
age (linear in the number of updates that could be sent).
Moreover, a very sophisticated thief could just mount a
replacement attack: substitute his or her own state, ver-
ification key, and signatures for the owner’s. Note this
attack does not require modifying or otherwise interfer-
ing with the client executable. We can do better on both
accounts.

To stop replacement attacks, we can use a trusted au-
thority to generate a certificate for the owner’s verifica-
tion key (which should also tie it to the device). Then the
trusted authority’s verification key can be hard-coded in
the client executable and be used to validate the owner’s
(stored) verification key. To reduce the storage space
required, we have the owner, during initialization, only
sign the final state’s values. To verify, the client can seek
forward with the FSPRG (without yet deleting the cur-
rent state) to the final state and then verify the signature.
(A counter can be used to denote how many states the
client needs to progress to reach the final one.) Under

reasonable assumptions regarding the FSPRG (in partic-
ular, that it’s difficult to find two distinct states that lead
to the same future state) and the assumption that the dig-
ital signature scheme is secure, no adversary will be able
to generate a state that deviates from the normal progres-
sion, yet verifies. A clever thief might try to roll the
FSPRG forward in the normal progression, to cause a
long wait before the next update. This can be defended
against with a straightforward check relative to the cur-
rent time: if the next update is too far away, then assume
adversarial modification. We could also store the signa-
tures of some fraction of the intermediate states in or-
der to operate at different points of a space/computation
trade-off.

8.3 Private updates with tampered state

If the client detects tampering with the state, then it can
enter into a “panic” mode which does not rely on the
stored state to send updates. One might have panic mode
just send updates in the clear (because these locations
are presumably not associated with the owner), but there
can be reasons not to do this. For example, configuration
errors by an owner could mistakenly invoke panic mode.

Panic mode can still provide some protection for up-
dates without relying on shared state, as follows. We as-
sume the client and owner have access to an immutable,
unique identification string ID. In practice this ID could
be the laptop’s MAC address. We also use a cryp-
tographic hash function H: {0,1}∗ → {0,1}h, such as
SHA-256 for which h = 256 bits. Then pick a param-
eter b ∈ [0 ..h]. For each update, the client generates a
sequence of indexes via I1 = H(1 || T || H(ID)|b), I2 =
H(2 || T || H(ID)|b), etc. Here T is the current date and
H(ID)|b denotes hashing ID and then taking the first b
bits of the result. (Varying the parameter b enables a
simple time-privacy trade off known as “bucketization”.)

Location information can be encrypted using an
anonymous identity-based encryption scheme [8]. Using
a trusted key distribution center, each owner can receive
a secret key associated to their device’s ID. (Note that
the center will be able to decrypt updates, also.) Encryp-
tion to the owner only requires ID. This is useful because
then encryption does not require stored per-device state,
under the presumption that ID is always accessible. The
ciphertext can be submitted under the indices. The owner
can retrieve these panic-mode updates by re-computing
the indices using ID and the appropriate dates and then
using trial decryption.

8.4 Anonymous channels

Systems such as Tor [14] implement anonymous chan-
nels, which can be used to effectively obfuscate from re-



USENIX Association 	 17th USENIX Security Symposium	 289

cipients the originating IP address of Internet traffic. The
Adeona design can easily compose with any such sys-
tem by transmitting location updates to the remote stor-
age across the anonymous channel. The combination of
Adeona with an anonymous routing system provides sev-
eral nice benefits. It means that the storage provider and
outsiders do not trivially see the originating IP address,
meaning active fingerprinting attacks are prevented. Ad-
ditionally, it merges the anonymity set of Adeona with
that of the anonymous channel system. For example,
even if there exists only a single user of Adeona, that
user might nevertheless achieve some degree of location
privacy using anonymous channels.

On the other hand, attempting to use anonymous chan-
nels without Adeona does not satisfy our system goals.
The now more complex clients would not necessarily
be suitable for some deployment settings (e.g. hardware
implementations). It would force a reliance on a com-
plex, distributed infrastructure in all deployment settings.
This reliance is particularly bad in the corporate setting.
Routing location updates through nodes not controlled
by the company could actually decrease corporate pri-
vacy: outsiders could potentially learn employee loca-
tions (e.g., see [36]). Moreover, when analyzing how to
utilize anonymous channels and meet our tracking and
privacy goals, it is easy to see that even with the anony-
mous channel one still benefits from Adeona’s mecha-
nisms. Imagine a hypothetical system based on anony-
mous channels. Because the storage provider is poten-
tially adversarial, the system would still need to encrypt
location information and so also provide an index to en-
able efficient search of the remote storage. Because the
source IP is hidden, one might utilize a static, anony-
mous identifier. This would allow the storage provider
to, at the very least, link update times to a single device,
which leaks more information than if the indices are un-
linkable.

8.5 Sending commands to the device

In situations where a device is lost, an owner might wish
to not only retrieve updates from it, but also securely
send commands back to it. For example, such a chan-
nel would allow remotely deleting sensitive data. We
can securely instantiate a full duplex channel using the
remote storage as a bulletin board. An owner could post
encrypted and signed messages to the remote storage un-
der indices of future updates. The client, during an up-
date, would first do a retrieve on the indices to be used
for the update, thereby receiving the encrypted and au-
thenticated commands. Standard encryption and authen-
tication tools can be used, including using cryptographic
keys derived from the FSPRG seed in use on the client.
In terms of location privacy, the storage provider would

now additionally learn that two entities are communicat-
ing via the bulletin board, but not which entities.

9 Conclusion

This paper develops mechanisms by which one can build
privacy-preserving device tracking systems. These sys-
tems simultaneously hide a device owner’s legitimately
visited locations from powerful adversaries, while en-
abling tracking of the device after it goes missing. More-
over, we do so while using third party services that are
not trusted in terms of location privacy. Our mecha-
nisms are efficient and practical to deploy. Our client-
side mechanisms are well-suited for hardware implemen-
tations. This illustrates that not only can one circumvent
a trade-off between security and privacy, but one can do
so in practice for real systems.

We implemented Adeona, a full privacy-preserving
tracking system based on OpenDHT that allows for im-
mediate, community-orientated deployment. Its core
module, the cryptographic engine that renders location
updates anonymous and unlinkable, can be easily used in
further deployment settings. To evaluate Adeona, we ran
a field trial to gain experience with a deployment on real
user’s systems. Our conclusion is that our approach is
sound and an immediately viable alternative to tracking
systems that offer less (or no) privacy guarantees. Lastly,
we also presented numerous extensions to Adeona that
address a range of issues: disparate deployment settings,
increased functionality, and improved security. The tech-
niques involved, particularly our tamper-evident FSPRG,
are likely of independent interest.

Notes

1EmailMe is a fictional system, though its functionality is based on
products such as PC Phone Home [9] and Inspice [21].

2A flea market is a type of ad-hoc market where transactions are
typically anonymous and done in cash.

3AllDevRec is a fictional company, though the services it offers are
comparable to those advertised by Absolute Software [1], which has
tracking software pre-installed in the BIOS of some Dell laptops.

4A real example of such insider abuse is found in [20].
5The owner could download the entire database and do trial decryp-

tion, but with many users this would be prohibitively expensive.
6One could also utilize as basic primitive a keyed hash function.
7To be precise, the guarantee is that OpenDHT guarantees not to ex-

pire a key-value pair before its time-to-live passes, barring some catas-
trophic failure of the DHT service [30].

8Systems we built on had version 0.9.7l or later. We used SHA1,
instead of the more secure SHA-256, due to its lack of implementation
in OpenSSL 0.9.7l (the most recent version available for OSX).

9To be precise, the search was for any update potentially sent over
the course of 6 days and 23 hours. The final hour was omitted for sim-
plicity since it avoided retrieving updates being expired by OpenDHT.
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