





the anti-virus engines is lacking, with an average detec-
tion rate of 70% for the best engine. These results are
disturbing as they show that even the best anti-virus en-
gines in the market (armed with their latest definitions)
fail to cover a significant fraction of web malware.
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Figure 16: Detection rates of 3 anti-virus engines.

False Positives. Notice that the above strategy may
falsely classify benign binaries as malicious. To eval-
uate the false positives, we use the following heuristic:
we optimistically assume that all suspicious binaries will
eventually be discovered by the anti-virus vendors. Us-
ing the set of suspicious binaries collected over a month
historic period, we re-scan all undetected binaries two
months later (in July, 2007) using the latest virus defini-
tions. Then, all undetected binaries from the rescanning
step are considered false positives. Overall, our results
show that the earlier analysis is fairly accurate with false
positive rates of less than 10%. We further investigated a
number of binaries identified as false positives and found
that a number of popular installers exhibit a behavior
similar to that of drive-by downloads, where the installer
process first runs and then downloads the associated soft-
ware package. To minimize the impact of false positives,
we created a white-list of all known benign downloads,
and all binaries in the white-list are exempted from the
analysis in this paper.

Of course, we are being overly conservative here as
our heuristic does not account for binaries that are never
detected by any anti-virus engine. However, for our
goals, this method produces an upper bound for the re-
sulting false positives. As an additional benchmark we
asked for direct feedback from anti-virus vendors about
the accuracy of the undetected binaries that we (now)
share with them. On average, they reported about 6%

false positives in the shared binaries, which is within the
bounds of our prediction.

8 Discussion

Undoubtedly, the level of malfeasance on the Internet is a
cause for concern. That said, while our work to date has
shown that the prevalence of web-malware is indeed a
serious threat, the analysis herein says nothing about the
number of visitors that become infected as a result of vis-
iting a malicious page. In particular, we note that since
our goal is to survey the landscape, our infrastructure is
intentionally configured to be vulnerable to a wide range
of attacks; hopefully, savvy computer users who dili-
gently apply software updates would be far less vulnera-
ble to infection. To be clear, while our analysis unequiv-
ocally shows that millions of users are exposed to ma-
licious content every day, without a wide-scale browser
vulnerability study, the actual number of compromises
remains unknown. Nonetheless, we believe the perva-
sive nature of the results in this study elucidates the state
of the malware problem today, and hopefully, serves to
educate both users, web masters and other researchers
about the security challenges ahead.

Lastly, we note that several outlets exists for taking
advantage of the results of our infrastructure. For in-
stance, the data that Google uses to flag search results
is freely available through the Safe Browsing API [2], as
well as via the Safe Browsing diagnostic page [3]. We
hope these services prove to be of benefit to the greater
community at large.

9 Related Work

Virtual machines have been used as honeypots for de-
tecting unknown attacks by several researchers [4, 16,
17,25, 26]. Although, honeypots have traditionally been
used mostly for detecting attacks against servers, the
same principles also apply to client honeypots (e.g., an
instrumented browser running on a virtual machine). For
example, Moshchuk e al. used client-side techniques
to study spyware on the web (by crawling 18 million
URLs in May 2005 [17]). Their primary focus was not on
detecting drive-by downloads, but in finding links to ex-
ecutables labeled spyware by an adware scanner. Addi-
tionally, they sampled 45,000 URLs for drive-by down-
loads and showed a decrease over time. However, the
fundamental limitation of analyzing the malicious nature
of URLs discovered by “spidering” is that a crawl can
only follow content links, whereas the malicious nature
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of a page is often determined by the web hosting infras-
tructure. As such, while the study of Moshchuk et al.
provides valuable insights, a truly comprehensive analy-
sis of this problem requires a much more in-depth crawl
of the web. As we were able to analyze many billions of
URLs , we believe our findings are more representative
of the state of the overall problem.

More closely related is the work of Provos et al. [20]
and Seifert et al. [24] which raised awareness of the
threat posed by drive-by downloads. These works are
aimed at explaining how different web page compo-
nents are used to exploit web browsers, and provides an
overview of the different exploitation techniques in use
today. Wang et al. proposed an approach for detecting
exploits against Windows XP when visiting webpages in
Internet Explorer [26]. Their approach is capable of de-
tecting zero-day exploits against Windows and can de-
termine which vulnerability is being exploited by expos-
ing Windows systems with different patch levels to dan-
gerous URLs. Their results, on roughly 17,000 URLs,
showed that about 200 of these were dangerous to users.

This paper differs from all of these works in that it of-
fers a far more comprehensive analysis of the different
aspects of the problem posed by web-based malware, in-
cluding an examination of its prevalence, the structure of
the distribution networks, and the major driving forces.

Lastly, malware detection via dynamic tainting analy-
sis may provide deeper insight into the mechanisms by
which malware installs itself and how it operates [10, 15,
27]. In this work, we are more interested in structural
properties of the distribution sites themselves, and how
malware behaves once it has been implanted. Therefore,
we do not employ tainting because of its computational
expense, and instead, simply collect changes made by the
malware that do not require having the ability to trace the
information flow in detail.

10 Conclusion

The fact that malicious URLs that initiate drive-by down-
loads are spread far and wide raises concerns regarding
the safety of browsing the Web. However, to date, little
is known about the specifics of this increasingly common
malware distribution technique. In this work, we attempt
to fill in the gaps about this growing phenomenon by pro-
viding a comprehensive look at the problem from several
perspectives. Our study uses a large scale data collection
infrastructure that continuously detects and monitors the
behavior of websites that perpetrate drive-by downloads.
Our in-depth analysis of over 66 million URLs (spanning
a 10 month period) reveals that the scope of the problem

is significant. For instance, we find that 1.3% of the in-
coming search queries to Google’s search engine return
at least one link to a malicious site.

Moreover, our analysis reveals several forms of rela-
tions between some distribution sites and networks. A
more troubling concern is the extent to which users may
be lured into the malware distribution networks by con-
tent served through online Ads. For the most part, the
syndication relations that implicitly exist in advertising
networks are being abused to deliver malware through
Ads. Lastly, we show that merely avoiding the dark
corners of the Internet does not limit exposure to mal-
ware. Unfortunately, we also find that even state-of-the-
art anti-virus engines are lacking in their ability to protect
against drive-by downloads. While this is to be expected,
it does call for more elaborate defense mechanisms to
curtail this rapidly increasing threat.
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Notes

1Some compromised web servers also trigger dialog windows ask-
ing users to manually download and run malware. However, this anal-
ysis considers only malware installs that require no user interaction.

2This mapping is readily available at Google.

3We consider a version as outdated if it is older than the latest corre-
sponding version released by January, 2007 (the start date for our data
collection).

4We restrict our analysis to Windows executables identified by
searching for PE headers in each payload.
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