


USENIX Association 	 17th USENIX Security Symposium	39

Benchmark Description Lines of Classes Event Dependency

Code Handlers Pairs

PersonalBlog Blogging software 17,149 132 15 0

JOrganizer Address book 31,897 263 46 49

JGossip Forum system 79,685 556 80 267

Figure 5: Applications used in the experiments. (The lines of code do not include library classes)

Benchmark Non-redundant Ends in SQL SQL XSS XSS

URL Sequences SQL Sink Sessions Errors Sessions Errors

PersonalBlog 15 2 2 2 1 1

JOrganizer 356,358 260 153 8 86 3

JGossip 1,062,539 16,031 9,436 0 30 9

Figure 6: Analysis results.

listed in order of their size. For each application, we list

the number of classes defined in the program, the size of

the application itself (not counting library classes), and

the total number of event handlers specified by the appli-

cation’s deployment metadata. The last column of Fig-

ure 5 shows the number of dependency pairs found by

our dependence analysis described in Section 4.2.

We used QED to locate both cross-site scripting and

SQL injection vulnerabilities in each of these applica-

tions. Each of these applications depends on a database

backend. The JGossip application used JDBC directly;

the other two used object persistence libraries that we

modeled as stubs. All three applications, since they are

Struts-based, rely on JSPs for their output, and so the

XSS analysis dealt primarily with those.

Figure 6 presents some measurements of our experi-

ment. The first column (Non-redundantURL Sequences)

lists the number of sessions whose URLs are not re-

peated and not redundant according to their data depen-

dencies. Personalblog does not have cycles in its depen-

dence graph, so it is possible to exhaustively model check

the program by testing the specified number of input se-

quences. The next column (Ends in SQL Sink) shows the

result of applying the full redundancy elimination anal-

ysis algorithm presented in Section 4.2. The next col-

umn (SQL Sessions) shows the number of sessions that

needs to be checked after the feasibility analysis from

Section 4.4 is also taken into account. The next column

gives the number of SQL injections QED discovered.

The final two columns provide similar information for

XSS. We do not provide an equivalent to the “Ends in

SQL Sink” column because the XSS sink is HTML out-

put, and so every HTTP response by definition includes

a sink. Between SQL injection and cross-site scripting,

we thus cover both rare and common sinks in our appli-

cations.

For comparison, even if we restrict ourselves to non-

repeating URL sequences, the naı̈ve approach of Sec-

tion 3 would test a number of sessions proportional to

the factorial of the number of event handlers. In JGossip,

this is approximately 10120 sequences.

6.1 PersonalBlog

The PersonalBlog system is a web application based on

Struts and the Hibernate 2 object persistence system [2].

It makes no interesting use of session objects, so there

are no dependencies between handlers. Thus, the depen-

dence analysis shows that we can consider each event

handler in isolation without compromising any guaran-

tee on security. Since there are only 15 event handlers

in the program, and each request has few parameters, the

model checker can run through all the cases quickly.

QED found one XSS attack vector and two SQL attack

vectors. Note that a single vector can have multiple vul-

nerabilities. In this case, one of the SQL vectors has two

SQL injection possibilities. Thus, there are actually three

SQL vulnerabilities that we have found. The static anal-

ysis in this case was accurate in identifying all the vul-

nerabilities, without generating any false positives. The

model checker generates the input vectors and a program

execution trace showing the details of their existence.

The results of running PQL itself, as a dynamic

checker, on PersonalBlog has also been reported previ-

ously [22]. Not only did QED find all the vulnerabilities

previously identified, it found an additional one. This

discrepancy is due to QED having a more inclusive spec-

ification than in the previous work, tracking information

from HTTP headers and not just from the URL proper.

6.2 JOrganizer

JOrganizer is a personal contact and appointment man-

ager of moderate size. Access to the backing database
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is managed within the application by an “Object Query

Language” that reduces directly to SQL, much like Hi-

bernate 2.

The application has 46 event handlers in total. The de-

pendence analysis shows that there are 49 pairs of depen-

dent event handlers. The dependence relations are cyclic,

which means that we will have to restrict our attention to

acyclic sequences to keep the test space finite.

QED then further focuses the model checking effort

by using information specific to each vulnerability. We

found that 15 of the event handlers cannot touch the

database at all, and thus cannot be final events for SQL

injection. Furthermore, none of the single-event se-

quences exhibits a SQL vulnerability. The reason is that

no event is allowed to touch the database unless it is pre-

ceded by a “log-in” event. Our analysis shows a de-

pendence between these events and the “log-in” event.

QED ignores the independent pairs, and keeps testing

sequences with first a log-in event and then a database

access event.

QED is able to iterate through all the filtered, non-

redundant, and non-repeating sequences in this case,

finding three XSS vulnerabilities and eight SQL vulner-

abilities.

6.3 JGossip

JGossip is a large application with nearly 80,000 lines

of code in 80 actions. There are many cyclic dependen-

cies among event handlers in JGossip. Even if we restrict

the sequences under consideration to non-redundant and

non-repeating events, over a million sequences still re-

main. Furthermore, within these sequences, many re-

quests used enormous numbers of input parameters. One

event had 15 parameters, which, with a pool of 5 possible

inputs per parameter, would generate over 30 billion test

cases simply for that one URL. For event handlers such

as those we restricted our model checker’s input pool to

two possibilities per parameter, lowering the number of

test cases per handler to a more manageable 32,000.

Next QED tries to reduce the number of candidate vec-

tors based on the vulnerability specification. For SQL

injection, the taint sink method is database queries. A

majority of the 80 actions touch the database. However,

our static feasibility analysis shows that only seven of

these database accesses may touch tainted objects. Thus

we have only 7 final events to consider. Of the seven, five

have no dependency chains longer than length two. They

are responsible for a total of 37 potential attack vectors,

and they are all of length 2. The remaining two have

many dependencies, and the static analyzer can only nar-

row them to 9,436 candidate attack vectors. Once param-

eters are factored in, this still yields hundreds of millions

of candidates to check, so there are still too many to con-

sider. At the end, we managed to check only all the seven

sequences with a single taint-sink event, and the all 37

sequences of length 2. The model checker found no SQL

vulnerability.

As it happens, this lack of SQL injections is unsurpris-

ing, because JGossip is constructed to be independent

of its database backend. As such, all of its database re-

quests are ultimately constant strings; it uses a hash table

to look up which strings are appropriate for the appropri-

ate action, based on the SQL dialect used by the backend.

Since all SQL queries end up being constant strings, this

suggests that no injections are possible; however, its use

of hash tables forced the program analyzer to make con-

servative approximations on seven of the actions, thus

leading to the need for a model checking step.

The tests for XSS were much more straightforward; all

of the actions corresponding to possibly dangerous out-

put JSPs had few inputs and few dependencies, leading

to a grand total of only 30 sessions to check. The XSS

vulnerabilities so found were also located immediately,

since session data did not affect their outputs.

6.4 Experimental Summary

The three web applications in our experimental study il-

lustrate a spectrum of effects we can get with QED. Per-

sonalBlog shows an example where QED is able to prove

that there are no vulnerabilities other than the ones found.

By proving that the events have no dependencies, QED

can simply check the URLs one at a time. JOrganizer

shows that in the presence of dependencies, our analyses

can greatly improve the effectiveness of model checking

and provides good coverage. QED was able to check all

the sequences without repeated URLs. Lastly, JGossip

shows that model checking for really large programs re-

mains a challenge. The static analyzer is useful as a way

of directing the model checking to focus on sequences

with higher payoffs.

7 Related Work

Systematic automated testing is not entirely novel, but

it is also not commonplace. Our work was informed by

both the FiSC system [34] and WebSSARI [17]. Web-

SSARI’s approach is much different from QED’s, in that

it focuses on abstract interpretation of PHP code looking

for violations of data flow control. QED, on the other

hand, owes more of its design philosophy to FiSC. FiSC

operated in an entirely different problem domain (filesys-

tem correctness) and simply searched for evidence of er-

rors rather than the cause. Its implementation was based

on the CMC model checker [23] which is also much

closer to our JPF-based system than WebSSARI’s run-

time solution.
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The techniques described in this paper touch upon a

wide variety of disciplines. Model checking is the most

directly obvious of these. Our system uses the Java

PathFinder system [29]. JPF was suitable for our system

primarily due to the ability to directly run sizable Java ap-

plications as bytecode; this permitted us to treat our dy-

namic analysis as just another part of the application be-

ing checked. Classical model checkers such as SPIN [14]

require a special specification language which abstracts

the application greatly. Other model checking systems

such as Bandera [8] also directly abstract the Java source,

which complicates its utility for our purposes.

The more general field of bugfinding comprises an

enormous amount of work. In recent years, web ap-

plications have received a good deal of attention due

to their unique vulnerabilities and flaws. SABER is

a static tool that detects flaws based on pattern tem-

plates [25]. Livshits and Lam made progress in creat-

ing a sound analysis on web applications that produced

a usably low false positive rate [20]. The WebSSARI

system, in its pre-model-checking work, allows the spec-

ification of taint-style data-flow problems on PHP-based

applications, and systematically searches for dangerous

information flows [16]. Nguyen-Tuong et al. use similar

approaches, also for PHP [24]. In a more general con-

text FindBugs attempts to locate a broad class of bugs

in Java applications of all kinds [15], and the Metal sys-

tem let the user specify state machines to represent error

conditions [11]. The SQLCHECK system uses a much

more precise technique to detect grammatical changes in

commands as a result of user input [26]. The QED sys-

tem provides a general analysis that the user specializes,

while SQLCHECK is SQL-injection specific and Find-

Bugs is a battery of unrelated analyses. Taint flow within

an application is tracked incidentally, and only if the PQL

specification demands it.

Our characterization of inputs, when combined with

model checking, can be seen as a form of testing, and all

testing techniques perform better with a better set of in-

puts. Some work has been done on systematically deduc-

ing inputs that will explore the state space of an applica-

tion. Systems such as Korat [5] attempt to systematically

produce only consistent inputs; this is rarely relevant

to web applications, whose arguments can be nearly-

arbitrary strings. Korat’s general principle of deducing

input sets from execution constraints, however, may still

be applicable. Symbolic execution techniques, such as

DART [10] and EXE [33], suitably adapted to deal with

string and URL data, are more likely to be a fruitful ad-

junct to the techniques in this paper. Some work has been

done already to provide these techniques for JPF but the

results given seem to indicate that at present it scales only

to smaller applications [30].

For the specific problem of cross-site scripting, re-

cent work has focused on extending the DOM to per-

mit browser extensions to block out any unauthorized

scripts [18]. While, if fully implemented, this system

will block out any possible attacks, it requires cooper-

ation between both site authors and clients. Client-side

protection is also of limited use against taint problems

such as SQL injection that attack the server.

8 Summary and Conclusions

Security concerns regarding web applications are here to

stay, and likely only to grow in importance. Cross-site

scripting and SQL injection are two of the most popular

kinds of vulnerabilities. This paper presented a technique

called goal-directed model checking that can find attack

vectors for these vulnerabilities automatically and effi-

ciently. Armed with actual attack vectors and their cor-

responding execution trace, it is easier to convince the

developers that it is necessary to change the code, and

also to pinpoint how the problem can be fixed.

Our technique is implemented in a system called QED.

Users can use the system for any taint-based vulnerabil-

ity on Java applications developed using servlets, JSPs,

or Struts. We applied QED to three programs and found

errors in every one of them, yielding a total of 10 SQL

injection and 13 XSS vulnerabilities. This result is wor-

risome, suggesting that there are plenty of security risks

in using web applications.

This work also shows for the first time how we can

combine techniques from three approaches to generate a

useful and powerful system:

Sound, sophisticated program analysis. Sophisticated

analysis based on context-sensitive pointer alias an-

alysis is precise enough to use on production soft-

ware, despite being conservative to retain sound-

ness. Nonetheless, false positives are still bound to

occur with a conservative analysis.

Dynamic monitoring. Dynamic analysis does not have

false positives, but it can only spot problems that its

input happens to trigger.

Model checking. Model checking has many advantages:

it executes all the paths in a program; it has no false

positives; it has no false negatives with respect to

the set of possible inputs tried; it identifies actual at-

tack vectors; and it can generates an execution trace

for any input. However, it is too slow.

QED combines the advantages of all the three ap-

proaches. It uses sound analysis to optimize both dy-

namic monitoring and model checking, dynamic mon-

itoring to follow the flow of taint, and finally model

checking to generate the actual attack vectors.
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Cross-site scripting and SQL injection are examples of

errors that exist at the application layer and that are not

due to simple language deficiencies like buffer overruns.

We can expect to see many more varieties of errors that

operate at this higher semantic level. This suggests that

programmable systems like bddbddb, PQL, and QED are

important so that developers can utilize the technology,

without being analysis experts, for their own programs.

The widespread adoption of application frameworks

in software development opens up a new opportunity for

managing software complexity. These software frame-

works should come with testing, model checking, static

analysis, and dynamic monitoring submodules; they

should be programmable and specialized for that frame-

work. Perfecting them as part of the framework will put

these advanced technologies in the hands of many more

developers.
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