





[ Benchmark | Linux (%) | WinXP (%) | WinXP-hw (%) |
Apache Build 1.68 2.62 1.99
Boot 2.05 30.39 10.63
SPECINT 2006 0.03 2.32 0.25
perlbench 2.06 23.01 1.42
gcc 13.75 12.43 3.48

Table 2: Application benchmark results. Results are the
average of ten runs and are given in percent overhead
over vanilla Xen. All standard deviations were less than
3% of the mean. WinXP-hw is estimated performance
with hardware support for sub-page permissions.

7.3 Application Benchmarks

Since Patagonix is only invoked when code is executed
for the first time, we expect this to coincide with page
faults that load code from the disk. Because disk oper-
ations are expensive to begin with, we expect Patagonix
overhead to be minimal in practice. To confirm this, we
ran several application benchmarks in both the Linux and
Windows VMs in our prototype. Computationally inten-
sive applications are represented by the benchmarks from
the SPECINT 2006 suite. For workloads with larger code
footprints, we also measured the time Patagonix takes to
boot Windows and Linux, as well as to build Apache. We
compare the execution time for each benchmark against
a vanilla Xen system running the same benchmark on the
same monitored VM and report the overheads in Table 2.
Since the PE oracle uses sub-page emulation, we also ran
benchmarks without the emulation and sub-page checks
(WinXP-hw column) to approximate what the perfor-
mance might be if hardware support were available.

We report the SPECINT benchmarks as an aggre-
gate because overheads for all benchmarks where less
than 3% for the three configurations except for gcc and
perlbench, whose performance we report separately.
The Windows boot and gcc have large code footprints
in comparison to their execution time: Windows initial-
izes several services, drivers and interrupt handlers dur-
ing boot, while SPEC drives gcc with a set of tests that
exercises a large number of code paths. perlbench
does not experience high overhead except in the WinXP
configuration because it spends a high portion of its time
running code on mixed code/data pages, motivating ar-
chitectural support for sub-pages in such cases. As ex-
pected, the overhead for all other benchmarks is low.
This is because their code footprint is small relative to
their execution time.

Finally, the Patagonix VM needs to request periodic
refreshes from the hypervisor. A shorter refresh interval
means more accurate information about when a process
was last observed executing, but also incurs more over-
head. Figure 5 plots the additional overhead the Apache
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Figure 5: Overhead and Invalidations vs. Refresh Pe-
riod. Apache Build on Linux. Averages of five runs with
standard deviations below 2% of the average.

build benchmark in Linux experiences for various refresh
periods, as well as the number of executable pages that
are invalidated (set non-executable) each time. More fre-
quent refreshes mean less time for the application to ex-
ecute various pages, resulting in fewer invalidations.

8 Related Work

The problems associated with the semantic gap between
the hypervisor and guest VMs were first identified in
a seminal paper by Chen and Noble [6]. Since then,
there have been several attempts to bridge this gap us-
ing non-binding information derived from source code
and symbol information. For example, Livewire [10],
Copilot [23] and SBCFI [25] rely on symbol informa-
tion in kernel binary or System.map file, while As-
rigo et al. [3] and VMWatcher [13] rely on information
derived from kernel source code. Because they make as-
sumptions based on non-binding information, they are all
prone to evasion by a rootkit that breaks those assump-
tions. Patagonix does not rely on any non-binding infor-
mation.

The principle of lie detection — comparing two views
of the same data for discrepancies — has been used in the
literature. For example, Rootkit Revealer [7] and Strider
GhostBuster [5] compare high-level and low-level views
of the same system information. However, since both
views are still derived from within the infected system,
a thorough rootkit can make both high-level and low-
level views agree, thus eluding these systems. Like Pa-
tagonix, other systems compare views taken from both
within (i.e. in-the-box) the infected system, and outside
(out-of-the-box) the infected systems. For example, both
Livewire [10] and VMWatcher [13] compare views of
executing processes derived from the VMM with those
gathered from within the monitored system. However,
unlike Patagonix, these systems do not deal with asyn-
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chrony between the measurement times of the in-the-box
and out-of-the-box views and will thus suffer from false
positives. Lycosid [15] also does lie detection by count-
ing the number of address spaces in a VM. However, be-
cause Lycosid does not identify which binaries the pro-
cesses are executing and the hypervisor’s measurements
contain noise, it can only probabilistically detect when
the number of address spaces does not match the num-
ber of processes reported by the OS. Because Patago-
nix identifies processes and registers callbacks with the
OS, Patagonix is able to both precisely detect hidden pro-
cesses, as well as identify which process is being hidden.

Like Patagonix, remote attestation systems also must
identify and report executing binaries on a system. In ad-
dition, they may also report the integrity of the data in a
system, and are often used to report this information to a
remote party instead of the system administrator. How-
ever, these systems in general assume a weaker attack
model since they in general rely on the integrity of the
OS. For example, IMA [29], implements such function-
ality directly in the OS kernel, and thus depends on the
integrity of the OS kernel to report correct results. An al-
ternative is Terra [9] which performs attestation in a hy-
pervisor. Terra attests the identity of the virtual disk used
to initialize a “closed box” to a remote party. Closed
boxes are VMs that are fully managed by a third party
and usually cannot be extended in any significant way.
Since Patagonix allows the monitored OS to be arbitrar-
ily extended as long as the hashes of any new legitimate
code are in the trusted database. A combination of Pata-
gonix and Terra’s abilities could enable support for attes-
tation of open, extensible systems as well as individual
programs executing in these systems.

Hypervisors have long been used as a means for im-
plementing a secure trusted computing base, with which
untrusted OS images could be made secure [16, 31].
While our prototype was implemented in the Xen hyper-
visor [4], the functionality required from the hypervisor
is generic enough to allow Patagonix to be implemented
on any virtualization system. To explore this point, we
have obtained a source code license for VMware Work-
station and are currently working on a port of Patago-
nix. We have found that VMware-specific functionality,
such as its page table entry caching [2] and dynamic code
translation [1], have not impeded the necessary function-
ality from being added.

Finally, Patagonix uses or extends ideas presented in
other work. Patagonix is based on our earlier work called
Manitou, which also uses hashes to identify running ap-
plications from a hypervisor [18]. However, Manitou is
only able to identify applications for Linux guest OSs,
making its treatment of the problem overly simplistic. It
also does not perform synchronous lie detection. Inde-
pendent to our work and using a similar low-level mech-

anism to detect code execution, SecVisor [31] restricts
what code can be executed by a modified Linux kernel.
SecVisor focuses solely on code that is executed in ker-
nel mode. It uses a custom-made hypervisor, showing
that execution control can be achieved with a small TCB.
In contrast, Patagonix provides comprehensive guaran-
tees for unmodified Linux and Windows OSs as well
as the applications they execute, and demonstrates that
these guarantees can be obtained by small extensions to
a general-purpose hypervisor. Other projects have ma-
nipulated the page tables used by the X86 MMU. For ex-
ample, the PaX project [22] proposes manipulating these
page tables to emulate the NX bit on older CPU that
do no have hardware support for the feature. Finally,
computer forensics experts [30] have demonstrated that
PE binaries can be reconstructed by analyzing memory
dumps. The PE identity oracle described in this paper
uses similar techniques to identify binaries online.

9 Conclusions

Current OSs are vulnerable to subversion by rootkit and
thus cannot be relied upon to provide trustworthy infor-
mation about what code is executing on a system. Pata-
gonix solves this problem by using the processor MMU
to detect executing code from a hypervisor. It then uses
identity oracles, which leverage information from the bi-
nary format specifications and loaders to identify the ex-
ecuting code. In this way, Patagonix is able to bridge the
semantic gap between the hypervisor and the OS with-
out having to trust non-binding information, which is
vulnerable to subversion by the rootkit. We have found
that binary formats across different OSs have similari-
ties, enabling the creation of a universal oracle construc-
tion framework and the use of common techniques across
various binary formats. Aside from the binary-specific
formats, the Patagonix framework does not use any in-
formation about the OS, allowing the same framework to
be used on diverse OSs such as Windows XP, Linux 2.4
and Linux 2.6, without any modification. Through the
combined use of writable and non-executable page table
bits, Patagonix is only invoked when code is executed for
the first time, and as a result, has a modest performance
overhead of less than 3% on most applications.
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