





Table 3: Blank intervals from subset of flows

(a) All blank intervals (b) Largest blank intervals

Start | End Start End

2.08 | 2.32 130.98 | 131.35
350 | 3.85 140.49 | 140.86
4.03 | 4.25 151.99 | 152.36
5.13 | 5.33 161.99 | 162.35
11.59 | 11.85 235.99 | 236.37
18.14 | 18.37 306.49 | 306.86
19.56 | 19.79 334.49 | 334.86
25.58 | 25.82 368.49 | 368.86
30.06 | 30.34 43.99 | 44.36
34.08 | 34.35 51.98 | 52.35

of particular interest; by finding subsets that are all wa-
termarked, the mark can still be recovered. A scheme
that probabilistically marked some flows and used dif-
ferent messages at the same time would present a chal-
lenge to our attack; however, we suggest that a different
countermeasure be used, since it allows all flows to be
marked, which is desirable for most applications.

5 Countermeasures

‘We next consider several countermeasures to our attack.

5.1 Multiple Offsets

The watermarking schemes we analyze have the ability
to self-synchronize by trying different values for the off-
set o and using the best match. Thus, o can be changed
for different streams. The synchronization mechanism
can introduce more errors into the detection, but the use
of increased encoding redundancy can make up for it.

The use of different offsets makes our attack more dif-
ficult, since simply aggregating k flows will result in mis-
alignment, destroying the clear intervals. It is, of course,
possible to test different positions for o for each stream,
but to test n positions in k flows requires n* ! trials (we
can hold the first flow fixed).

On the other hand, some alignments of two or three
flows can be discarded immediately, if such an alignment
results in few intervals that are clear of packets. Further-
more, the search for o can be imprecise at first: even if
each flow is aligned to within 0.1s of the correct position,
intervals of 150ms or 700ms will be seen in the average.
Thus, changing offsets makes our attack more difficult,
but not impossible to perform.

5.2 Multiple Positions

Another alternative is to choose different positions, in the
case of ICBW and IBW, and different PN codes in the
case of DSSS. Let us consider the case of ICBW. A wa-
termarker and detector must use the same assignment of
intervals to the sets A; and B;, as determined by the ran-
dom seed s, in order for the watermark to be successfully
recovered. However, a watermarker may decide to use
multiple seed values, s1, ..., Sy, and pick one of them at
random for each flow.

To deal with this, the detector would need to try to
recover the watermark with each possible s; and pick the
best match. Once again, the probability of error grows
with n, but increased redundancy can again be used to
make up for it. Note that the probability of error falls
exponentially with increased redundancy, but grows only
roughly linearly with n.

We can once again use the subset attack to try to find &
flows that use the same seed value s;; however, the com-
plexity grows quickly out of control. The probability of

. . .1y k-1
a given set of k£ flows using the same seed is (5) ,
which falls quite quickly even when k = 10. By the pi-
geon hole principle, within n(k — 1) + 1 flows we can
always find a subset of k& flows with the same seed, but
the search space of all ("(k_kl)ﬂ) subsets grows super-
exponentially in n. For example, withn = 6 and k£ = 10,
(fé) > 1019, resulting in an infeasible number of subsets
to enumerate.

The same principle can apply to IBW, by picking mul-
tiple sets of positions {s; }, and to DSSS by using multi-
ple PN codes.

6 Conclusion

We have demonstrated an attack on the interval centroid-
based watermarking scheme and interval based water-
marking scheme that is highly successful, while requir-
ing a low amount of resources. Our attack is based on a
solid theoretical grounding, and has been validated with
a prototype implementation tested against the original
ICBW and IBW prototypes. We can remove the water-
mark from an existing flow for both schemes. Addition-
ally, in case of IBW we can also recover the watermark
parameters and values, allowing us to modify the water-
mark or insert it into other streams, thereby confusing
the detector. We have also suggested a countermeasure
to our attack—switching bit positions. This countermea-
sure can impose a very high computation cost and there-
fore disable the attack.

While the use of network flow watermarking tech-
niques for various security applications is quite new [27,
21, 25, 28], digital watermarking. and specifically mul-
timedia watermarking is a nearly mature field. Indeed,
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most of network flow watermarking schemes are inspired
by multimedia watermarks. To name a few,, Wang and
Reeves’s [27] scheme is a special instance of QIM wa-
termarking, a well-understood multimedia watermarking
technique [16]. The IBW scheme of Pyun et al. [21] is
based on the patchwork watermark of Bender et al. [4]
and the scheme of Yu et al. [28] is based on spread spec-
trum watermarking [9].

The current approach for designing network flow wa-
termarks suffers from the fact that. while watermark-
ing schemes are inspired by the digital watermarking
schemes, little attention is given to the entirety of the
watermarking design problem. For example, statistical
characteristics of the underlying media are always an
important consideration in digital watermarks, but net-
work watermark research does not adequately model the
effect that network traffic characteristics have on water-
marks; as we showed, the density of bulk traffic makes
it very difficult to insert a transparent watermark. Like-
wise, digital watermarks have long considered the possi-
bility that multiple watermarked documents can be used
to attack watermarks [10, 17], but we are unaware of pre-
vious work looking at the multi-flow threat model for
watermarking. We thus hope that future work on wa-
termarks will be informed by our work and perform a
broader analysis.
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Notes

'We are unaware of a quantitative comparison of the accuracy of
watermarking techniques with passive traffic analysis, but reported
false-positive rates for most watermarking techniques are quite low. In
any case, the two techniques can be combined to improve accuracy.

2Yu et al. suggest that this can be done by sending an interfering
flow across a bottleneck link; their scheme is thus unique in not requir-
ing full control of packet forwarding for the flow.
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