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Figure 4: Throughput rates for parallel MOO messages across varying block sizes.

in Figure 4 throughput rates for maximum rate rekey-
ing, whereby each message contains its own unique key.
We have highlighted the comparison of rates with and
without rekeying for payloads with a message size of 512
blocks. As expected, an increasing message count results
in an increasing overhead on total throughput.

The maximum throughput achieved for a parallel
MOO under the generic data model was 5,810 Mbps. An
important observation from these figures is that we can
see there is an overhead associated with using the de-
scribed generic data model for abstracting the underly-
ing implementation details. When using large messages
(16384 blocks) this overhead is 16%, with medium sized
messages (512 blocks) the overhead is 22% and in the
worst case when using small messages (16 blocks) the
overhead is 45%. The reasons for the increase in over-
head as the message count increases relative to the work
done, is due mainly to the caching behaviour of the in-
dex stream descriptors used on the small § KB GPU tex-
ture caches. For example, regarding the logical thread
index stream when used for a parallel MOO payload,
even though it efficiently encodes one logical thread per
message (the starting block) and extrapolates the remain-
ing threads for the message, each additional message re-
quires an extra 32 bits. We see a consistent drop off
in performance for larger message counts as each bi-
nary search performed to map the physical thread ID
to message ID must increasingly access global memory.
There is also an increased overhead associated with CPU

preprocessing of messages and the number of steps in-
volved in the thread to message mapping process. Fu-
ture work involves attempts to optimise the streams used,
even though we are somewhat restricted given that the
GPU is an SPMD device and fat kernels add register
pressure and reduce occupancy. In particular executing
parallel messages in groups of data for large payloads in
small message configurations could reduce the overhead
of thread to message mapping.

7.2 Serial MOOs

The key to good performance with serial MOO messages
is to include a lot of messages within the payload. Given
a low number of messages, there will be a shortage of
threads to maintain a high occupancy level on the GPU
and thus performance will suffer. The serial implemen-
tations go through the same thread to message mapping
process as normal. The message descriptor contains the
message size for serial messages, which is used to set the
number of input blocks to be processed by each thread
starting with the initialisation vector (referenced via the
message descriptor). The input address start at the mes-
sage offset and increase in single blocks treating the mes-
sage as a contiguous section of the input data stream.
This creates a memory access pattern where neighbour-
ing threads access memory locations separated by the
size of the messages they are processing. This access
pattern has an important impact on throughput as will be
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Figure 5: Throughput rates for serial MOO messages across varying block sizes.

seen.

Figure 5 shows the performance rates for a serial MOO
using different sizes of messages. All results are based
on the CBC MOO in encrypt mode, other serial MOOs
using the same block cipher performed equivalently with
regards to bulk throughput rates. All messages within a
single payload were of the same size, see Section 7.3 for
detail on mixing sizes of messages within a payload. We
have included in the figure a CPU based implementation
of the OFB MOO from [18], as a point of comparison.
We have also included the results for a parallel MOO
for a payload with a message size of 2048 blocks from
Figure 4. The figure highlights its comparison with the
corresponding serial MOO message size. We can see the
penalty paid for a low number of serial messages within
the payload as it takes quite a number of messages be-
fore throughput substantially increases. This is easy to
see in the comparison of the parallel MOO which starts
at quite a reasonable throughput rate from a low mes-
sage count. We can also see that there is performance
to be gained by grouping blocks into threads which re-
duce the per message overheads discussed above, this ac-
counts for the higher performance of the large message
count serial payloads over parallel payloads. These se-
rial results cannot be compared with the AES optimised
implementation in Section 4 directly for framework over-
head calculations as the optimised AES implementation
is implicitly parallel.

A disturbing trend can be observed for larger serial
MOO message sizes - as the number of messages in-
crease a performance bottleneck is hit. This may be ex-

plained by the memory access pattern created by such
executions. Neighbouring threads within a CUDA warp
use increasingly disparate memory address locations for
their input and output data as the message size increases.
We have isolated this behaviour with a separate memory
test in which each thread performs a series of sequen-
tial reads from global memory starting at an offset from
the previous neighbouring thread equal to the number of
sequential reads performed. Figure 6 presents these re-
sults for different offsets and corresponding sequential
reads in increments of blocks (taken to be 16 bytes for
this test). For block counts of 128 and over the memory
read performance drops dramatically as the the number
of active threads increase. There is not enough publicly
available detail on the G80 to definitively explain this
behaviour, however it is possibly a combination of level
2 cache bottleneck and a limit on the number of sepa-
rate DRAM open pages supported by the DRAM con-
trollers. Either could cause performance drops as con-
current memory reads reduce their coherency.

7.3 Mixed MOOs

Here we investigate the issues involving mixing both the
MOOs and message sizes used within a single payload.
The same occupancy consideration applies for mixed
modes as for single modes, however in a mixed mode
context, if a small number of serial MOO messages are
present in the payload the presence of parallel MOO
messages can help increase occupancy. Performance is-
sues exist when there are imbalances in the number of se-
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Figure 7: Throughput rates for different payload packing configurations.
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rial MOO messages to the amount of parallel MOO mes-
sage work can be done. Another concern when mixing
message types is the positioning of serial MOO messages
across the available multiprocessors. The ideal scenario
for work load balancing is for all serial messages to be
divided evenly across the multiprocessors. Specifically
concerning the G80 processor, there is the extra consid-
eration of 32 threads being active at any one time on a
single multiprocessor. This restricts the ideal division of
serial MOO messages to be made in groups of 32. Also,
for optimal arrangement of work to be done within these
groups, they should be ordered by message size. This is
to reduce the amount of empty SIMD slots during the
execution of the serial MOO message groups. Paral-
lel MOO message positioning and message size group-
ing is not a concern as these types of messages are self
load balancing as they are broken up evenly into threads
which are load balanced by our thread to message map-
ping scheme.

To allow the client application sufficient control over
the positioning of serial MOO messages on the hardware,
we have used the physical thread to message mapping
described in Section 6. This allows the client to sim-
ply group all serial messages at the start of the payload
if possible. The striping mapping scheme used will au-
tomatically group the messages into groups of 32 and
distribute the groups evenly across CUDA blocks, which
will be assigned evenly to the available multiprocessors
by the CUDA library. Also, the order in which the serial
messages appear in the input stream is preserved, so if
the client orders messages according to their size these
are maintained in their optimal ordering for SIMD work
load balancing. We developed a series of tests which
allows us to demonstrate the effect of different mixing
configurations of serial MOO messages across a payload.
Figure 7 shows the throughput rates of different payload
configurations. Each payload configuration consisted of
the same messages, only the ordering of the messages
were changed. The absolute throughput rates are not rel-
evant as the messages used were manufactured to fit the
test requirements and not for performance. The relative
difference between the scenarios clearly shows the im-
portance of correct ordering of messages when mixing
serial and parallel MOO messages within a single pay-
load.

All payloads used 960 512-block parallel MOO mes-
sages, 992 32-block parallel MOO messages and 1024
serial MOO messages with 8 variations in message size
ranging from 16 to 2048 blocks. Here is a description of
each of the payload configurations used in Figure 7.

Payload 1: One serial MOO message per group of 32
threads, attempting to assign all serial MOO messages to
a single multiprocessor. This assignment is not entirely
possible as CUDA blocks are assigned to available mul-

tiprocessors and is beyond the control of the developer.

Payload 2: One serial MOO message per 32 threads
spread evenly across the multiprocessors.

Payload 3: All serial MOO messages assigned to the
minimum number of CUDA blocks. This scenario is
much faster than 1 and 2 as all SIMD slots within 32
threads are occupied, even though not all multiproces-
sors are occupied with work.

Payload 4: A random distribution of serial MOO mes-
sages across the payload.

Payload 5: A random distribution of serial MOO
messages across the payload, however grouped into 32
threads to ensure full SIMD slot usage.

Payload 6: All serial MOO messages grouped into 32
threads and spread evenly across all multiprocessors.

Payload 7: Same as Payload 6 however all serial
MOO messages appear within the payload in order of
their message size. All other payload configurations use
a random ordering of message sizes.

From the results one can see the main priorities for
client ordering of serial MOO messages within a pay-
load are: their grouping within the device’s SIMD width
to ensure the SIMD slots are occupied; the even spread of
serial MOO message groups across the available mulit-
processors; and the ordering of serial MOO messages ac-
cording to their size to keep similar message sizes within
the one SIMD grouping. A separate and notable concern
when mixing function types within a payload is that the
underlying implementation can suffer from increased re-
source pressure. The G80, like other SPMD devices only
support a single code path which execute on all threads,
thus the combination of function support within a single
kernel via conditional blocks can increase register pres-
sure and also increase overhead for the execution of such
conditions.

8 Conclusion

In this paper we have presented an AES implementa-
tion using CTR mode of operation on an Nvidia G80
GPU, which when including data transfer rates shows a
4x speed up over a comparable CPU implementation and
a 2x speed up over a comparable GPU implementation.
With transfer rates across the PCle bus not included this
ratios increase to 10x and 4x respectively. We have also
investigated the use of the GPU for serving as a general
purpose private key cryptographic processor. The inves-
tigation covers the details of a suitable general purpose
data structure for representing client requests and how
this data structure can be mapped to underlying GPU im-
plementations. Also covered are the implementation and
analysis of both major types of encryption modes of op-
eration, serial and parallel. The paper shows the issues
and potentially client preventable caveats when mixing
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these modes of operation within a single kernel execu-
tion.

We show that the use of a generic data structure results
in an overhead ranging from 16% to 45%. The main rea-
son for the drop in performance is due to the descriptor
data streams becoming too large to fit in the small texture
working cache size of the G80. This per thread overhead
occurs most acutely within the implementation of paral-
lel MOO payloads with small messages and a high mes-
sage count. It could be argued that in such a case a client
would be better implementing a hardcoded approach if
the input data structures are known in advance.

Overall we can see that the GPU is suitable for bulk
data encryption and can also be employed in a general
manner while still maintaining its performance in many
circumstances for both parallel and serial modes of op-
eration messages. Even given the overheads of using a
generic data structure for the GPU, the performance is
still significantly higher than competing implementations
assuming chip occupancy can be maintained. However
when small payloads are used the GPUs performance
under performs both in the general and hardcoded im-
plementations due to the resource underutilisation and
the transfer overheads associated with movement of data
across the PCle bus. Further work is required in opti-
mising the mapping of a generic input data structure to
threads to improve the noted overheads. Also investi-
gation of authenticated encryption modes of operation
should be included in a similar study.
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