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face the trade-off between accuracy and efficiency).
Botnet members may attempt to intentionally manip-

ulate their communication patterns to evade our C-plane
clustering. The easiest thing is to switch to multiple C&C
servers. However, this does not help much to evade our
detection because such peer communications could still
be clustered together just like how we cluster P2P com-
munications. A more advanced way is to randomize each
individual communication pattern, for example by ran-
domizing the number of packets per flow (e.g., by inject-
ing random packets in a flow), and the number of bytes
per packet (e.g., by padding random bytes in a packet).
However, such randomization may introduce similarities
among botnet members if we measure the distribution
and entropy of communication features. Also, this ran-
domization may raise suspicion because normal user
communications may not have such randomized patterns.
Advanced evasion may be attempted by bots that try
to mimic the communication patterns of normal hosts,
in a way similar to polymorphic blending attacks [15].
Furthermore, bots could use covert channes [1] to hide
their actual C&C communications. We acknowledge
that, generally speaking, communication randomization,
mimicry attacks and covert channel represent limitations
for all traffic-based detection approaches, including Bot-
Miner’s C-plane clustering technique. By incorporating
more detection features such as content inspection and
host level analysis, the detection system may make eva-
sion more difficult.

Finally, we note that if botnets are used to perform
multiple tasks (in A-plane), we may still detect them
even when they can evade C-plane monitoring and anal-
ysis. By using the scoring algorithm described in Section
2.7, we can perform cross clustering analysis among
multiple activity clusters (in A-plane) to accumulate the
suspicious score needed to claim the existence of bot-
nets. Thus, we may even not require C-plane analysis if
there is already a strong cross-cluster correlation among
different types of malicious activities in A-plane. For
example, if the same set of hosts involve several types
of A-plane clusters (e.g., they send spams, scan others,
and/or download the same binaries), they can be reported
as botnets because those behaviors, by themselves, are
highly suspicious and most likely indicating botnets be-
haviors [19, 20].

4.2 Evading A-plane Monitoring and Clustering

Malicious activities of botnets are unlikely or relatively
hard to change as long as the botmaster wants the botnets
to perform “useful” tasks. However, the botmaster can
attempt to evade BotMiner’s A-plane monitoring and
clustering in several ways.

Botnets may perform very stealthy malicious activities
in order to evade the detection of A-plane monitors. For

example, they can scan very slowly (e.g., send one scan
per hour), send spam very slowly (e.g., send one spam
per day). This will evade our monitor sensors. However,
this also puts a limit on the utility of bots.

In addition, as discussed above, if the botmaster com-
mands each bot randomly and individually to perform
different task, the bots are not different from previous
generations of isolated, individual malware instances.
This is unlikely the way a botnet is used in practice. A
more advanced evasion is to differentiate the bots and
avoid commanding bots in the same monitored network
the same way. This will cause additional effort and
inconvenience for the botmaster. To defeat such an eva-
sion, we can deploy distributed monitors on the Internet
to cover a larger monitored space.

Note, if the botmaster takes the extreme action of
randomizing/individualizing both the C&C communica-
tions and attack activities of each bots, then these bots
are probably not part of a botnet according to our spe-
cific definition because the bots are not performing sim-
ilar/coordinated commanded activities. Orthogonal to
the horizontal correlation approaches such as BotMiner
to detect a botnet, we can always use complementary
systems like BotHunter [19] that examine the behavior
history of distinct host for a dialog or vertical correlation
based approach to detect individual bots.

4.3 Evading Cross-plane Analysis

A botmaster can command the bots to perform an ex-
tremely delayed task (e.g., delayed for days after re-
ceiving commands). Thus, the malicious activities and
C&C communications are in different days. If only
using one day’s data, we may not be able to yield cross-
plane clusters. As a solution, we may use multiple-
day data and cross check back several days. Although
this has the hope of capturing these botnets, it may also
suffer from generating more false positives. Clearly,
there is a trade-off. The botmaster also faces the trade-
off because a very slow C&C essentially impedes the
efficiency in controlling/coordinating the bot army. Also,
a bot infected machine may be disconnected from the
Internet or be powered off by the users during the delay
and become unavailable to the botmaster.

In summary, while it is possible that a botmaster can
find a way to exploit the limitations of BotMiner, the
convenience or the efficiency of botnet C&C and the
utility of the botnet also suffer. Thus, we believe that
our protocol- and structure-independent detection frame-
work represents a significant advance in botnet detec-
tion.

5 Related Work
To collect and analyze bots, researchers widely utilize
honeypot techniques [4, 16, 32]. Freiling et al. [16] used
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honeypots to study the problem of botnets. Nepenthes [4]
is a special honeypot tool for automatic malware sam-
ple collection. Rajab et al. [32] provided an in-depth
measurement study of the current botnet activities by
conducting a multi-faceted approach to collect bots and
track botnets. Cooke et al. [10] conducted several basic
studies of botnet dynamics. In [13], Dagon et al. pro-
posed to use DNS sinkholing technique for botnet study
and pointed out the global diurnal behavior of botnets.
Barford and Yegneswaran [6] provided a detailed study
on the code base of several common bot families. Collins
et al. [9] presented their observation of a relationship
between botnets and scanning/spamming activities.

Several recent papers proposed different approaches to
detect botnets. Ramachandran et al. [34] proposed using
DNSBL counter-intelligence to find botnet members that
generate spams. This approach is useful for just certain
types of spam botnets. In [35], Reiter and Yen proposed
a system TAMD to detect malware (including botnets)
by aggregating traffic that shares the same external des-
tination, similar payload, and that involves internal hosts
with similar OS platforms. TAMD’s aggregation method
based on destination networks focuses on networks that
experience an increase in traffic as compared to a histor-
ical baseline. Different from BotMiner that focuses on
botnet detection, TAMD aims to detect a broader range
of malware. Since TAMD’s aggregation features are
different from BotMiner’s (in which we cluster similar
communication patterns and similar malicious activity
patterns), TAMD and BotMiner can complement each
other in botnet and malware detection. Livadas et al.
[29,40] proposed a machine learning based approach for
botnet detection using some general network-level traffic
features of chat-like protocols such as IRC. Karasaridis
et al. [26] studied network flow level detection of IRC
botnet controllers for backbone networks. The above two
are similar to our work in C-plane clustering but different
in many ways. First, they are used to detect IRC-based
botnet (by matching a known IRC traffic profile), while
we do not have the assumption of known C&C protocol
profiles. Second, we use a different feature set on a
new communication flow (C-flow) data format instead
of traditional network flow. Third, we consider both
C-plane and A-plane information instead of just flow
records.

Rishi [17] is a signature-based IRC botnet detection
system by matching known IRC bot nickname patterns.
Binkley and Singh [7] proposed combining IRC statistics
and TCP work weight for the detection of IRC-based
botnets. In [19], we described BotHunter, which is a
passive bot detection system that uses dialog correla-
tion to associate IDS events to a user-defined bot infec-
tion dialog model. Different from BotHunter’s dialog
correlation or vertical correlation that mainly examines

the behavior history associated with each distinct host,
BotMiner utilizes a horizontal correlation approach that
examines correlation across multiple hosts. BotSniffer
[20] is an anomaly-based botnet C&C detection system
that also utilizes horizontal correlation. However, it
is used mainly for detecting centralized C&C activities
(e.g., IRC and HTTP).

The aforementioned systems are mostly limited to
specific botnet protocols and structures, and many of
them work only on IRC-based botnets. BotMiner is a
novel general detection system that does not have such
limitations and can greatly complement existing detec-
tion approaches.

6 Conclusion & Future Work
Botnet detection is a challenging problem. In this pa-
per, we proposed a novel network anomaly-based botnet
detection system that is independent of the protocol and
structure used by botnets. Our system exploits the essen-
tial definition and properties of botnets, i.e., bots within
the same botnet will exhibit similar C&C communication
patterns and similar malicious activities patterns. In
our experimental evaluation on many real-world network
traces, BotMiner shows excellent detection accuracy on
various types of botnets (including IRC-based, HTTP-
based, and P2P-based botnets) with a very low false
positive rate on normal traffic.

It is likely that future botnets (especially P2P botnets)
may utilize evasion techniques to avoid detection, as
discussed in Section 4. In our future work, we will
study new techniques to monitor/cluster communication
and activity patterns of botnets, and these techniques
are intended to be more robust to evasion attempts. In
addition, we plan to further improve the efficiency of the
C-flow converting and clustering algorithms, combine
different correlation techniques (e.g., vertical correlation
and horizontal correlation), and develop new real-time
detection systems based on a layered design using sam-
pling techniques to work in very high speed and very
large network environments.
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