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Table 2: Entropy Classifier Accuracy

AUG. BOTS NOV. BOTS HUMANS

periodic random responder periodic random replay human

test true pos. true pos. true pos. true pos. true pos. true pos. false pos.

EN(imd) 121/121 68/68 1/30 51/51 109/109 40/40 7/1713

CCE(imd) 121/121 49/68 4/30 51/51 109/109 40/40 11/1713

EN(ms) 92/121 7/68 8/30 46/51 34/109 0/40 7/1713

CCE(ms) 77/121 8/68 30/30 51/51 6/109 0/40 11/1713

OVERALL 121/121 68/68 30/30 51/51 109/109 40/40 17/1713

5.2.1 Entropy Classifier

The detection results of the entropy classifier are listed

in Table 2, which includes the results of the entropy test

(EN ) and corrected conditional entropy test (CCE) for

inter-message delay (imd), and message size (ms). The

overall results for all entropy-based tests are shown in

the final row of the table. The true positives are the total

unique bot samples correctly classified as bots. The false

positives are the total unique human samples mistakenly

classified as bots.

Periodic Bots: As the simplest group of bots, periodic

bots are the easiest to detect. They use different fixed

timers and repeatedly post messages at regular intervals.

Therefore, their inter-message delays are concentrated in

a narrower range than those of humans, resulting in lower

entropy than that of humans. The inter-message delay

EN and CCE tests detect 100% of all periodic bots in

both August and November datasets. The message size

EN and CCE tests detect 76% and 63% of the Au-

gust periodic bots, respectively, and 90% and 100% of

the November periodic bots, respectively. These slightly

lower detection rates are due to a small proportion of hu-

mans with low entropy scores that overlap with some pe-

riodic bots. These humans post mainly short messages,

resulting in message size distributions with low entropy.

Random Bots: The random bots use random timers

with different distributions. Some random bots use dis-

crete timings, e.g., 40, 64, or 88 seconds, while the others

use continuous timings, e.g., uniformly distributed de-

lays between 45 and 125 seconds.

The inter-message delay EN and CCE tests detect

100% of all random bots, with one exception: the inter-

message delay CCE test against the August random bots

only achieves 72% detection rate, which is caused by the

following two conditions: (1) the range of message de-

lays of random bots is close to that of humans; (2) some-

times the randomly-generated delay sequences have sim-

ilar entropy rate to human patterns. The message size

EN and CCE tests detect 31% and 6% of August ran-

dom bots, respectively, and 7% and 8% of November

random bots, respectively. These low detection rates are

again due to a small proportion of humans with low mes-

sage size entropy scores. However, unlike periodic bots,

the message size distribution of random bots is highly

dispersed, and thus, a larger proportion of random bots

have high entropy scores, which overlap with those of

humans.

Responder Bots: The responder bots are among the

advanced bots, and they behave more like humans than

random or periodic bots. They are triggered to post mes-

sages by certain human phrases. As a result, their timings

are quite similar to those of humans.

The inter-message delay EN and CCE tests detect

very few responder bots, only 3% and 13%, respec-

tively. This demonstrates that human-message-triggered

responding is a simple yet very effective mechanism for

imitating the timing of human interactions. However, the

detection rate for the message size EN test is slightly

better at 27%, and the detection rate for the message size

CCE test reaches 100%. While the message size distri-

bution has sufficiently high entropy to frequently evade

the EN test, there is some dependence between subse-

quent message sizes, and thus, the CCE detects the low

entropy pattern over time.

Replay Bots: The replay bots also belong to the ad-

vanced and human-like bots. They use replay attacks to

fool humans. More specifically, the bots replay phrases

they observed in chat rooms. Although not sophisticated

in terms of implementation, the replay bots are quite ef-

fective in deceiving humans as well as frustrating our

message-size-based detections: the message size EN

and CCE tests both have detection rates of 0%. Despite

their clever trick, the timing of replay bots is periodic

and easily detected. The inter-message delay EN and

CCE tests are very successful at detecting replay bots,

both with 100% detection accuracy.

5.2.2 Supervised and Hybrid Machine Learning

Classifiers

The detection results of the machine learning classifier

are listed in Table 3. Table 3 shows the results for the

fully-supervised machine learning (SupML) classifier

and entropy-trained machine learning (EntML) classi-

fier, both trained on the August training datasets, and the
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Table 3: Machine Learning Classifier Accuracy

AUG. BOTS NOV. BOTS HUMANS

periodic random responder periodic random replay human

test true pos. true pos. true pos. true pos. true pos. true pos. false pos.

SupML 121/121 68/68 30/30 14/51 104/109 1/40 0/1713

SupMLretrained 121/121 68/68 30/30 51/51 109/109 40/40 0/1713

EntML 121/121 68/68 30/30 51/51 109/109 40/40 1/1713

fully-supervised machine learning (SupMLretrained)

classifier trained on August and November training

datasets.

Periodic Bots: For the August dataset, both SupML

and EntML classifiers detect 100% of all periodic bots.

For the November dataset, however, the SupML clas-

sifier only detects 27% of all periodic bots. The lower

detection rate is due to the fact that 62% of the periodic

bot messages in November chat logs are generated by

new bots, making the SupML classifier ineffective with-

out re-training. The SupMLretrained classifier detects

100% of November periodic bots. The EntML classi-

fier also achieves 100% for the November dataset.

Random Bots: For the August dataset, both SupML

and EntML classifiers detect 100% of all random bots.

For the November dataset, the SupML classifier detects

95% of all random bots, and the SupMLretrained clas-

sifier detects 100% of all random bots. Although 52%

of the random bots have been upgraded according to

our observation, the old training set is still mostly effec-

tive because certain content features of August random

bots still appear in November. The EntML classifier

again achieves 100% detection accuracy for the Novem-

ber dataset.

Responder Bots: We only present the detection re-

sults of responder bots for the August dataset, as the

number of responder bots in the November dataset is

very small. Although responder bots effectively mimic

human timing, their message contents are only slightly

obfuscated and are easily detected. The SupML and

EntML classifiers both detect 100% of all responder

bots.

Replay Bots: The replay bots only exist in the

November dataset. The SupML classifier detects only

3% of all replay bots, as these bots are newly introduced

in November. The SupMLretrained classifier detects

100% of all replay bots. The machine learning classifier

reliably detects replay bots in the presence of a substan-

tial number of replayed human phrases, indicating the

effectiveness of machine learning techniques in chat bot

classification.

6 Conclusion and Future Work

This paper first presents a large-scale measurement study

on Internet chat. We collected two-month chat logs for

21 different chat rooms from one of the top Internet chat

service providers. From the chat logs, we identified a to-

tal of 14 different types of chat bots and grouped them

into four categories: periodic bots, random bots, respon-

der bots, and replay bots. Through statistical analysis on

inter-message delay and message size for both chat bots

and humans, we found that chat bots behave very differ-

ently from human users. More specifically, chat bots ex-

hibit certain regularities in either inter-message delay or

message size. Although responder bots and replay bots

employ advanced techniques to behave more human-like

in some aspects, they still lack the overall sophistication

of humans.

Based on the measurement study, we further proposed

a chat bot classification system, which utilizes entropy-

based and machine-learning-based classifiers to accu-

rately detect chat bots. The entropy-based classifier ex-

ploits the low entropy characteristic of chat bots in either

inter-message delay or message size, while the machine-

learning-based classifier leverages the message content

difference between humans and chat bots. The entropy-

based classifier is able to detect unknown bots, includ-

ing human-like bots such as responder and replay bots.

However, it takes a relatively long time for detection, i.e.,

a large number of messages are required. Compared to

the entropy-based classifier, the machine-learning-based

classifier is much faster, i.e., a small number of messages

are required. In addition to bot detection, a major task of

the entropy-based classifier is to build and maintain the

bot corpus. With the help of bot corpus, the machine-

learning-based classifier is trained, and consequently, is

able to detect chat bots quickly and accurately. Our ex-

perimental results demonstrate that the hybrid classifica-

tion system is fast in detecting known bots and is accu-

rate in identifying previously-unknown bots.

There are a number of possible directions for our fu-

ture work. We plan to explore the application of entropy-

based techniques in detecting other forms of bots, such

as web bots. We also plan to investigate the development

of more advanced chat bots that could evade our hybrid
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classification system. We believe that the continued work

in this area will reveal other important characteristics of

bots and automated programs, which is useful in mal-

ware detection and prevention.
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A Chat Bot Examples

Note that in a chat room the following example messages would be spread out over several minutes.

Example 1: Response Template

bot: user1, that’s a damn good question.

bot: user1, To know more about Seventh-day Adventist; visit http://www.sda.org

Sabbath; http://www.sabbathtruth.com EGW; http://www.whiteestate.org

bot: user2, no! don’t leave me.

bot: user1, too much coffee tonight?

bot: user2, boy, you’re just full of questions, aren’t you?

bot: user2, lots of evidence for evolution can be found here http://www.talk

origins.org/faqs/comdesc/

In the above example, the bot uses a template with three parts to post links:

[username], [link description phrase] [link].

Example 2: Synonym Template

bot: Allo Hunks! Enjoy Marjorie! Check My Free Pics

bot: What’s happening Guys! Marjorie Here! See more of me at My Free Pics

bot: Hi Babes! I am Marjorie! Rate My Live Cam

bot: Horny lover Guys! Marjorie at your service! Inspect My Site

bot: Mmmm Folks! Im Marjorie! View My Webpage

In the above example, the bot uses a template with three parts to post messages:

[salutation phrase]! [introduction phrase]! [web site advertisement phrase].

Example 3: Character Padding

bot: anyone boredjn wanna chat?uklcss

bot: any guystfrom the US/Canada hereiqjss

bot: hiyafxqss

bot: ne1 hereqbored?fiqss

bot: ne guysmwanna chat? ciuneed some1 to make megsmile :-)pktpss

In the above example, the bot adds random characters to messages.




