











We believe this stricter and propagation policy provides
a minor improvement in security and does not justify the
increase in runtime overhead.

5 Extending BOF Protection to Ker-
nelspace

The OS kernel presents unique challenges for buffer
overflow prevention. Unlike userspace, the kernel shares
its address space with many untrusted processes, and
may be entered and exited via traps. Hardcoded con-
stant addresses are used to specify the beginning and
end of kernel memory maps and heaps. The kernel may
also legitimately dereference untrusted pointers in cer-
tain cases. Moreover, the security requirements for the
kernel are higher as compromising the kernel is equiva-
lent to compromising all applications and user accounts.

In this section, we extend our userspace buffer over-
flow protection to the OS kernel. We demonstrate our
approach by using the PI-based policy to prevent buffer
overflows in the Linux kernel. In comparison to prior
work [11], we do not require the operating system to be
ported to a new architecture, protect the entire OS code-
base with no real-world false positives or errors, support
self-modifying code, and have low runtime overhead.
We also provide the first comprehensive runtime detec-
tion of user-kernel pointer dereference attacks.

5.1 Entering and Exiting Kernelspace

The tag propagation and check rules described in Tables
1 and 2 for userspace protection are also used with the
kernel. The kernelspace policy differs only in the Pand T
bit initialization and the rules used for handling security
exceptions due to tainted pointer dereferences.

Nevertheless, the system may at some point use dif-
ferent security policies for user and kernel code. To en-
sure that the proper policy is applied to all code execut-
ing within the operating system, we take advantage of
the fact that the only way to enter the kernel is via a trap,
and the only way to exit is by executing a return from
trap instruction. When a trap is received, trusted mode
is enabled by hardware and the current policy configu-
ration registers are saved to the kernel stack by the trap
handler. The policy configuration registers are then re-
initialized to the kernelspace buffer overflow policy and
trusted mode is disabled. Any subsequent code, such as
the actual trap handling code, will now execute with ker-
nel BOF protection enabled. When returning from the
trap, the configuration registers for the interrupted user
process must be restored.

The only kernel instructions that do not execute with
buffer overflow protection enabled are the instructions
that save and restore configuration registers during trap

entry and exit, a few trivial trap handlers written in as-
sembly which do not access memory at all, and the fast
path of the SPARC register window overflow/underflow
handler. We do not protect these handlers because they
do not use a runtime stack and do not access kernel mem-
ory unsafely. Enabling and disabling protection when
entering and exiting such handlers could adversely affect
system performance without improving security.

5.2 Pointer Identification in the Presence
of Hardcoded Addresses

The OS kernel uses the same static root pointer assign-
ment algorithm as userspace. At boot time, the kernel
image is scanned for static root pointer assignments by
scanning its code and data segments, as described in Sec-
tion 4. However, dynamic root pointer assignments must
be handled differently. In userspace applications, dy-
namically allocated memory is obtained via OS system
calls such as mmap or brk. In the operating system, a
variety of memory map regions and heaps are used to dy-
namically allocate memory. The start and end virtual ad-
dresses for these memory regions are specified by hard-
coded constants in kernel header files. All dynamically
allocated objects are derived from the hardcoded start
and end addresses of these dynamic memory regions.

In kernelspace, all dynamic root pointer assignments
are contained in the kernel code and data at startup.
When loading the kernel at system boot time, we scan
the kernel image for references to dynamically allocated
memory maps and heaps. All references to dynamically
allocated memory must be to addresses within the ker-
nel heap or memory map regions identified by the hard-
coded constants. To initialize the P bit for dynamic root
pointer assignments, any sethi instruction in the code
segment or word of data in the data segment that spec-
ifies an address within one of the kernel heap or mem-
ory map regions will have its P bit set. Propagation will
then ensure that any values derived from these pointers at
runtime will also be considered valid pointers. The P bit
initialization for dynamic root pointer assignments and
the initialization for static root pointer assignments can
be combined into a single pass over the code and data
segments of the OS kernel image at bootup.

On our Linux SPARC prototype, the only heap or
memory map ranges that should be indexed by untrusted
information are the vmalloc heap and the fixed address,
pkmap, and srmmu — nocache memory map regions.
The start and end values for these memory regions can
be easily determined by reading the header files of the
operating system, such as the vaddrs SPARC-dependent
header file in Linux. All other memory map and and heap
regions in the kernel are small private I/O memory map
regions whose pointers should never be indexed by un-
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trusted information and thus do not need to be identified
during P bit initialization to prevent false positives.

Kernel heaps and memory map regions have an inclu-
sive lower bound, but exclusive upper bound. However,
we encountered situations where the kernel would com-
pute valid addresses relative to the upper bound. In this
situation, a register is initialized to the upper bound of
a memory region. A subsequent instruction subtracts a
non-zero value from the register, forming a valid address
within the region. To allow for this behavior, we treat a
sethi constant as a valid pointer if its value is greater
than or equal to the lower bound of a memory region and
less than or equal to the upper bound of a memory re-
gion, rather than strictly less than the upper bound. This
issue was never encountered in userspace.

5.3 Untrusted Pointer Dereferences

Unlike userspace code, there are situations where the ker-
nel may legitimately dereference an untrusted pointer.
Many OS system calls take untrusted pointers from
userspace as an argument. For example, the second ar-
gument to the write system call is a pointer to a user
buffer.

Only special routines such as copy_to_user () in
Linux or copyin () in BSD may safely dereference a
userspace pointer. These routines typically perform a
simple bounds check to ensure that the user pointer does
not point into the kernel’s virtual address range. The un-
trusted pointer can then safely be dereferenced without
compromising the integrity of the OS kernel. If the ker-
nel does not perform this access check before derefer-
encing a user pointer, the resulting security vulnerability
allows an attacker to read or write arbitrary kernel ad-
dresses, resulting in a full system compromise.

We must allow legitimate dereferences of tainted
pointers in the kernel, while still preventing pointer cor-
ruption from buffer overflows and detecting unsafe user
pointer dereferences. Fortunately, the design of modern
operating systems allows us to distinguish between le-
gitimate and illegitimate tainted pointer dereferences. In
the Linux kernel and other modern UNIX systems, the
only memory accesses that should cause an MMU fault
are accesses to user memory. For example, an MMU
fault can occur if the user passed an invalid memory ad-
dress to the kernel or specified an address whose con-
tents had been paged to disk. The kernel must distin-
guish between MMU faults due to load/stores to user
memory and MMU faults due to bugs in the OS kernel.
For this purpose, Linux maintains a list of all kernel in-
structions that can access user memory and recovery rou-
tines that handle faults for these instructions. This list is
kept in the special ELF section __ex_table in the Linux
kernel image. When an MMU fault occurs, the kernel

searches __ex _table for the faulting instruction’s address.
If a match is found, the appropriate recovery routine is
called. Otherwise, an operating system bug has occurred
and the kernel panics.

We modified our security handler so that on a security
exception due to a load or store to an untrusted pointer,
the memory access is allowed if the program counter
(PC) of the faulting instruction is found in the __ex _table
section and the load/store address does not point into ker-
nelspace. Requiring tainted pointers to specify userspace
addresses prevents user/kernel pointer dereference at-
tacks. Additionally, any attempt to overwrite a kernel
pointer using a buffer overflow attack will be detected be-
cause instructions that access the corrupted pointer will
not be found in the __ex_table section.

5.4 Portability to Other Systems

We believe this approach is portable to other architec-
tures and operating systems. To perform P bit initializa-
tion for a new operating system, we would need to know
the start and end addresses of any memory regions or
heaps that would be indexed by untrusted information.
Alternatively, if such information was unavailable, we
could consider any value within the kernel’s virtual ad-
dress space to be a possible heap or memory map pointer
when identifying dynamic root pointer assignments at
system bootup.

Our assumption that MMU faults within the kernel oc-
cur only when accessing user addresses also holds for
FreeBSD, NetBSD, OpenBSD, and OpenSolaris. Rather
than maintaining a list of instructions that access user
memory, these operating systems keep a special MMU
fault recovery function pointer in the Process Control
Block (PCB) of the current task. This pointer is only
non-NULL when executing routines that may access user
memory, such as copyin (). If we implemented our
buffer overflow protection for these operating systems, a
tainted load or store would be allowed only if the MMU
fault pointer in the PCB of the current process was non-
NULL and the load or store address did not point into
kernelspace.

5.5 Evaluation

To evaluate our buffer overflow protection scheme with
OS code, we enabled our PI policy for the Linux ker-
nel. The SPARC BIOS was extended to initialize the P
bit for the OS kernel at startup. After P bit initializa-
tion, the BIOS initializes the policy configuration regis-
ters, disables trusted mode, and transfers control to the
entry point of the OS kernel with buffer overflow protec-
tion enabled.
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Module Targeted

Vulnerability

| Attack Detected |

quotactl system call [52]

User/kernel pointer

Tainted pointer to kernelspace

i20 driver [52]

User/kernel pointer

Tainted pointer to kernelspace

sendmsg system call [2, 47]

Heap overflow
Stack Overflow

Overwrite heap metadata pointer
Overwrite local data pointer

moxa driver [45]

BSS Overflow

Overwrite BSS data pointer

¢cm4040 driver [40]

Heap Overflow

Overwrite heap metadata pointer

Table 5: The security experiments for BOF detection in kernelspace.

When running the kernel, we considered any data re-
ceived from the network or disk to be tainted. Any data
copied from userspace was also considered tainted, as
were any system call arguments from a userspace system
call trap. As specified in Section 4.5, we also save/restore
policy registers and register tags during traps. The above
modifications were the only changes made to the ker-
nel. All other code, even optimized assembly copy rou-
tines, context switching code, and bootstrapping code at
startup, were left unchanged and ran with buffer over-
flow protection enabled. Overall, our extensions added
1774 lines to the kernel and deleted 94 lines, mostly in
architecture-dependent assembly files. Our extensions
include 732 lines of code for the security monitor, written
in assembly.

To evaluate the security of our approach, we exploited
real-world user/kernel pointer dereference and buffer
overflow vulnerabilities in the Linux kernel. Our re-
sults are summarized in Table 5. The sendmsg vulner-
ability allows an attacker to choose between overwriting
a heap buffer or stack buffer. Our kernel security pol-
icy was able to prevent all exploit attempts. For device
driver vulnerabilities, if a device was not present on the
FPGA-based prototype, we simulated sufficient device
responses to reach the vulnerable section of code and per-
form our exploit.

We evaluated the issue of false positives by run-
ning the kernel with our security policy enabled un-
der a number of system call-intensive workloads. We
compiled large applications from source, booted Gen-
too Linux, performed logins via OpenSSH, and served
web pages with Apache. Despite our conservative taint-
ing policy, we encountered only one issue, which ini-
tially seemed to be a false positive. However, we have
established it to be a bug and potential security vulner-
ability in the current Linux kernel on SPARC32 and
have notified the Linux kernel developers. This issue
occurred during the __bzero () routine, which derefer-
enced a tainted pointer whose address was not found in
the __ex_table section. As user pointers may be passed
to _bzero (), all memory operations in _bzero ()
should be in __ex_table. Nevertheless, a solitary block
of store instructions did not have an entry. A malicious
user could potentially exploit this bug to cause a local

denial-of-service attack, as any MMU faults caused by
these stores would cause a kernel panic. After fixing this
bug by adding the appropriate entry to __ex_table, no fur-
ther false positives were encountered in our system.

Performance overhead is negligible for most work-
loads. However, applications that are dominated by copy
operations between userspace and kernelspace may suf-
fer noticeable slowdown, up to 100% in the worst case
scenario of a file copy program. This is due to runtime
processing of tainted user pointer dereferences, which re-
quire the security exception handler to verify the tainted
pointer address and find the faulting instruction in the
__ex_table section.

We profiled our system and determined that almost
all of our security exceptions came from a single ker-
nel function, copy_user(). To eliminate this overhead,
we manually inserted security checks at the beginning
of copy_user() to validate any tainted pointers. After
the input is validated by our checks, we disable data
pointer checks until the function returns. This change re-
duced our performance overhead to a negligible amount
(<0.1%), even for degenerate cases such as copying files.
Safety is preserved, as the initial checks verify that the ar-
guments to this function are safe, and manual inspection
of the code confirmed that copy_user() would never be-
have unsafely, so long as its arguments were validated.
Our control pointer protection prevents attackers from
jumping into the middle of this function. Moreover,
while checks are disabled while copy_user() is execut-
ing, taint propagation is still on. Hence, copy-user()
cannot be used to sanitize untrusted data.

6 Comprehensive Protection with Hybrid
DIFT Policies

The PI-based policy presented in this paper prevents at-
tackers from corrupting any code or data pointers. How-
ever, false negatives do exist, and limited forms of mem-
ory corruption attacks may bypass our protection. This
should not be surprising, as our policy focuses on a spe-
cific class of attacks (pointer overwrites) and operates on
unmodified binaries without source code access. In this
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section, we discuss security policies that can be used to
mitigate these weaknesses.

False negatives can occur if the attacker overwrites
non-pointer data without overwriting a pointer [6]. This
is a limited form of attack, as the attacker must use a
buffer overflow to corrupt non-pointer data without cor-
rupting any pointers. The application must then use the
corrupt data in a security-sensitive manner, such as an
array index or a flag determining if a user is authenti-
cated. The only form of non-pointer overwrite our PI
policy detects is code overwrites, as tainted instruction
execution is forbidden. Non-pointer data overwrites are
not detected by our PI policy and must be detected by a
separate, complementary buffer overflow protection pol-

icy.

6.1 Preventing Pointer Offset Overwrites

The most frequent way that non-pointers are used in a
security-sensitive manner is when an integer is used as
an array index. If an attacker can corrupt an array index,
the next access to the array using the corrupt offset will
be attacker-controlled. This indirectly allows the attacker
to control a pointer value. For example, if the attacker
wants to access a memory address y and can overwrite
an index into array x, then the attacker should overwrite
the index with the value y—x. The next access to x using
the corrupt index will then access y instead.

Our PI policy does not prevent this attack because no
pointer was overwritten. We cannot place restrictions on
array indices or other type of offsets without bounds in-
formation or bounds check recognition. Without source
code access or application-specific knowledge, it is dif-
ficult to formulate general rules to protect non-pointers
without false positives. If source code is available, the
compiler may be able to automatically identify security-
critical data, such as array offsets and authentication
flags, that should never be tainted [4].

A recently proposed form of ASLR [20] can be used
to protect against pointer offset overwrites. This novel
ASLR technique randomizes the relative offsets between
variables by permuting the order of variables and func-
tions within a memory region. This approach would
probabilistically prevent all data and code pointer offset
overwrites, as the attacker would be unable to reliably
determine the offset between any two variables or func-
tions. However, randomizing relative offsets requires ac-
cess to full relocation tables and may not be backwards
compatible with programs that use hardcoded addresses
or make assumptions about the memory layout. The re-
mainder of this section discusses additional DIFT poli-
cies to prevent non-pointer data overwrites without the
disadvantages of ASLR.

6.2 Protecting Offsets for Control Pointers

To the best of our knowledge, only a handful of reported
vulnerabilities allow control pointer offsets to be over-
written [25, 50]. This is most likely due to the relative
infrequency of large arrays of function pointers in real-
world code. A buffer overflow is far more likely to di-
rectly corrupt a pointer before overwriting an index into
an array of function pointers.

Nevertheless, DIFT platforms can provide control
pointer offset protection by combining our PI-based pol-
icy with a restricted form of BR-based protection. If BR-
based protection is only used to protect control point-
ers, then the false positive issues described in Section 2.2
do not occur in practice [10]. To verify this, we imple-
mented a control pointer-only BR policy and applied the
policy to userspace and kernelspace. This policy did not
result in any false positives, and prevented buffer over-
flow attacks on control pointers. Our policy classified
and instructions and all comparisons as bounds checks.

The BR policy has false negatives in different situa-
tions than the PI policy. Hence the two policies are com-
plementary. If control-pointer-only BR protection and
PI protection are used concurrently, then a false negative
would have to occur in both policies for a control pointer
offset attack to succeed. The attacker would have to find
a vulnerability that allowed a control pointer offset to be
corrupted without corrupting a pointer. The application
would then have to perform a comparison instruction or
an and instruction that was not a real bounds check on
the corrupt offset before using it. We believe this is very
unlikely to occur in practice. As we have observed no
false positives in either of these policies, even in ker-
nelspace, we believe these policies should be run con-
currently for additional protection.

6.3 Protecting Offsets for Data Pointers

Unfortunately, the BR policy cannot be applied to data
pointer offsets due to the severe false positive issues dis-
cussed in Section 1. However, specific situations may
allow for DIFT-based protection of non-pointer data. For
example, Red Zone heap protection prevents heap buffer
overflows by placing a canary or special DIFT tag at the
beginning of each heap chunk [37, 39]. This prevents
heap buffer overflows from overwriting the next chunk
on the heap and also protects critical heap metadata such
as heap object sizes.

Red Zone protection can be implemented by using
DIFT to tag heap metadata with a sandboxing bit. Ac-
cess to memory with the sandboxing bit set is forbidden,
but sandboxing checks are temporarily disabled when
malloc () is invoked. A modified malloc () is nec-
essary to maintain the sandboxing bit, setting it for newly
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created heap metadata and clearing it when a heap meta-
data block is freed. The DIFT Red Zone heap protection
could be run concurrently with PI protection, providing
enhanced protection for non-pointer data on the heap.
We implemented a version of Red Zone protection that
forbids heap metadata from being overwritten, but allows
out-of-bounds reads. We then applied this policy to both
glibc malloc() in userspace and the Linux slab allocator
in kernelspace. No false positives were encountered dur-
ing any of our stress tests, and we verified that all of our
heap exploits from our userspace and kernelspace secu-
rity experiments were detected by the Red Zone policy.

6.4 Beyond Pointer Corruption

Not all memory corruption attacks rely on pointer or
pointer offset corruption. For example, some classes of
format string attacks use only untainted pointers and in-
tegers [12]. While these attacks are rare, we should still
strive to prevent them. Previous work on the Raksha sys-
tem provides comprehensive protection against format
string attacks using a DIFT policy [13]. The policy uses
the same taint information as our PI buffer overflow pro-
tection. All calls to the printf () family of functions
are interposed on by the security monitor, which veri-
fies that the format string does not contain tainted format
string specifiers such as %n.

For the most effective memory corruption protection
for unmodified binaries, DIFT platforms such as Rak-
sha should concurrently enable PI protection, control-
pointer-only BR protection, format string protection, and
Red Zone heap protection. This would prevent pointer
and control pointer offset corruption and provide com-
plete protection against format string and heap buffer
overflow attacks. We can support all these policies con-
currently using the four tag bits provided by the Raksha
hardware. The P bit and T bit are used for buffer overflow
protection and the T bit is also used to track tainted data
for format string protection. The sandboxing bit, which
prevents stores or code execution from tagged memory
locations, is used to protect heap metadata for Red Zone
bounds checking, to interpose on calls to the print £ ()
functions, and to protect the security monitor (see Sec-
tion 3.1). Finally, the fourth tag bit is used for control-
pointer-only BR protection.

7 Conclusions

We presented a robust technique for buffer overflow pro-
tection using DIFT to prevent pointer overwrites. In con-
trast to previous work, our security policy works with un-
modified binaries without false positives, prevents both
data and code pointer corruption, and allows for practi-
cal hardware support. Moreover, this is the first secu-

rity policy that provides robust buffer overflow preven-
tion for the kernel and dynamically detects user/kernel
pointer dereferences.

To demonstrate our proposed technique, we imple-
mented a full-system prototype that includes hardware
support for DIFT and a software monitor that manages
the security policy. The resulting system is a full Gentoo
Linux workstation. We show that our prototype prevents
buffer overflow attacks on applications and the operating
system kernel without false positives and has an insignif-
icant effect on performance. The full-system prototyp-
ing approach was critical in identifying and addressing
a number of practical issues that arise in large user pro-
grams and in the kernel code.

There are several opportunities for future research. We
plan to experiment further with the concurrent use of
complementary policies that prevent overwrites of non-
pointer data (see Section 6). Another promising direc-
tion is applying taint rules to system call arguments. Per-
application system call rules could be learned automati-
cally, restricting tainted arguments to security-sensitive
system calls such as opening files and executing pro-
grams.
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