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Fig. 12.  CDF of the loss frequency for all crossfire OD pairs.

distribution function (CDF) of the loss frequencies across
all the crossfire OD pairs which had some traffic in any
of the 48 intervals. In the figure, a given point (x,y)
indicates that y percent of crossfire OD-pairs had packet
loss in at most x percent of the attack time intervals.
Therefore, corresponding to the same x value, the larger
the y value for a PSP scheme, the better because that
indicates that the scheme had a higher percentage of
OD pairs with loss frequency less or equal to z. The
figure shows that across the range of loss frequencies,
CDF-PSP always has the highest percentage of OD
pairs comparing to the other PSP schemes at any given
z value. In particular, both CDF-PSP and Mean-PSP
substantially increase the number of OD pairs without
packet loss at any of 48 attack time intervals, with CDF-
PSP performing the best. The percentage of OD pairs
with 0% loss frequency increase from 55.86% for No-
PSP to 62.83% for Mean-PSP and 72.97% for CDF-PSP
for the US network. The corresponding values for the EU
network are 50.44%, 63.22% and 70.91%, respectively.
In addition, for the US network, 98% of the OD pairs
have loss frequencies bounded by 22.92% under Mean-
PSP and 18.75% under CDF-PSP. Considering the 98%
coverage of the OD pairs population under No-PSP,
the bounding loss frequency is a much higher 66.67%.
Thus, using either Mean-PSP or CDF-PSP substantially
reduces the loss frequency for a large proportion of the
crossfire OD pairs.

2) Packet Loss Rate per OD pair:

After exploring how often packet losses occur, we
next analyze the magnitude of packet losses for different
crossfire OD pairs. An OD-pair can have different loss
rates at different attack time intervals, and here for each
crossfire OD pair, we consider the 9Qth percentile of
these loss rates across time, where we consider only
time intervals where that OD pair had non-zero traffic
demand. Figure 13 shows the cumulative distribution
function (CDF) of this 90" percentile packet loss rate
across all crossfire OD-pairs, except those that had no
traffic demand during the entire 48 attack time intervals.
In the figure, a given point (x,y) indicates that for y%
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Fig. 13. CDF of the 90 percentile packet loss rate for all crossfire OD
pairs.

of crossfire OD-pairs, in 90% of the time intervals in
which that OD pair had some traffic demand, the packet
loss was at most 2%. The most interesting region from
a practical performance perspective lies to the left of the
graph for low values of the loss rate. This is because
many network applications and even reliable transport
protocols like TCP have very poor performance and
are practically unusable beyond a loss rate of a few
percentage points. Focussing on 0 — 10% loss rate range
which is widely considered to include this "habitable
zone of loss rates’, the figure shows that both Mean-PSP
and CDF-PSP both have substantially higher percentage
of OD pairs in this zone, compared to No-PSP, and
that CDF-PSP has significantly better performance. For
example, the US network, the percentage of OD pair
with less than 10% loss rate increases from just 59%
for No-PSP to 70.48% for Mean-PSP and 79.62% for
CDEF-PSP. The trends are similar for the EU network.

It should be noted that towards the tail of the distribu-
tion, for very large values of the loss rate, the percentage
of OD pairs that have less than a certain loss rate z is
not always greater for CDF-PSP than for Mean-PSP. We
defer the explanation for this to Section VI-C.4 where we
analyze the packet losses of a OD-pair under different
PSP schemes in greater detail.

3) Correlating Loss Rate with OD pair characteris-
tics:

The loss rate experienced by an OD pair for a PSP
scheme is a function of various factors including the
historical traffic demand for that OD pair which influ-
ences the admission decisions to the high priority class.
To understand the relationship, we consider 2 simple fea-
tures of its historical traffic profile. The historical traffic
demand of an OD pair is the traffic demand for that
OD pair averaged across all the historical time intervals.
The historical activity factor is the percentage of time
intervals that the OD pair had some traffic demand out
of all historical time intervals. We explore the relation
between each of these features and the 90" percentile
packet loss rate defined in the previous subsection in the
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historical traffic demand.

scatter plots in Figures 14? and 15°, where each dot
corresponds to a crossfire OD pair and the location of
the dot is determined by its 90*" percentile packet loss
rate and either its historical demand (Figure 14) or its
historical activity factor (Figure 15).

Comparing the results for No-PSP and CDF-PSP in
the 2 figures, we note that unlike No-PSP, under CDF-
PSP, the top right region in the plots are empty and that
no OD pair with high historical demand or high historical
activity has a high loss rate. Since the historical demand
and activity factor values for an OD pair does not change
from No-PSP to CDF-PSP, the scatter plots indicate that
for many high demand or high activity factor OD pairs,
the loss rates are dramatically reduced going from No-
PSP to CDF-PSP, shifting their corresponding points to
the left side. Under CDF-PSP, all the points with high
loss rates correspond to OD pairs with low historical
demand or activity factors.

This suggests that CDF-PSP provides better protection
for OD pairs with high demand or high activity. This
is very desirable from a service provider perspective
because OD pairs with high demand or high activity
typically carry traffic from large customers who pay the
most and are the most sensitive to service interruptions.

4) OD pair Loss Improvement:

As mentioned in Section VI-C.2, CDF-PSP does not
always result in a lower packet loss for every OD pair
than Mean-PSP. This can be attributed to the different
amounts of packets being marked in the high priority
class for an OD pair under different policies. It is also
possible that both PSP techniques may exhibit higher
loss rates for some OD pair in some time interval,
compared to No-PSP. This is because under either PSP
scheme, under high load conditions, most of the network
capacity is used to serve high priority packets, and any
residual capacity is used to serve low priority packets.

2The y-axis is cut off at 40,000 kb/s because only a few OD pairs
exceeded that demand and all of them had less than 10% loss rate.

3Due to space constraints, we only show the results for the US
network, while the results are similar in the EU network.

historical activity factor.

Therefore packets that are marked as low priority will
tend to have higher drop rates than under No-PSP,
where all packets were treated equally. Therefore for
an OD pair, if a large proportion of its offered load
gets marked as low priority, and there is congestion
on the path, in theory it could suffer more losses than
under No-PSP. However, this should not be a common
case, since the PSP bandwidth allocation is designed to
accommodate the normal traffic demand of an OD pair
in the high priority class, based on historical demands.
In the following, we examine how often CDF-PSP has
better performance than either No-PSP or Mean-PSP.
For both No-PSP and Mean-PSP, we determine for
each OD pair the percentage of the 48 attack time
intervals when the packet loss rate was no less than the
loss rate under CDF-PSP. We plot the complementary
cumulative distribution function (CCDF) of this value
across all crossfire OD pairs with demand at any of the
48 attack time intervals, for No-PSP and Mean-PSP in
Figure 16. For each curve, a given point (x,y) in the
figure indicates that for y percent of the crossfire OD
pairs, the loss rates are greater than or equal to that under
CDF-PSP in at least = percent of the time intervals. The
graphs indicate that CDF-PSP outperforms both No-PSP
and Mean-PSP for most OD pairs in a large proportion
of the time intervals. Compared to No-PSP, for the EU
network, under CDF-PSP, 90.72% of the OD pairs have
equal or lower loss rates in all 48 time intervals, and 98%
of the OD pairs have lower loss rates in at least 93.75%
of the time intervals. For the same network, compared
to Mean-PSP, CDF-PSP resulted in equal or lower loss
rates at all 48 time intervals for 81.27% of the OD pairs.

D. Performance under scaled attacks

Given the growing penetration of broadband connec-
tions and the ever-increasing availability of large armies
of botnets “for hire”, it is important to understand the
effectiveness of the PSP techniques with respect to in-
creasing attack intensity. To study this, for each network,
we vary the intensity of the attack matrix by scaling the
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Fig. 16. CCDF of percentage of time that the loss rate for a crossfire Fig. 17.

OD pair under No-PSP and Mean-PSP exceeds that under CDF-PSP

demand of every attack flow by a factor ranging from 0
to 3, in steps of size 0.25. For each value of the scaling
factor, we measure the time-averaged Mean OD packet
loss rate of crossfire OD pairs (defined in Section VI-
B.2) across eight 1-min. time intervals, equally spaces
across 24 hours. Figure 17 shows that the loss rate
under No-PSP increases much faster than under Mean-
PSP and CDF-PSP, as the attack intensity increases. This
is because under No-PSP, all the normal traffic packets
have to compete for limited bandwidth resources with
the attack traffic, while with our protection scheme only
normal traffic marked in low priority class is affected
by the increasing attack. Therefore, even in the extreme
case when the attack traffic demand is sufficient to clog
all links, our protection scheme can still guarantee that
the normal traffic marked in the high priority class goes
through the network. Consequently, our PSP schemes
are much less sensitive to the degree of congestion, as
evident by the much slower growth of the drop rate. For
example, in the US network, as the scale factor increases
from 1 to 3, under No-PSP, the mean drop rate jumped
from slightly above 20% to almost 40% . In comparison,
under CDF-PSP, the mean loss rate increases very little
from less than 3% to 4% over the same range of attack
intensities. The trends demonstrate that across the range
of scaling factor values, both the PSP schemes are very
effective in mitigating collateral damage by keeping loss
rates low, with CDF-PSP having an edge over Mean-PSP.

E. Summary of Results

In this section, we summarize the main findings
from the evaluation of our PSP methods on two large
backbone networks. First, we show that the potential for
collateral damage is significant in that even when a small
number of OD pairs are attacked, a majority of the OD
pairs in a network can be substantially impacted. For
both the US and EU backbones, we observed that the
percentage of OD pairs impacted is surprisingly large,
95.5% and 83.5%, even though the attacks were directed
over only 1.2% and 0.1% of the OD pairs, respectively.
Comparing to no protection, Mean-PSP and CDF-PSP

1 2 1 2
Attack demand scale Attack demand scale

(@) US (b) EU

The time-averaged mean crossfire OD-pair packet loss rate
as the attack volume scaling factor increases from 0 to 3.

significantly reduced the total packet loss up to 97.58%,
the mean OD pair packet loss rates up to 95.92%, and
the number of crossfire OD pairs with packet loss by
90.36%. Further, CDF-PSP substantially improved over
Mean-PSP by reducing the loss rate across all evaluation
matrices. Specifically, CDF-PSP reduced the total packet
loss of Mean-PSP up to 53.09% in the US network
and up to 41.58% in the EU network, and CDF-PSP
reduced the number of OD pairs with packet loss by up
to 59.30% in the US network and up to 47.60% in the
EU network. Finally, we show PSP can maintain low
packet loss rates even when the intensity of attacks is
increased significantly.

VII. CONCLUSION

PSP provides network operators with a broad first line
of proactive defense against DDoS attacks, significantly
reducing the impact of sudden bandwidth-based attacks
on a service provider network. The proactive surge
protection is achieved by providing bandwidth isolation
between traffic flows. This isolation is achieved through
a combination of traffic data collection, bandwidth al-
location of network resources, metering and tagging
of packets at the network perimeter, and preferential
dropping of packets inside the network. Among its
salient features, PSP is readily deployable using existing
router mechanisms, and PSP does not rely on any
unauthenticated packet header information. The latter
feature makes the solution resilient to evading attack
schemes that launch many seemingly legitimate TCP
connections with spoofed IP addresses and port numbers.
This is due to the fact that PSP focuses on protecting
traffic between different ingress-egress interface pairs
in a provider network, and both the ingress and egress
interface of an IP datagram can be directly determined
by the network operator. By taking into consideration
traffic variability observed in traffic measurements, our
proactive protection solution can ensure the maximiza-
tion of the acceptance probability of each flow in a
max-min fair manner, or equivalently the minimization
of the drop probability in a min-max fair manner. Our
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extensive evaluation results across two large commercial
backbone networks, using both distributed and targeted
attack scenarios, show that up to 95.5% of the network
could suffer collateral damage without protection, but
our solution was able to significantly reduce the amount
of collateral damage by up to 97.58% in terms of the
number of packets dropped and 90.36% in terms of the
number of flows with packet loss. In addition, we show
that PSP can maintain low packet loss rates even when
the intensity of attacks is increased significantly.
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