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extensive evaluation results across two large commercial
backbone networks, using both distributed and targeted
attack scenarios, show that up to 95.5% of the network
could suffer collateral damage without protection, but
our solution was able to significantly reduce the amount
of collateral damage by up to 97.58% in terms of the
number of packets dropped and 90.36% in terms of the
number of flows with packet loss. In addition, we show
that PSP can maintain low packet loss rates even when
the intensity of attacks is increased significantly.
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[31] Y. Xu and R. Guérin. On the robustness of router-based denial-
of-service (dos) defense systems. SIGCOMM Comput. Commun.
Rev., 35(3):47–60, 2005.

[32] A. Yaar, A. Perrig, and D. Song. Pi: A path identification
mechanism to defend against DDoS attacks. In IEEE Security
and Privacy Symposium, pages 93–107, May 2003.

[33] A. Yaar, A. Perrig, and D. Song. An endhost capability mecha-
nism to mitigate DDoS flooding attacks. In IEEE Security and
Privacy Symposium, May 2004.

[34] D. K. Y. Yau, J. C. S. Lui, F. Liang, and Y. Yam. Defending
against distributed denial-of-service attacks with max-min fair
server-centric router throttles. IEEE/ACM ToN, 13(1):29–42,
2005.




