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B Estimating GD

As noted in Section 5, it is difficult to obtain a meaning-
ful estimate of probability distributions over large sets,
e.g., N

50. In order to quantify the security defined by a
system, it is necessary to find techniques to derive mean-
ingful estimates. This Appendix discusses how we esti-
mate GD. The estimate also implicitely defines an algo-
rithm that can be used to guess keys.

For convenience we use φ to denote both a biomet-
ric feature and the random variable that is defined using
population statistics over φ (taken over the set Ωφ). If
a distribution is not subscripted, it is understood to be
taken over the key space Ω = Ωφ1

× · · · × Ωφn
. Our

estimate uses of several tools from information theory:

Entropy. The entropy of a random variable X defined
over the set Ω is

H(X) = −

�

ω∈Ω

Pr [X = ω] log Pr [X = ω]

Mutual Information. The amount of information
shared between two random variables X and Y defined
over the domains ΩX and ΩY is measured as

I(X,Y ) =
�

x∈Ωx

�

y∈Ωy

Pr [X=x ∧ Y =y] log
Pr [X=x ∧ Y =y]

Pr [X=x]Pr [Y =y]

We use the notation I(X;Y,Z) to denote the mutual in-
formation between the random variable X and the ran-
dom variable defined by the joint distribution between
the random variables Y and Z.

The Estimate. Let GDδ(Uφi
,Pφi

|ui−1, . . . , u1) be the
guessing distance between the user’s and population’s
distribution over φi conditioned on the even that φi−1=
ui−1, . . . , φ1 = u1. In particular, let L

Pφi
=

(ω1, . . . , ωn) be the elements of Ωφi
ordered such that

Pφi
(ωj |φi−1=ui−1, . . . , φ1=u1) ≥

Pφi
(ωj+1|φi−1=ui−1, . . . , φ1 = u1)

As before, let ω∗ = argmaxω∈Ωφi
Uφi
(ω), and t− and

t+ be the smallest and largest indexes j such that

|Pφi
(ωj |φi−1=ui−1, . . . , φ1=u1)−

Pφi
(ω∗

|φi−1=ui−1, . . . , φ1=u1)| ≤ δ

Then, GDδ(Uφi
,Pφi

| ui−1, . . . , u1) = log(t
−+t+)−1.

In other words, if an adversary assumes that a target user
is distributed according to the population and fixes the
values of certain features, this is the number of guesses
she will need to make to guess another feature. Unfortu-
nately, this quantity is also infeasible to compute in light
of data constraints so we endeavor to find an easily com-
putable estimate. To this end, define the weight (di) of
an element in ω ∈ Ωφi

as:

di(ω | ui−1, . . . , u1) =
i−1�

h=1

i−1�

j=1

I(φi;φh, φj) Pφi
(ω | φh = uh ∧ φj = uj)

The weights of elements that are more likely to occur
given the values of other features will be larger than the
weights that are less likely to occur. Intuitively, each of
the values (u) has an influence on di(ω) and those values
that correspond to features that have a higher correlation
with φi have more influence. We also note that we only
use two levels of conditional probabilities, which are rel-
atively easy to compute, instead of conditioning over the
entire space. Now, we use the weights to estimate the
probability distributions as:

P̂φi
(ωj | ui−1, . . . , u1) =

di(ωj | ui−1, . . . , u1)/
�

ω∈Ωφi

di(ω | ui−1, . . . , u1)

Note that while this technique may not provide a perfect
estimate of each probability, our goal is to discover the
relative magnitude of the probabilities because they will
be used to estimate Guessing Distance. We believe that
this approach achieves this goal.

We are almost ready to provide an estimate of GD.
First, we specify an ordering for the features. The or-
dering will be according to an ordering measure (M(φ))
such that features with a larger measure have a low en-
tropy (and are therefore easier to guess) and have a high
correlation with other features. An adversary could then
use this ordering to reduce the number of guesses in a
search by first guessing features with a higher measure.
Define the feature-ordering measure for φi as:

M(φi) =
�

i�=j

�
1 +

H(φj)

H(φi)

�1+I(φi,φj)
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Finally, we reindex the features such that M(φi) ≥

M(φi+1) for all i ∈ [1, 50], and estimate the guessing
distance for a specific user with φi = xi as:

�GD(U ,P) =

log



1+
50�

i=1




�
2GD(Uφi

,P̂φi
|xi−1,...,x1)

−1
� 50�

j=i+1

|Ωφj
|









This estimate helps in modeling an adversary that per-
forms a brute-force search over all of the features by
starting with the features that are easiest to guess and
using those features to reduce the uncertainty about fea-
tures that are more difficult to guess. For each feature,
the adversary will need to make 2GD(Uφi

,P̂φi
|ui−1,...,u1)

guesses to find the correct value. Since each incorrect
guess (2GD(Uφi

,P̂φi
|ui−1,...,u1)

− 1 of them) will cause a
fruitless enumeration of the rest of the features, we mul-
tiply the number of incorrect guesses by the sizes of the
ranges of the remaining features. Finally, we take the log
to represent the number of guesses as bits.

Section 5 uses this estimation technique to measure
GD of a user versus the population ( �GD(U ,P)), and for
a user versus the population conditioned on the user’s
template ( �GD(U ,P[Tu])). The only way in which the es-
timation technique differs between the two settings is the
definition of Pφi

. In the case of �GD(U ,P), Pφi
is com-

puted by measuring the ith key element for every other
user in the population. In the case of �GD(U ,P[Tu]), Pφi

is computed using all of the other user’s samples in con-
juction with the target user’s template to derive a set of
keys and taking the distribution over the ith element of
the keys.




