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“ We could not find a single instance of correctly used 
cryptography that successfully accomplished the 
security purposes for which it was apparently 
intended.”
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� “We found pervasive security weaknesses throughout the Sequoia 
software. Virtually every important software security mechanism is 
vulnerable to circumvention.”

� “Our study of the Diebold source code found that the system does not 
meet the requirements for a security-critical system. It is built upon 
an inherently fragile design and suffers from implementation flaws 
that can expose the entire voting system to attacks.”

� “The Hart software and devices appear to be susceptible to a variety 
of attacks which would allow an attacker to gain control of some or 
all of the systems in a county. [..] Many of these attacks can be 
mounted in a manner that makes them extremely hard to detect and
correct. We expect that many of them could be carried out in the field 
by a single individual, without extensive effort, and without long-
term access to the equipment.”
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