




Cause Internal Single Multiple Loss/gain of
disruption external external reachability

Internal 4463 1059 837 2%
(85%) (7.2%) (8%) (0.01%)

External 2929 21642 2355 79
(7.3%) (86.4%) (6.2%) (0.1%)

Table 9: Event based validation: with Abilene’s BGP
data over 21 days.

is less likely to be selected by our greedy algorithm as
the cause of routing events. This problem could be mit-
igated by using more vantage points or increasing the
confidence level threshold.
The comparison for the two important clusters is
shown in Table 8. From the Abilene Syslog, the seven
session resets were caused by peering link down events
which lasted for more than fifteen minutes, possibly due
to maintenance. Overall, we correctly inferred 76% of
the hot-potato changes and 100% of the session resets.
The false positive rates are 32% for hot-potato changes
and 37% for session resets respectively.
7.4 Validation with NANOG mailing list
Given that operators today often use the NANOG (North
American Network Operators Group) mailing list [10] to
troubleshoot network problems, we study the archives
of the mailing list messages over the time period of our
study. All together we analyzed 2,694 emails using key-
word searches and identified six significant routing dis-
ruptions with details described below. One interesting
observation is that even though we did not directly probe
the problematic ASes described in the emails, we are
still able to identify the impact and infer the causes rela-
tive to the target ASes for the following four events due
to their wide-spread impact:
1. Apr. 25, 2007, between 19:40 to 21:20 EDT,
NANOG reported a Tier-1 ISP Cogent (AS174) experi-
enced serious problem on its peering links causing many
route withdrawals. The target AS during this time was
AS3320. Our system observed increased number of
routing events: 120 detected events were clustered into
96 causes of External-AS-Change, affecting 7 sources
and 118 destinations. 87 of the events were associated
with 42 destinations which were Cogent’s customers.
They all switched from routes traversing Cogent. Sig-
nificant delay increase was also observed.
2. May 21, 2007, around 21:50 EDT, NANOG re-
ported a backbone link fiber cut between Portland and
Seattle in the Level3 network (AS3356), resulting in
reachability problems from Level3’s customers. The
target AS at that time was also AS3320. Our sys-
tem detected 45 events clustered into 36 causes of Old-
External-Worsen, affecting 5 probing sources and 12
destinations. They all switched from routes traversing

Level3 to those traversing AS3491 in the Seattle PoP.
3. Jun. 14, 2007, NANOG reported a core router out-
age around 6am EDT in the Qwest network (AS209),
affecting the performance of several networks and their
customers. The target AS studied at the time was
AS3561. Our system reported 24 events clustered into
23 causes of External-AS-Change switching from paths
through AS209 to those traversing AT&T (AS7018)
around the outage time, affecting 6 probing sources and
24 destinations.
4. Sep. 19, 2007, 13:00 EDT, NANOG reported
that 25 routers in the Broadwing network (AS6395)
had a misconfiguration resulting in BGP session re-
moval. It caused multiple single-homed customers dis-
connected from the Internet. Immediately after that,
our system detected 81 events clustered into 64 causes
of Old-External-Worsen, for 76 destinations from 10
sources. The target AS, AS2914, switched from the
old routes traversing Level3 (AS3356) and Broadwing
to new routes traversing other peers, e.g., AS209 and
AS7018.
We missed two NANOG-reported events related to
routing and performance disruptions during our study.
The first was on May 16, 2007, from 13:10 to 14:20
EDT, related to a hardware problem on the peering link
between AT&T and Broadwing in Dallas. Our system
did not capture any routing changes during this time pe-
riod at that location. The second event was on May 30,
2007, around 13:00 EDT, related to significant perfor-
mance degradation, along with temporary loss of reach-
ability from Sprint in the Pittsburgh area, as confirmed
from Sprint. The target AS probed was AS3561. Al-
though our system did not report routing changes related
to Sprint, it did observe abnormal incomplete traces
from PlanetLab hosts in Pittsburgh.
To summarize, our system may miss some localized
disruptions due to limited coverage. However, it is able
to capture disruptions with global impact even when
they are not directly caused by the target AS being
probed.

8 Performance Impact Analysis
Routing events are known to introduce disruption to net-
work path performance. Unlike the past work that re-
lies on routing feeds to diagnose routing events, end-host
probing used in our system enables us to understand the
impact of routing events on path performance. In this
section, we study to what extent end-to-end latency is
affected by different types of routing events and its vari-
ation cross different ISPs.
Figure 8 illustrates the latency change for different
type routing events in AS7018. For clarity, we only show
five types of events: Internal (Old-Internal-Increase,
New-Internal-Decrease), Peering (Old-Peering-Down,
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Figure 9: Delay change distribution across ISPs
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Figure 8: Delay change distribution of each category for
AS7018.

New-Peering-Up), Lpref (Old-Lpref-Decrease, New-
Lpref-Increase), External (Old-External-Worsen, New-
External-Improve), and External-AS-Change. Because
we use log scale on the y-axis, the graph does not
show the cases where latency change is negative. Given
that almost all the curves start from 0.5, it implies la-
tency has the same likelihood to improve or worsen af-
ter these events. A noteworthy observation is exter-
nal events (External-AS-Change, External, and Peering)
have much more severe impact, suggesting that AT&T’s
network is engineered well internally. We observe simi-
lar patterns for the other ISPs studied.
Figure 9 illustrates how the latency change induced
by the same event type varies across different ISPs. We
omit External-AS-Change here because this type is not
directly related to a target ISP. Figure 9(a) shows little
difference among the five target ISPs in terms of latency
change caused by internal events, as most changes are
relatively small. Turning to Figure 9(b) and (c), the dif-
ference between the ISPs becomes much more notice-
able. AS11537 appears most resilient to external events
in terms of latency deterioration while AS2914 appears
worst. The relative difference between the ISPs is con-
sistent in both graphs, suggesting that customers sensi-
tive to performance disruptions should take great care in
selecting the appropriate ISP providers.

9 System Evaluation
In this section, we show that our system imposes a
small amount of memory and CPU overhead to perform

event identification, classification, and inference. We
evaluate our system on a commodity server with eight
3.2GHz Xeon processors and 4 GB memory running
Linux 2.6.20 SMP.
The memory usage of our system is composed of: i)
the two most recent routing state of the target ISP ex-
tracted from the traces; and ii) the evidence and the
conflict graphs constructed from the two routing state
(see §3). The former is relatively static over time
since the overall topology and routing of a target ISP
do not change frequently. The latter is more dynamic
and depends on the number of detected routing events.
Throughout our evaluation period, the former is domi-
nant because the number of traces outweighs the num-
ber of routing events. The total memory footprint of our
system stays under 40 MB. We also evaluate whether
our system can keep up with the continually incoming
routing state. We find the processing time of two recent
routing state never exceeds one eighth of the data collec-
tion time between the two routing state. This suggests
our system can operate in real time to quickly detect and
raise alerts on significant routing disruptions.

10 Related Work
Much work has been proposed to use end-host based
probing to identify various network properties. For
example, Rocketfuel [11] discovers ISP topologies by
launching traceroute from a set of hosts in an intelligent
manner to ensure scalability and coverage. iPlane [20]
estimates the Internet path performance using tracer-
outes and prediction techniques. There exist many other
research measurement infrastructures [21, 22, 23, 24,
25] for measuring network distance with performance
metrics such as latency and bandwidth. Another exam-
ple is PlanetSeer [26] which uses active probes to iden-
tify performance anomalies for distributed applications.
The key difference from these measurement efforts is
that our work focuses on using collaborative traceroute
probes to diagnose routing changes associated with large
networks.
The closest related work on identifying routing dis-
ruptions is that by Wu et al. [6]. Using BGP data from
multiple border routers in a single ISP, their system iden-
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tifies significant BGP routing changes impacting large
amount of traffic. A follow-up work by Huang et al. [27]
performs multivariate analysis using BGP data from all
routers within a large network combined with router
configurations to diagnose network disruptions. In con-
trast, we do not rely on such proprietary BGP data, and
we can apply our system to diagnose routing changes for
multiple networks. Another closely related work is the
Hubble system [28] which attempts to identify reacha-
bility problems using end-system based probing. In con-
trast to their work, we attempt to both identify routing
events and infer their causes relative to the target AS.
There are also several projects on identifying the loca-
tion and causes of routing changes by analyzing BGP
data from multiple ASes [5, 9]. However, it is difficult
to have complete visibility due to a limited number of
BGP monitors. Note that our system is not restricted by
the deployment of route monitors and can thus be widely
deployed.

11 Conclusion
In this paper we have presented the first system to accu-
rately and scalably diagnose routing disruptions purely
from end systems without access to any sensitive data
such as BGP feeds or router configurations from ISP net-
works. Using a simple greedy algorithm on two bipar-
tite graphs representing observed routing events, possi-
ble causes, and the constraints between them, our sys-
tem effectively infers the most likely causes for routing
events detected through light-weight traceroute probes.
We comprehensively validate the accuracy of our re-
sults by comparing with an existing ISP-centric method,
publicly-available router configurations, and network
operators’ mailing list. We believe our work is an im-
portant step to empowering customers and ISPs for at-
taining better accountability on today’s Internet.
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