
this container to communicate with the �le server, with-
out being able to leak private user data through memory
exhaustion.

Although in our prototype the application communi-
cates with only one data server per user, a more complex
application can make use of multiple data servers to han-
dle a single request. Doing so would require the appli-
cation code to have delegation certi�cates and access to
containers on all of the data servers that it wants to con-
tact. To do this, httpd could either pre-allocate all such
delegations and containers ahead of time, or provide a
callback interface to allocate containers and delegations
on demand. In the latter case, httpd could rate-limit or
batch requests to reduce covert channels.

5.6 Bootstrapping
When adding a new machine to our distributed web
server, a bootstrapping mechanism is needed to gain ac-
cess to the new machine’s memory and CPU resources.
For analogy, consider the process of adding a new ma-
chine to an existing Linux cluster. An administrator
would install Linux, then from the console set a root
password, con�gure an ssh server, and (if diligent about
security) record the ssh host key to enter on other ma-
chines. From this point on, the administrator can access
the new machine remotely, and copy over con�guration
�les and application binaries. The ability to safely copy
private data to the new machine stems from knowing its
ssh host key, while the authority to access the machine in
the �rst place stems from knowing its root password.

To add a new physical machine to a DStar cluster re-
quires similar guarantees. Instead of an ssh host key, the
administrator records the exporter’s public key, but the
function is the same, namely, for other machines to know
they are talking to the new machine and not an impostor.
However, DStar has no equivalent of the root password,
and instead uses categories.

In fact, the root password serves two distinct purposes
in Linux: it authorizes clients to allocate resources such
as processes and memory on the new machine�i.e., to
run programs�and it authorizes the programs that are
run to access and modify data on the machine. DStar
splits these privileges amongst different categories.

When �rst setting up the DStar cluster, the adminis-
trator creates an integrity category r1

i on the �rst HiStar
machine (superscript indicates the machine), and a corre-
sponding DStar category ri that we mentioned earlier. ri
represents the ability to allocate and deallocate all mem-
ory and processes used by the distributed web server on
any machine. It can be thought of as the �resource alloca-
tion root� for this particular application. However, there
is no equivalent �data access root.� Instead, different cat-
egories protect different pieces of data.

In con�guring a new machine, the administrator’s goal
is to gain access to the machine’s resources over the net-
work, using ownership of ri. The new machine’s exporter
initially creates a local category rn

i and a container la-
beled {rn

i } that will provide memory and CPU resources.
To access this container, the administrator needs to estab-
lish a mapping between ri and rn

i on the new machine.
To do this, the administrator enters the name of ri

when starting the exporter on the new machine, which
then creates a mapping between ri and rn

i . The exporter
periodically broadcasts a signed message containing this
mapping and the root container’s ID, so the administrator
need not manually transfer them.

With this mapping, processes that own ri can now copy
�les to the new machine and execute code there, much as
the ssh client can on Linux if it knows the new machine’s
root password. However, a process that also owns other
categories can use them to create �les that cannot be read
or written by owners of ri alone.

The current bootstrap procedure is tedious, requiring
the manual transfer of category names and public keys.
In the future, we envisage a setup utility that uses a pass-
word protocol like SRP [24] to achieve mutual authenti-
cation with an installation daemon, to automate the pro-
cess. Alternatively, hardware attestation, such as TCPA,
could be used to vouch that a given machine is running
HiStar and a DStar exporter with a particular public key.

5.7 Replication
Having added a new machine to the DStar cluster, the
administrator needs to securely replicate the web server
onto it, and in particular, transfer the SSL private key to
start a new RSAd process. We use a special replication
daemon to do this, which ensures that the private key is
only revealed to an RSAd binary on the remote machine.

To replicate RSAd, the administrator provides this dae-
mon with a public key of the new machine, and access to
a container on it (such as by granting it ownership of ri).
The replication daemon uses the mapping service to cre-
ate a new category rsan

s on the new machine, which will
protect the private key there. To ensure that the private
key is not passed to the wrong process, the replication
daemon uses guarded invocation to invoke an authentic
RSAd process on the new machine with ownership of
rsan

s , and passes it the private key protected with rsan
s .

Note that the administrator, who granted the replication
daemon access to a container on the new machine, can-
not read the private key that is now stored there, because
he does not own rsan

s .
Both the replication daemon and the guarded invoca-

tion service, consisting of 120 and 200 lines of C++ code
respectively, must be trusted to keep the private key se-
cure, in addition to RSAd. A similar mechanism is used
to start the launcher. HiStar’s system-wide persistence
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eliminates the need for a trusted process to start RSAd
and launcher when the machine reboots.

5.8 Heterogeneous systems
To illustrate how DStar facilitates incremental deploy-
ment, we show how Linux can use HiStar or Flume to ex-
ecute untrusted perl code with strong security guarantees.
We implemented a DStar RPC server on HiStar and on
Flume that takes the source code of a perl script and input
data, executes the script on that input, and returns perl’s
exit code and output. DStar translates information flow
restrictions specified by the caller into HiStar or Flume
labels, which are then enforced by the operating system.

This service can be used by an existing Linux web
server to safely execute untrusted perl code. The Linux
machine can specify how different instances of perl can
share data, by specifying the policy using secrecy and in-
tegrity categories in the request’s label. To ensure each
request is processed in complete isolation, fresh secrecy
and integrity categories can be used for each request. If
different scripts running on behalf of the same user need
to share data, such as by storing it in the file system on a
HiStar machine, the same categories should be used for
each request made on behalf of a given user.

DStar also allows building distributed applications us-
ing a mix of operating systems, such as both Flume and
HiStar. This may be useful when no single operating sys-
tem is a perfect fit in terms of security or functionality for
every part of the application. However, this paper does
not evaluate any such applications.

6 EVALUATION

To quantify the overheads imposed by DStar, we present
a detailed breakdown of DStar’s data structure sizes and
measure the cost of generating and verifying certificate
signatures. To put these costs in perspective, we evaluate
the performance of our web server and perl service un-
der various conditions. The overheads introduced by both
HiStar and DStar in the web server are acceptable for
compute-intensive web applications such as PDF gener-
ation, and the performance is close to that of a Linux
system. On the other hand, our web server delivers static
content much more slowly than Linux.

Benchmarks were run on 2.4GHz Intel Xeon ma-
chines with 4MB CPU caches, 1GB of main memory,
and 100Mbps switched Ethernet. For web server com-
parison, we used Apache 2.2.3 on 64-bit Ubuntu 7.04
with kernel version 2.6.20-15-generic. This Linux web
server forked off a separate application process to handle
every client request. The PDF workload used a2ps ver-
sion 4.13b and ghostscript version 8.54. Xen experiments
used Xen version 3.0 and kernel 2.6.19.4-xen for all do-
mains. The netd TCP/IP stack was running a HiStar user-
mode port of Linux kernel 2.6.20.4. Web servers used

Data structure Raw bytes Compressed bytes
Public key 172 183

Category name 184 195
Category mapping 208 219

Unsigned delegation certificate 548 384
Signed delegation certificate 720 556
Unsigned address certificate 200 203

Signed address certificate 376 379
Null message (1) 200 194

Empty message (2) 1348 623

Figure 9: Size of DStar data structures. Delegation certificate delegates
a category to another exporter, and is signed by the category’s creator.
Null message (1) has an empty label and no mappings, delegations,
or payload. Empty message (2) has a label consisting of one category,
and includes one delegation certificate, one mapping, and an empty
payload. The compressed column shows the potential reduction in size
that can be achieved by compressing the data structures using zlib.

Operation Time (msec)
Sign a delegation certificate 1.37

Verify a delegation certificate 0.012
Sign an address certificate 1.35

Verify an address certificate 0.011
Null RPC on same machine 1.84

Figure 10: Microbenchmarks measuring the time to sign and verify
certificates, and the round-trip time to execute a null RPC request on
one machine, with an empty label and no delegations or mappings.

OpenSSL 0.9.8a with 1024-bit certificate keys; DStar ex-
porters used 1280-bit Rabin keys.

6.1 Protocol analysis
Figure 9 shows the detailed sizes of DStar data struc-
tures as implemented in our prototype. The main source
of space overhead in DStar messages is the public keys
used to name categories and exporters. However, pub-
lic keys are often repeated multiple times in the same
message. For example, user secrecy and integrity cate-
gories are often created by the same exporter, and there-
fore share the same public key. Moreover, all of the dele-
gations included in a message typically mention the same
public key of the sending exporter. As a result, com-
pressing messages results in significant space savings, as
shown in the “compressed” column; however, our cur-
rent prototype does not use compression. Storing only a
hash of the public key in a category name can reduce its
size, but would likely not reduce the size of a compressed
message: delegation certificates in the same message are
likely to include the entire public key (in order to ver-
ify certificate signatures), and with compression, there is
little overhead for including a second copy of the same
public key in the category name. Compressing the en-
tire TCP session between two exporters, prior to encryp-
tion, is likely to generate further space savings, since the
public keys of the two exporters are likely to be men-
tioned in each message. However, stream compression
can lead to covert channels: the throughput observed by
one process reveals the similarity between its messages
and those sent by other processes.
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PDF workload cat workload
System throughput latency throughput latency

Linux Apache 7.6 137 110.3 15.7
HS PS+Auth 6.3 161 37.8 30.8

HS PS 6.6 154 49.5 24.6
HS no PS 6.7 150 71.5 19.1

DS on one machine 5.2 194 17.0 63.0
DS on multiple machines varies 511 varies 345

Figure 11: Maximum throughput (requests/sec) and minimum latency
(msec) for the PDF and cat workloads on one machine. “HS PS+Auth”
ran the HiStar web server from Section 5.1. “HS PS” ran the same web
server without HiStar’s user authentication service. “HS no PS” ran the
same web server without privilege separation, with all components in a
single address space. “DS” refers to the distributed web server.

The CPU overhead of public key operations on DStar
certificates is shown in Figure 10. The Rabin cryptosys-
tem used by DStar provides relatively fast signature ver-
ification but more expensive signature generation, which
may be a reasonable trade-off for applications that do not
change trust relations with each message. The overhead
of issuing a local RPC, with an empty label and no map-
pings or delegations, is also shown in Figure 10.

6.2 Application performance
To evaluate the performance of applications running on
our web server, we approximate a realistic service us-
ing a PDF generation workload. For each request, an
HTTPS client connects to the server and supplies its user
name and password. The web server generates a 2-page
PDF document based on an 8KB user text file stored
on the server, and sends it back to the client. Clients
cycle through a small number of users; since the web
server does not cache any authentication state, this does
not skew performance. With multiple front-end servers,
clients use a round-robin selection policy. We measure
the minimum latency observed when a single client is
active, and the maximum throughput achieved with the
optimal number of clients; the optimal number of clients
is generally proportional to the number of servers.

Figures 11 and 12 show the results of this experiment.
A non-privilege-separated web server running on HiStar
provides 12% less throughput than Linux; the difference
is in part due to the overhead of fork and exec on HiStar.
Privilege separation of the web server on HiStar imposes
a 2% penalty, and HiStar’s user authentication service,
which requires eight gate calls, reduces throughput by
another 5%. Running the distributed web server on a sin-
gle machine shows the overhead imposed by DStar, al-
though such a setup would not be used in practice. The
throughput of the PDF workload scales well with the to-
tal number of servers.

6.3 Web server overhead
To better examine the overhead of our web server, we
replaced the CPU-intensive PDF workload with cat,
which just outputs the same 8KB user file; the results
are also shown in Figures 11 and 12. Apache has much

Calling machine Linux HiStar Linux Linux Linux
Execution machine same same Linux HiStar Flume

Communication none none TCP DStar DStar
Throughput, req/sec 505 334 160 67 61

Latency, msec 2.0 3.0 6.3 15.7 20.6

Figure 13: Throughput and latency of executing a “Hello world” perl
script in different configurations.

higher throughput than the HiStar web server both with
and without privilege separation. Though Apache serves
static content better without using cat, we wanted to
measure the overhead of executing application code.
Our web server’s lower performance reflects that its de-
sign is geared towards isolation of complex application
code; running simple applications incurs prohibitively
high overhead. Nonetheless, the distributed web server
still scales with the number of physical machines.

6.4 Privilege separation on Linux
Is it possible to construct a simpler, faster privilege-
separated web server on Linux that offers similar security
properties? We constructed a prototype, running separate
launcher, SSLd, RSAd, and Apache processes, using ch-
root and setuid to isolate different components from each
other. As in the earlier Apache evaluation, a fresh appli-
cation process was forked off to handle each client re-
quest. This configuration performed similar to a mono-
lithic Apache server. However, to isolate different user’s
application code from one another, Apache (a 300,000
line program) needs access to setuid, and needs to run as
root, a step back in security. We can fix this by running
Apache and application code in a Xen VM; this reduces
the throughput of the PDF workload to 4.7 req/sec. Even
this configuration cannot guarantee that malicious appli-
cation code cannot disclose user data; doing so would
require one VM per request, a fairly expensive proposi-
tion. This suggests that the complexity and overhead of
HiStar’s web server may be reasonable for the security it
provides, especially in a distributed setting.

6.5 Heterogeneous systems
Figure 13 shows the latency and throughput of running
a simple “untrusted” perl script that prints “Hello world”
on Linux, on HiStar, on Linux invoked remotely using a
simple TCP server, and on HiStar and Flume invoked re-
motely using DStar from Linux. A fresh secrecy category
is used for each request in the last two cases. This sim-
ple perl script provides a worst-case scenario, incurring
all of the overhead of perl for little computation; more
complex scripts would fare much better. The lower perl
performance on HiStar is due to the overhead of emulat-
ing fork and exec. DStar incurs a number of round-trips
to allocate a secrecy category and create a container for
ephemeral call state, which contributes to a significantly
higher latency. Comparing the throughput on HiStar run-
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Figure 12: Maximum throughput achieved by the DStar web server running on multiple machines. The initial point on the left represents three
machines: one front-end server, one application server, and one user data server. Subsequent points reflect the total throughput with an extra front-
end server, application server, or user data server added, as indicated by the point symbol. The process is repeated for the highest-performing
configuration at each step. The best use of an additional server machine is indicated by a solid line, and others by a dashed line.

ning locally and remotely shows that DStar adds an over-
head of 12 msec of CPU time per request, which may be
an acceptable price for executing arbitrary perl code from
a Linux machine with well-defined security properties.

7 RELATED WORK

Flume [12] controls information flow in a fully-trusted
centralized cluster sharing an NFS server and tag reg-
istry. Flume does not allow applications to directly com-
municate between machines, define their own trust re-
lations, or share data across administrative domains. On
the other hand, applications in DStar have complete con-
trol over trust relations for their data, and can communi-
cate between any machines that speak the DStar protocol.
Flume’s centralized design limits scalability to small,
fully-trusted local clusters, and cannot withstand any ma-
chine compromises. DStar could be used to connect mul-
tiple Flume clusters together without any inherent cen-
tralized trust or scalability bottlenecks.

Capability-based operating systems, such as
KeyKOS [4] and EROS [17], can provide strict
program isolation on a single machine. A DStar exporter
could control information flow on a capability-based op-
erating system by ensuring that processes with different
labels had no shared capabilities other than the exporter
itself, and therefore could not communicate without the
exporter’s consent.

Shamon [14] is a distributed mandatory access con-
trol system that controls information flow between vir-
tual machines using a shared reference monitor. DStar
avoids any centralized reference monitor for security and
scalability. Shamon tracks information flow at the gran-
ularity of x86 virtual machines, making it impractical to
track each user’s data. DStar running on HiStar can apply
policies to fine-grained objects such as files or threads.

A number of systems, including Taos [23] and
Amoeba [19], enforce discretionary access control in a
distributed system, often using certificates [3]. None of
them can control information flow, as a malicious pro-
gram can always synthesize capabilities or certificates
to contact a colluding server. The Taos speaks-for rela-
tion inspired the much simpler DStar trusts relation, used
to define discretionary privileges for different categories
between exporters.

Multi-level secure networks [2, 9, 15, 18] enforce in-
formation flow control in a trusted network, but provide
very coarse-grained trust partitioning. By comparison,
DStar functions even in an untrusted network such as the
Internet, at the cost of introducing some inherent covert
channels, and allows fine-grained trust to be explicitly
configured between hosts. Using a secure, trusted net-
work would reduce covert channels introduced by DStar.

Unlike multi-level secure networks, DStar does not al-
low labeling a machine without giving it ownership priv-
ileges. Providing a non-empty machine label would re-
quire a trusted component to act as a proxy for the ma-
chine, ensuring that any packets sent or received by the
machine are consistent with its current label. This can
be done either with support from the network, or by ex-
plicitly forwarding messages through a proxy trusted to
maintain the labels of machines it is proxying.

Secure program partitioning [25] partitions a single
program into sub-programs that run on a set of machines
specified at compile time with varying trust, to uphold
an overall information flow policy. DStar is complemen-
tary, providing mechanisms to enforce an overall infor-
mation flow policy without restricting program structure,
language, or partitioning mechanism. DStar could ex-
ecute secure program partitioning’s sub-programs in a
distributed system without trusting the partitioning com-
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piler. Secure program partitioning has a much larger
TCB, and relies on trusted external inputs to avoid a
number of difficult issues addressed by DStar, such as
determining when it is safe to connect to a given host at
runtime, when it is safe to allocate resources like mem-
ory, and bootstrapping.

Jif [16] provides decentralized information flow con-
trol in a Java-like language. Although its label model dif-
fers from DStar’s, a subset of Jif labels can be expressed
by DStar. DStar could provide more fine-grained infor-
mation flow tracking by enforcing it with a programming
language like Jif rather than with an operating system.

Jaeger et al [11] and KDLM [7] associate encryption
keys with SELinux and Jif labels, respectively, and ex-
change local security mechanisms for encryption, much
like DStar. These approaches assume the presence of an
external mechanism to bootstrap the system, establish
trust, and define mappings between keys and labels—
difficult problems that are addressed by DStar. Moreover,
these approaches configure relatively static policies and
trust relations at compile time; DStar allows any appli-
cation to define new policies and trust at runtime. DStar
transfers the entire label in each message, instead of as-
sociating labels with keys, since applications never han-
dle ciphertexts directly. An application that receives a
ciphertext but not the corresponding key may still infer
confidential information from the size of the ciphertext.

8 SUMMARY

DStar is a framework for securing distributed systems
by specifying end-to-end information flow constraints.
DStar leverages the security label mechanisms of DIFC-
based operating systems. Each machine runs an exporter
daemon, which translates between local OS labels and
globally-meaningful DStar labels. Exporters ensure it is
safe to communicate with other machines, but applica-
tions define the trust relations. Self-certifying categories
avoid the need for any fully-trusted machines. Using
DStar, we built a highly privilege-separated, three-tiered
web server in which no components are fully-trusted and
most components cannot compromise private user data
even by acting maliciously. The web server scales well
with the number of physical machines.
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