


Table 5: Static filters in pcap language and their instruction counts in LSF and Swift
Filter Description LSF Inst.# Swift Inst.#

1 “” (Accept all packets) 1 0
2 “ip” 3 1
3 “ip src net 192.168.2.0/24 and dst net 10.0.0.0/8” 10 2
4 “ip src or dst net 192.168.2.0/24” 10 2
5 “ip and tcp port (ssh or http or imap or smtp or pop3 or ftp)” 23 2
6 “ip and (not tcp port (80 or 25 or 143) and not ip host ( ... ))” 95 10

(The ellipsis mark stands for 38 IP addresses ORed together.)

the filter update latency of Swift is basically insuscepti-
ble to changes in concurrent connections and background
traffic: although all Swift curves in Figure 6 fluctuate
slightly, the thin curves overlap with the thick curves to
a great extent. This is because Swift filter updates are
incremental and adding filter instructions for a new con-
nection takes almost constant time. The large spikes of
Swift curves, which occur at the beginning and around
the addition of the 120th connection, are attributed to the
relatively large overheads caused by pass duplication.

Figures 7 and 8 illustrate the average number of miss-
ing packets per data connection by LSF and Swift, re-
spectively. The y-axis scales are again significantly dif-
ferent. The average numbers of missing packets per con-
nection for LSF range from 30 to 160, while those for
Swift are only one or two at maximum. Without back-
ground traffic, Swift does not miss any packet no mat-
ter how many concurrent connections exist. With back-
ground traffic, the average levels of the “500 Kpps”
curves slightly lift after around 120 concurrent connec-
tions, which coincides with the occurrence of the sec-
ond group of large spikes in Figure 6. The lift of fluc-
tuation level may be attributed to the added passes and
related pass duplication. The addition of more passes ex-
tends the filtering path for non-FTP packets and results in
more CPU time spent on non-FTP traffic filtering. Even
so, Swift only misses one or two packets per connection.
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Figure 9: Initial transmission of a data connection

There are two additional issues associated with the
LSF curves in Figure 7. First, the ceiling phenomena—
both “No bg” and “500 Kpps” curves bounded by 160—
are caused by the rate-limiting of the FTP servers. As
illustrated by Figure 9, in the initial period of a data con-

nection, the servers first transmit about 160 packets in
tens of milliseconds and then stay idle for the next several
hundred milliseconds (not all shown) to limit download-
ing rate. Such bounding behavior occurs for a wide range
of rate-limit settings (e.g., from 100 KBps to 2 MBps).
Since an LSF filter update latency is always shorter than
the duration of the idle phase, the number of missing
packets in each update is bounded. Second, the round-
trip time (RTT) of the FTP trace is small, varying from
tens of microseconds to hundreds of microseconds, as the
trace is collected in a LAN environment. A larger RTT
would cause fewer packets to be transmitted during the
time window of a filter update, thus reducing the impact
of filter updates on packet missing. Compared to LSF,
Swift is almost insensitive to the variation of RTT, and
hence can support applications that require high-fidelity
data capture in diverse network environments.

5.2 Static Filtering Performance
We use six sets of filters with increasing complexity, as
shown in Table 5, for static filtering performance eval-
uation. The instruction numbers of these filters in LSF
and Swift are also listed for comparison. The Opt-C filter
programs show performance gains that could potentially
be achieved by improving LSF and Swift to native code
speeds.

The trace for static filtering is captured at the gate-
way of our campus network. It contains over 14 mil-
lion packets (75 bytes snap length) and its size is around
1.1GB. We play back the trace file at 250 Kpps rate us-
ing tcpreplay. Assuming an average of 500 bytes
per packet, the playback rate represents a fully utilized
1Gbps link bandwidth. We record the average time spent
in accepting and rejecting packets separately, and select
the larger value of the two as the filter performance data.
We choose the larger value, instead of the smaller one
or the average, because the worse case runtime is much
less affected by network traffic conditions, such as traffic
speed and composition.

Figure 10 illustrates the per-packet processing time
of LSF, Swift, and Opt-C on all machines for each
filter. In addition, Table 6 details the breakdown of
the per-packet processing time for both LSF and Swift
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Figure 10: Per-packet processing time of each static filter (nanoseconds)

on PC3. The “Exec.” column shows the average ex-
ecution time per instruction and the average number
of instructions executed per packet, in the format of
(time/instruction)×(instruction count). The “Aux.” col-
umn shows the auxiliary processing time spent on filter
engine setup and shutdown operations, such as call/ret
instructions and local stack maintenance.

Filters 1 and 2 are the simplest criteria designed to
show the minimum overhead induced by the filtering en-
gine. The corresponding results in Figure 10 demonstrate
that Swift and LSF have approximately the same pro-
cessing speed with these two simple filters. Both Swift
and LSF run slower than Opt-C. Table 6 further sheds
some light on the performances of both LSF and Swift
filter engines. For filter 1, the LSF filter program only
consists of a simple “ret” instruction, and thus the 5.2
nanoseconds per-instruction execution time is mainly de-
termined by LSF’s interpretation overhead. In contrast,
the Swift filter engine is designed to accept all packets
by default. Therefore, the Swift filter program does not
contain any code, and its processing time is spent en-
tirely on the filter engine setup and shutdown. By adding
a “nop” instruction for Swift to execute before accepting
a packet, we estimate Swift’s interpretation overhead to
be about 8.2 nanoseconds. For filter 2, although the per-
instruction execution time of LSF is 29% shorter than
that of Swift, its overall execution time is longer than
that of Swift. This is because the instruction count ratio
between LSF and Swift is three to one.

Filters 3 and 4 are light load criteria designed to
demonstrate filtering engine performance on basic packet

Table 6: Processing time breakdown for LSF and Swift

Filter
LSF Swift

Exec. Aux. Exec. Aux.
1 5.2ns×1.0 13.8ns (N/A)×0 23.1ns
2 10.3ns×3.0 14.1ns 14.5ns×1.0 22.1ns
3 9.4ns×9.0 12.9ns 13.8ns×2.0 20.9ns
4 8.4ns×6.0 12.5ns 13.7ns×2.0 21.2ns
5 10.3ns×19.8 14.8ns 25.4ns×1.9 21.3ns
6 8.0ns×78.6 13.4ns 29.5ns×7.4 21.5ns

classification. The corresponding results in Figure 10 in-
dicate that Swift has a moderate performance advantage
over LSF on all machines. For filter 3, compared to Opt-
C, LSF takes a factor of 2.32 to 2.92 more time to pro-
cess a packet, with an average slowdown of 2.67 times;
Swift takes a factor of 1.22 to 2.07 more time to pro-
cess a packet, with an average slowdown of 1.61 times.
The average speedup of Swift over LSF is 1.43. For fil-
ter 4, compared to Opt-C, LSF takes a factor of 0.84 to
1.87 more time to process a packet, with an average slow-
down of 1.48 times; Swift takes a factor of 0.65 to 0.95
more time to process a packet, with an average slowdown
of 0.80 times. The average speedup of Swift over LSF
is 1.39. Similar to the cases of filters 1 and 2, Table 6
shows that for filters 3 and 4, the per-instruction execu-
tion time of Swift is about 50% longer than that of LSF,
but the much larger instruction count makes LSF slower
than Swift in packet processing.

Filter 5 is a moderate load criterion designed to test
the filtering engine’s capability of handling highly spe-
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Table 7: Optimization effects of Swift filter 5
Filter 5 Original Less-optimized Unoptimized

Exec. Time 69.7ns 178.4ns 204.5ns

cific operation. The corresponding results in Figure 10
show that Swift outperforms LSF by a significant amount
on all machines. Compared to Opt-C, LSF takes a factor
of 3.68 to 6.38 more time to process a packet, with an
average slowdown of 4.68 times; Swift takes a factor of
0.70 to 2.60 more time to process a packet, with an av-
erage slowdown of 1.39 times. The average speedup of
Swift over LSF is 2.50. The significant speedup of Swift
is due to its architectural advantages and specifically
SIMD instructions. The ability to pack many operands
(12 for TCP/DUP ports) in one instruction and batch the
execution of comparison operations within a single fil-
ter engine “cycle” enables many-fold reduction at the
cost of instruction interpretation, and improves the per-
formance of Swift close to that of Opt-C. As shown in
Table 6, compared to previous filters, LSF maintains its
per-instruction execution time, but executes much more
instructions. By contrast, Swift maintains its instruction
count, and packs more operations in each instruction.

Filter 6 is a heavy load, “real life” criterion obtained
from the campus network administrator. This filter is
used by an application to detect suspicious IRC traffic.
The filter is sufficiently complex for Swift to utilize the
optimizations discussed earlier, namely SIMD instruc-
tions and hierarchical execution optimization. The cor-
responding results in Figure 10 show even higher perfor-
mance increase of Swift against LSF. Compared to Opt-
C, LSF takes a factor of 7.83 to 12.94 more time to pro-
cess a packet, with an average slowdown of 10.09 times;
Swift takes a factor of 1.79 to 5.21 more time to pro-
cess a packet, with an average slowdown of 3.18 times.
The average speedup of Swift over LSF is 2.79. Accord-
ing to Table 6, even though the per-instruction execution
time of LSF is less than one third of Swift, the instruction
count ratio between LSF and Swift is ten to one.

For all these filters, the auxiliary processing time for
both LSF and Swift is fairly steady, as shown in Table
6. Although the auxiliary cost of Swift is about 8 to 9
nanoseconds more than that of LSF, the extra cost is in-
significant as the filter becomes more complex and re-
quires more time to execute.

We further measure the average execution time
of Swift filter 5 with no SIMD extension (“Less-
optimized”) and with neither SIMD extension nor hier-
archical execution (“Unoptimized”) to provide more in-
sights into the effect of Swift optimizations on perfor-
mance improvement. The corresponding results are listed
in Table 7. The removal of SIMD instructions exerts a
great impact on the performance of the Swift filter, re-
sulting in a slowdown of 156%. The comparatively small

Figure 11: Per-packet processing time on all machines

increase of execution time after the removal of hierar-
chical execution indicates that the hierarchical execution
has a minor effect on the performance of the Swift fil-
ter. For Swift filter 6, due to filter program organization,
we remove hierarchical execution optimization for the
”Less-optimized” experiment, and remove both hierar-
chical execution and SIMD extension for the ”Unopti-
mized” experiment. Again, the impact of SIMD exten-
sion is far greater than that of hierarchical execution on
the average execution time.

Overall, we find that (1) the SIMD extension plays a
very important role in speeding up Swift filter execution,
and (2) the hierarchical execution also helps the speedup
but its effect is much smaller than that of SIMD exten-
sion, especially with a large instruction count. Without
the SIMD extension and hierarchical execution, Swift
can only perform comparably to optimized LSF for static
filter tasks. These results are consistent with our observa-
tion from Figure 10 and Table 6: the speedup of Swift is
mainly attributed to its use of much fewer instructions
than LSF.

Figure 11 presents a comprehensive picture of filter
execution time for LSF, Swift, and Opt-C filters among
all machines categorized by six filtering criteria. It pro-
vides a good overview of the static filtering performance
for cross comparison. When the filtering criteria are sim-
ple, LSF, Swift and Opt-C have nearly indistinguishable
performance. As the criteria become more complex, the
differences of filter execution time among the three fil-
tering engines grow. Although both Swift and LSF run
slower than Opt-C, the filter execution time of Swift
grows at a much slower rate than that of LSF, and thus
Swift achieves much closer performance to Opt-C than
LSF.

6 Conclusion
This paper presents the design and implementation of the
Swift packet filter. Swift provides an elegant, fast, and ef-
ficient packet filtering technique to handle the challenge
of high speed network monitoring with dynamic filter up-
dates. The key features of Swift lie in its low filter up-
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date latency and high execution efficiency. Swift attains
these performance advantages by embracing several ma-
jor design innovations: (1) a specialized CISC instruction
set increases filter execution efficiency and eliminates fil-
ter re-compilation, resulting in significantly reduced fil-
ter update latency; (2) a simple computational model re-
moves the necessity of security checking and improves
filter update latency; and (3) SIMD extensions further
boost filter execution efficiency.

Our extensive experiments have validated Swift’s effi-
cacy and demonstrated the superiority of Swift against
the de facto packet filter, BPF. For dynamic filtering
tasks, the filter update latency of Swift is three orders of
magnitude lower than that of BPF, and on each filter up-
date, the number of packets missed by Swift is about two
orders of magnitude less than that by BPF. For static fil-
tering tasks, Swift runs as fast as BPF on simple filtering
criteria, but is up to three times as fast as BPF on com-
plex filtering criteria. Swift also performs much closer to
optimized C filters than BPF.

There are many avenues we would like to further ex-
periment and exploit in Swift. For instance, we will ex-
plore the multi-thread expansion of Swift, and develop
a hardware optimized filter engine. We will make use of
the extra registers supplied in the x86 64 processors for
further performance improvement. Moreover, we envi-
sion that x86 high performance multimedia instructions
(such as MMX and SSE) can also be used to accelerate
the packet processing.
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