




configured clients, with and without batching. Miscon-
figured timers affect the throughput of the protocols due
to the extra computations of digests, MACs and transmis-
sion costs incurred whenever a protocol message must be
retransmitted9.

Our results show that all protocols are sensitive to pre-
mature retransmissions of request messages. This is ex-
pected, because premature retransmissions add to the to-
tal overhead per completed request.

PBFT and Zyzzyva replicas assume a packet loss
when they receive a retransmission: PBFT backups for-
ward the message to the primary when they receive a
request for the second time, while Zyzzyva/Zyzzyva5
backups forward the request to the primary immediately
because a client is expected to send a request to back-
ups only upon a timeout. A Zyzzyva primary, upon re-
ceiving such a forwarded request message from a backup
replica, responds with the ORDERREQ message. A PBFT
primary responds with a PREPREPARE to the backup only
if it has never seen the request, otherwise it ignores the
retransmission. By retransmitting a request to all back-
ups, a misconfigured client causes the primary of both
PBFT and Zyzzyva/Zyzzyva5 to receive additional mes-
sages from the backups.

A Q/U replica, upon receiving a retransmission, re-
sponds with the cached response if the request has ex-
ecuted, or else processes the request again. No addi-
tional replica-to-replica communication is necessary un-
der a contention-free workload.

The relative impact of clients with misconfigured
timers is more pronounced with batching. With batch-
ing, each individual retransmitted request can cause the
retransmission of protocol messages for the entire batch
that contained the original request. As a result, the aggre-
gation of protocol messages that occurs in normal proto-
col operation does not occur for retransmitted requests.

5 Related Work

While there has been considerable work on simulators
for networks and P2P systems, we are aware of relatively
little work that attempts to model both CPU performance
and network characteristics, though we note that a simi-
lar technique was used by Castro [5] to build an analyti-
cal model of the PBFT protocol.

Systems like WiDS [17], Macedon [21], and its suc-
cessor MACE [12] allow distributed systems to be writ-
ten in a state-machine language, which can then be used
to generate both a native code implementation and drive
a simulator, which also executes “real” code.BFTSim takes a different approach, simulating both
the message exchange and the CPU-intensive operations.
This allows easy exploration of the effect of CPU perfor-
mance for crypto operations, and P2’s declarative spec-
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Figure 13: Clients with misconfigured retransmission
timers. We vary the number of such clients on the x-axis
(100 clients total).

ifications are an order of magnitude more concise than
MACE (which itself is considerably more concise than
a manual implementation in Java or C++). The disad-
vantage with BFTSim is that BFT protocols thus speci-
fied cannot be executed “for real” in a production system
without extensions to P2, and would likely result in a less
efficient implementation due to P2 currently generating
software dataflow rather than native code.

We chose our BFT protocols (PBFT, Q/U, and
Zyzzyva) to provide good coverage for BFTSim in order
to evaluate its effectiveness as well as provide interesting
comparisons. However, recent research has produced a
slew of new protocols, which we intend to examine.

To take one example, Cowling et al.’s HQ proto-
col [9] ingeniously combines quorum and consensus ap-
proaches. HQ is a two-round quorum protocol in the
absence of write conflicts and requires 3f + 1 replicas.
Replicas optimistically choose an ordering of requests (a
grant) and notify the client, which collects a quorum of
2f +1 such grants and in a second round returns the col-
lected grants (a writeback). Replicas detect contention
by observing the set of grants in the writeback, and resort
to Byzantine consensus for resolution rather than expo-
nentially backing off as in a pure quorum system. As
a result, HQ improves upon PBFT in low-concurrency
settings, while resolving concurrency conflicts at a lower
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expected latency than Q/U. Published results for HQ so
far are only for fault-free settings with low-latency, high-
bandwidth links.

Part of our agenda in this paper is to argue for the com-
parison of distributed algorithms on a level playing field
in a variety of realistic, but different, scenarios. Only
then can developers select appropriate algorithms for the
particular tradeoffs at hand. Such a shift in thinking
has been recently recognized in processor architecture,
where it is termed “scenario-oriented design” [20].

6 Future Work and Conclusions

In this paper we recognize that, though bold, new moves
have been made towards designing and implementing ef-
ficient, safe, and live Byzantine-fault tolerant replicated
state machines, little has been done to look under the
covers of those protocols and to evaluate them under re-
alistic imperfect operating conditions. We argue that a
simulation framework in which fundamentally different
protocols can be distilled, implemented, and subjected
to scrutiny over a variety of workloads, network condi-
tions, and transient benign faults, can lead to the deeper
understanding of those protocols, and to their broad de-
ployment in mission-critical applications.

Our first contribution has been BFTSim, a simula-
tion environment that couples a declarative network-
ing platform for expressing complex protocols at a high
level (based on P2), and a detailed network simulator
(based on ns-2) that has been shown to capture most
of the intricacies of complex network conditions. UsingBFTSim, we have validated and reproduced published re-
sults about existing protocols, as well as the behavior of
their actual implementations on real environments. We
feel confident that this will encourage the systems com-
munity to look closely at published protocols and under-
stand (and reproduce!) their inherent performance char-
acteristics, with or without the authors’ implementation,
without unreasonable effort.

Second, we have taken some first steps towards
this goal with three protocols, PBFT, Q/U, and
Zyzzyva/Zyzzyva5. We have identified some interesting
patterns in how these protocols operate:
• One-size-fits-all protocols may be tough if not im-

possible to build; different performance trade-offs
lead to different design choices within given network
conditions. For instance, PBFT offers more pre-
dictable performance and scales better with payload
size compared to Zyzzyva; in contrast, Zyzzyva of-
fers greater absolute throughput and is significantly
more robust in wider-area, lossy networks.

• In the contention-free workloads we study, Q/U can
demonstrate its strengths in particular as payload
sizes grow and replica-replica latencies increase,

compared to all competing protocols. This opens up
an intriguing question: what if Q/U were less vulner-
able to write contention? An overly simple assess-
ment might argue that Zyzzyva is roughly equiva-
lent to Q/U with an explicit preserializer of requests,
which ensures that no write contention occurs in the
absence of Byzantine faults [22]. It may be produc-
tive to assess to what extent this similarity is only
superficial and, if not, what benefits one might gain
from building a protocol from scratch, versus en-
gineering a safe composition of existing protocols.
Alternatively, a new protocol that shares Q/U’s opti-
mistic one-phase execution with HQ’s efficient con-
tention resolution may become appealing, especially
for large-request workloads.

• Timeouts should be set very carefully. This should
come as no surprise. However, some protocols are
more vulnerable to timeout misconfigurations than
others. With Zyzzyva, the ability to complete a re-
quest with a single phase offers spectacular oppor-
tunities for high throughput, but misconfiguration
of the timeout, or the inevitable jitter in wide-area
deployments, can rob the protocol of its benefits.
In contrast, Q/U tolerates wider timer misconfigu-
rations, but has less to lose in absolute terms.

Although we are confident that our approach is
promising, the results described in this paper only scratch
the surface of the problem. We have not yet assessed
the particular benefits of reliable transports, especially
in the presence of link losses; we have only studied
a simplified notion of multicast and have yet to study
data-link broadcast mechanisms used by some protocols;
we have only explored relatively simplistic, geograph-
ically constrained topologies instead of more complex,
wide-area topologies involving faraway transcontinental
or transoceanic links; and we have limited ourselves to
the relatively closed world of Byzantine-fault tolerant
replicated state machines. Removing these limitations
from BFTSim is the subject of our on-going research.

Moving forward, we are expanding the scope of
our study under broader workload conditions (varying
request execution costs, cryptographic costs, hetero-
geneous computational capacities), network conditions
(skewed link distributions, jitter, asymmetric connectiv-
ity), and faults (flaky clients, denial of service attacks,
timing attacks). We particularly hope to extract the
salient features of different protocols (such as PBFT’s
and Zyzzyva’s ways of dealing with client requests, or
Zyzzyva’s and Q/U’s similarities modulo request pre-
serialization), as well as expand to incorporate storage
costs, and bandwidth measurements. Finally, we hope to
stimulate further research and educational use by makingBFTSim publicly available, along with our implementa-
tions of BFT protocols.
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Notes
1We use the terms “latency” and “response time” interchangeably

when referring to protocol performance.
2The Paxos protocol [16]—also concurrently discovered as View-

stamped Replication [19]—forms the basis of most fault-tolerant con-
sensus mechanisms, in crash-fault or Byzantine-fault settings.

3Support for jumbo UDP frames was incomplete in the released ver-
sion of ns-2. We had to enable jumbo-frame handling and IP fragmen-
tation for the large-sized UDP messages of our protocols. However, we
have induced no extra delays due to IP fragmentation or reordering.
Furthermore, BFTSim does not currently simulate network congestion.

4There is a minor error in the Zyzzyva publication, implying that
Zyzzyva uses AdHash for message digests and MD5 for MACs. We
have since confirmed that, as with the PBFT codebase on which
Zyzzyva is built, MD5 is used for digests (with AdHash-MD5 only
for incremental state digests) and UMAC for MACs. Note that MD5,
either in one-shot mode or incremental AdHash form, is no longer con-
sidered collision-resistant [24]; we use it here for validation purposes
only.

5We were at first unable to reproduce reasonable performance re-
sults with the Q/U implementation, a similar experience to other re-
search groups [2]. We fixed a bug with DNS resolution in the Q/U
codebase (acknowledged and incorporated in release 1.2 of Q/U) that
removed the problem.

6History is an ordered set of candidates, where each candidate
is a pair of logical timestamps. A logical timestamp is represented
as 〈TIME, BARRIERFLAG, CLIENTID, OPERATION, OHS〉,
where OHS is the object history set.

7Note that PBFT offers a runtime parameter for including entire
requests within batches; the default configuration of the codebase turns
this option off.

8Note that we implement an adaptive timer mechanism for
clients [13] used in, but not described in, the Zyzzyva publication.
Once a client receives 2f + 1 matching responses it starts an adap-
tive timer, initialized to a low value, and starts the second phase if this
timer expires before receiving the full 3f + 1 responses. If a client
receives 3f + 1 responses before completing the second phase, it in-
creases the adaptive timer to avoid starting the second phase too early
next time. If the second phase completes sooner, the timer is reset to
the initial low value.

9The original PBFT implementation appears to implement an op-
timization that caches the digests of transmitted messages; therefore,
digests do not have to be recomputed when retransmitting a message.
We have not yet implemented this optimization in our version of PBFT.
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