






Figure 14: A comparison of performance for bulk file
distribution on PlanetLab. Leveraging the historical rate
information provided by one hop reputations improves
performance.

diating intermediaries in a potential transfer. We then
repeat this process, computing the overlap between sub-
sequent mediating sets and the original contribution set.
Figure 13 shows that, on average, peers will encounter 8
of the 10 initially used intermediaries within a few hun-
dred peer interactions. Although this implies that returns
for one hop contributions are not 1:1 for our default pol-
icy, peers do see a higher opportunity for returns on con-
tributions when compared with direct, long-term recip-
rocation schemes that require tens of thousands of inter-
actions before payback occurs, if at all.

4.3 Deployment on PlanetLab

Our evaluation thus far has focused on the ability of one
hop reputations to promote strong contribution incentives
through wide coverage and returns on contribution, im-
proving performance by providing users with a reason to
contribute more capacity. In this section, we focus on the
concrete performance improvement one hop reputations
can provide, regardless of strengthened incentives.

Because one hop reputations include not only an ac-
counting of transfers but also the rate of those transfers
(ref. Table 1), users can make intelligent decisions about
which peers are likely to disseminate data rapidly. In
BitTorrent today, peers do not maintain historical infor-
mation about peer capacities and must rely on tit-for-tat
to funnel data to high capacity peers. Unfortunately, high
capacity goes unnoticed by tit-for-tat when the data avail-
able to trade is the limiting factor for performance, as
is the case when a file first becomes available or when
seed capacity is limited. In both cases, quickly utilizing
the full capacity of the swarm depends on high capacity
peers receiving data first so they can quickly replicate it,
reducing the amount of time required for other peers to
gain data to trade.

To measure the performance benefit realized by us-
ing rate information, we deployed our prototype one hop
reputation implementation on PlanetLab, comparing its
performance with the original Azureus BitTorrent imple-

mentation on which it is layered. Figure 14 compares
the completion times for 100 peers downloading a 25
MB file using BitTorrent in one trial and one hop reputa-
tions in the next with simultaneous arrivals in both trials.
Before conducting the one hop download trial, we first
primed the local histories of participants by distributing
a different 25 MB file. We record the download times
required to download the second file while using the lo-
cal history built up during the priming run. To adhere to
the skewed bandwidth distribution typical of end-hosts in
BitTorrent swarms, we used application level bandwidth
capacity limits with values drawn from the percentiles of
the end-host capacity distribution for BitTorrent clients
given in [12].

One hop reputations improve performance for roughly
75% of PlanetLab hosts, providing a median reduction in
download time from 972 seconds to 766 seconds. This
performance improvement is attributable to the ability of
historical information to allow peers to quickly find good
tit-for-tat peerings. This is particularly true for the seed,
which distributes data randomly in the reference imple-
mentation of BitTorrent. Rather than relying on random
selection, a one hop seed can preferentially give data to
users it knows have high capacity. These peers amplify
the initial contributions of the seed, pumping data into
the systems rapidly and increasing utilization relative to
that of random selection, which may give initial data to
slow peers that cannot quickly replicate it.

5 Related work
Our focus on incentives has led us to build a protocol
layer for exchanging peer reputation information, one
that can be shared across time and across content distri-
bution applications. While incentives could be added to
any content distribution system, it can be quite difficult
to design a robust incentive system when participation is
ephemeral and identities are not persistent, as we have
seen in BitTorrent.

The research community has made considerable
progress towards understanding BitTorrent dynamics; we
use many of these insights in the design of our one
hop reputation system. Qui and Srikant [15] analyti-
cally model the BitTorrent protocol, showing that in cer-
tain conditions, it achieves a Nash equilibrium. Unfor-
tunately, our measurements show that these conditions
are typically not met in practice in live BitTorrent us-
age. Bharambe et al. [2] use simulation to show that
BitTorrent engages in progressive taxation, taking from
high capacity peers to give unreciprocated bandwidth
to low capacity peers. BitTyrant [12] exploits this ob-
servation, showing that clients can strategically deploy
their upload bandwidth to significantly improve their lo-
cal performance, and in the bargain, reduce performance
of the swarm. Locher et al. [11] and Sirivianos et al. [16]
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made similar points, showing that BitTorrent provides
weak protection against free riding clients. Our mea-
surement results of BitTorrent in the wild are compati-
ble with the results of those papers, expanding on previ-
ous studies of only a subset of swarms with a large num-
ber of active downloaders. Our data is broader, showing
that in most BitTorrent swarms incentives are inoperable.
Wang et al. [18] and Tribler [13] argue for using third
party helpers to improve client performance in BitTor-
rent. While we show that increased upload contribuion
only marginally improves download rates in BitTorrent,
instead we generalize the notion of helpers, using one
hop reputations to provide an incentive for third parties
to do work on behalf of others.

Our work has the most in common with recent work on
the design of reputation systems for various P2P applica-
tions. Karma [17] focuses on building a robust, incentive
compatible distributed hash table as a basis for trading a
digital currency. DHTs are a particularly difficult venue
for robust incentives, as peers are both ephemeral and
have little repeated interaction. To address this, Karma
sets up a replicated system of banks on top of the DHT
to serve as reputation authorities. In our one hop reputa-
tion system, popular nodes serve as a kind of ad-hoc bank
without any additional mechanism beyond peer gossip of
popular nodes and signed receipts. Our use of indirection
is similar in some respects to EigenTrust [9] and multi-
level tit-for-tat [21]. EigenTrust focused on the problem
of inauthentic files, computing a global reputation for
every participant. Reputations in our system are local,
and clients are free to evolve their strategy independently
over time. Multi-level tit-for-tat demonstrated that much
of the value of EigenTrust can be achieved with only a
few levels of indirection, an insight we use in the design
of one hop reputations.

Finally, we observe that our protocol for propagating
reputations allows peers to make their own policy deci-
sions, making it possible for peers to choose among poli-
cies for allocating their bandwidth. As such, the one hop
protocol may also be able to incorporate a number of pre-
viously proposed reputation systems, such as Bayesian
estimation [3], PPay [20], PeerTrust [19], among oth-
ers [5, 7]. However, we must leave the full exploration
of these issues to future work.

6 Conclusion
To deliver on their potential benefits, P2P systems need
robust contribution incentives. In this paper, we have de-
scribed the pitfalls undermining currently deployed in-
centive strategies, finding that decisions based on di-
rect observations and local history will not suffice to
overcome the performance and availability problems on
which today’s P2P networks falter. Our measurements
motivate the design of one hop reputations, a protocol

for propagating reputations that extends the information
peers have available for making servicing decisions. We
propose a default policy for the use of this information,
finding that for observed workloads, one hop reputations
can provide wide coverage and positive, long-term con-
tribution incentives. Through deployment on PlanetLab,
we show that one hop reputations can improve short-term
download performance for peers as well.
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