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Figure 11: Proportion of 3,000 random user pairs for
which the min-cut was not adjacent to one of the users,
as a function of the lower of the two users’ degrees. The
fraction decreases as the users become well-connected,
suggesting that a trust network with well-connected users
is not vulnerable to link attacks.

6.4.3 Resilience to link attacks

In a potential security attack discussed in Section 4, ma-
licious users attempt to exhaust credit on a set of links
inside the trust network, i.e., links other than the attack-
ers’ adjacent links. If successful, this attack could disrupt
communication for innocent users. To evaluate whether
a real-world social network is susceptible to this attack,
we performed a min-cut analysis of the YouTube social
network.

Assuming uniform link weights of one, we calculated
the min-cuts between 3,000 randomly selected pairs of
users. (A min-cut is a minimal set of links that, if re-
moved, partitions two users; note that several such cuts
can occur between two users.) We then looked for cases
in which the set of links involved in a min-cut for a given
pair of users differed from the set of links adjacent to ei-
ther one of the two users. Such a min-cut could be the
target of an attack, because the attackers could exhaust
credit on this set of links before they exhaust the credit
on their own links.

Figure 11 plots the proportion of user pairs for which
the min-cut was not adjacent to one of the users, as a
function of the lower of the two users’ degrees. The
results suggest that vulnerable links inside the network
occur rarely, and that their frequency decreases with the
degree of user connectivity. Therefore, the better con-
nected users are in the trust network, the more robust the
network is to link attacks. Because users in Ostra already
have an incentive to maintain a certain number of links
for other reasons, one would expect that a real Ostra trust
network would not be vulnerable to link attacks.

7 Decentralizing Ostra

The design of Ostra we have described so far assumes the
existence of a trusted, centralized component that main-

tains the trust network and credit state. This design is
suitable for centralized communication systems, such as
those hosted by a Web site. Peer-to-peer communication
systems with a centralized “tracker” component can also
use this design. However, completely decentralized sys-
tems like SMTP-based email cannot use it. In this sec-
tion, we briefly sketch out a design of Ostra that works
without any trusted, centralized components.

7.1 Overview

In the absence of a trusted, centralized entity, both the
trust network and the credit state must be distributed.
We assume that each participating user runs an Ostra
software agent on her own computer. This Ostra agent
stores the user’s key material and maintains secure net-
work connections to the Ostra agents of the user’s trusted
friends. The two Ostra agents adjacent to a trust link each
store a copy of the link’s balance and bounds.

Ostra authorization requires a route computation in the
trust network. Because user trust networks can be very
large (many online social networks have hundreds of mil-
lions of users), the path computation must be scalable.
Moreover, it is assumed that users wish to keep their trust
relationships private. In a centralized design, such pri-
vacy can be ensured easily. In the decentralized design,
this concern complicates the distributed route computa-
tion, as no user has a global view of the trust network.

In the sections below, we sketch out distributed de-
signs for the route computation, for maintaining link bal-
ances and for ensuring that users follow the Ostra proto-
col.

7.2 Routing

Routing in large networks is a well-studied problem. We
use a combination of existing techniques for distributed
route discovery in large trust networks.

We divide the problem into two cases. To find routes
within the local neighborhood of a user (e.g., all users
within three hops), we use an efficient bloom filter-
based [3] mechanism. To discover longer paths, we use
landmark routing [23] to route to the destination’s neigh-
borhood and then use bloom filters to reach the destina-
tion. Each user creates and publishes a bloom filter (rep-
resenting her local neighborhood) and a landmark coor-
dinate (representing her location in the global network).

A user’s bloom filter represents the set of users within
the two-hop neighborhood of the user’s trust network.
Thus, given a destination’s bloom filter, a user can de-
termine whether any of her friends are within the desti-
nation’s two-hop neighborhood. If so, the user has found
the next hop toward the destination. The solution works
on arbitrary connected graphs. However, the approach
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is most efficient in sparse graphs in which the three-hop
neighborhood accounts for a small percentage of the total
network. Many real-world trust networks, such as social
networks, have this property [18].

For long paths, we use landmark routing to reach the
destination’s neighborhood. A small subset of the user
population is chosen as landmarks, and every user in the
network determines her hop distance and the next hop
to each of these landmarks. The landmarks are selected
such that every user is within three hops of at least one
landmark. Then, the resultant coordinate system can be
used to route to within three hops of any destination user,
and the bloom filters to reach the destination. Thus, given
a destination user’s coordinate, a user can first route to
a landmark user who is “near” the destination, and this
landmark user can then use bloom filter routing for the
last few hops.

Preliminary analysis reveals that these two mecha-
nisms are practical. On the YouTube social network
from Section 6, more than 90% of users’ bloom fil-
ters are smaller than 4 kilobytes. Additionally, with
only 765 users (0.16% of the population) as landmarks,
the remaining users can route to more than 89% of the
network. The remaining, unrouteable users are mostly
weakly connected and possess only a single link. In a real
Ostra trust network, such users would seek more trust re-
lationships, making them reachable as well.

7.3 Decentralized credit update

When the path in the trust network between the sender
and receiver has been determined, the credit balances and
bounds are updated in a decentralized manner during au-
thorization, classification, and token expiration.

During authorization, the sender sends a signed autho-
rization request message along the path. This request in-
cludes a unique identifier, the public key of the destina-
tion, and the destination’s bloom filter and coordinate.
Each user along the path (i) forwards the message, (ii)
updates the balances and bounds of the message’s incom-
ing and outgoing links according to the rules stated be-
low, (iii) records the destination, request identifier, pre-
vious hop, next hop, and expiration time of the request,
and (iv) sets a timer for the expiration time. When the
destination receives the request, it issues a signed token
and sends it directly to the sender.

The link bounds are updated as follows. Each user
along the path increments the lower bound L for the next
hop, as was done in the centralized Ostra described in
Section 4. Thus, the state of the network after a token is
issued is exactly as shown in Figure 4 (b).

During classification, the destination sends a signed
classification message along the path in the reverse direc-
tion. Each user checks if she has a record of a matching

Figure 12: Diagram of how credit exchange occurs when
X sends to W , with the penalty for dropping being one
credit. The state of the link credits is shown (a) before
the message is sent, (b) before the message is classified,
and (c) after the timeout T if Z drops the message.

authorization request. If so, the adjustments of the link
bounds performed during the authorization are undone,
and the link balances are adjusted as described below.
The message is then forwarded, and the record is deleted.
Otherwise, if no matching record exists, the message is
ignored.

The link balances are adjusted as was done in the cen-
tralized case. If the message was classified as wanted,
the link balances are not changed, as shown in Figure 4
(d). However, if the message was classified as unwanted,
each user raises the credit balance of the next hop in
the path (the user to whom the original request was for-
warded) and lowers the credit balance of the previous
hop (the user from whom the original request was re-
ceived). In this case, the resultant state of the network is
shown in Figure 4 (c).

When the timer associated with an authorization re-
quest expires, then the user undoes the adjustments made
to the link states during the authorization phase and
deletes the request record.

Because authorization and classification messages are
forwarded by the Ostra agents of users in the trust net-
work, one concern is whether malicious users can simply
drop such incoming messages. To protected against this,
we provide users with an incentive to forward authoriza-
tion requests and responses: users penalize the next hop
along the path by lowering the next hop’s credit if the
message does not reach its destination.

Each user along the path adjusts the next hop’s upper
bound U by a penalty amount during the authorization
phase. When the message is classified by the destina-
tion, the bound is restored. Otherwise, if a user drops
the message, each of the users penalizes the next hop af-
ter the timeout T . An example is shown in Figure 12:
while the message is pending classification (b), both the
upper bound U and the lower bound L are changed to
account for all possible outcomes. In the case in which
Z drops the message (c), X penalizes Y , and Y penal-
izes Z . Thus, Z is penalized for dropping the message,
whereas Y , who properly forwarded the message, has a
neutral outcome.
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8 Conclusion

We have described and evaluated Ostra, a system that
leverages existing trust relationships among users to
thwart unwanted communication. Unlike existing solu-
tions, Ostra does not rely on strong user identities, does
not depend on automatic content classification, and al-
lows legitimate communication among users who have
not had prior contact. Ostra can be applied readily
to messaging and content-sharing systems that already
maintain a social network. We have presented and eval-
uated a design of Ostra that works for systems with a
trusted component (such as a Web site or a peer-to-peer
system with a tracker). We have also sketched a design
of Ostra which works with completely decentralized sys-
tems such as SMTP-based email. An evaluation based on
data gathered from an online social networking site and
an email trace shows that Ostra can effectively thwart
unwanted communication while not impeding legitimate
communication.
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