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Figure 6: (a) Relationship between the latency measured
by Netdiff and the completion time for HTTP transaction.
(b) The additional time it takes to complete an HTTP
transaction as a function of the difference in path latency.
In both graphs, the lines connect the medians and the
whiskers show the inter-quartile range.

that 90% of the paths are within 10 ms (not shown).

6.4 Correlation with Application Performance

We study the relationship between path latency measured
by Netdiff and application performance. As the applica-
tion, we consider HTTP transactions to Web servers and
quantify performance as the time to complete the trans-
action. We start with 336K unique web servers visited
by CoDeeN [11] users over a two-week period. We map
each server to a BGP atom using its IP address. If multi-
ple servers map to the same atom, we pick one randomly.
This process yields a list of 8K web servers, each in a dif-
ferent atom. We measure path latency from all sources to
these atoms using Netdiff. Contemporaneously, we down-
load the default pages of these servers and log the time to
complete each transaction.

Figure 6(a) shows the relationship between path latency
measured by Netdiff and the time to complete an HTTP
transaction. While HTTP transaction time is a complex
function of not only path latency but also loss rate, server
load, and page size, our results show that it is strongly
correlated with latency estimates of Netdiff.

For pairs of paths to the same server, Figure 6(b) shows
the additional time to complete an HTTP transaction
along the longer path as a function of the latency dif-
ference measured using Netdiff. This further confirms
that application performance would be poorer along paths
that Netdiff predicts to have higher latency. Figure 6(b)
also serves as a guideline for consumers of Netdiff anal-
ysis. For instance, if paths through two ISPs differ by
30 ms, the HTTP transaction times will typically differ
by roughly 60 ms for small transfers that we use in this
experiment and likely more for bigger transfers.

6.5 A Case Study on Usefulness to Customers

We gave early access to Netdiff inferences to operators of
a large content provider and asked for their opinion. This

provider operates several data centers across the world
and connects to many large ISPs. We summarize the op-
erators’ views here. This is not meant to be a scientific
evaluation but highlights the strengths and limitations of
Netdiff from the perspective of a real consumer.

The operators found the capabilities of Netdiff to be
useful and novel (despite the fact that they are already
customers of Keynote). They especially valued that they
could determine the performance of an ISP from a data
center city to various destinations. Netdiff lets them do
this without signing new contracts with ISPs that they do
not connect to and without changing their routing deci-
sions. Of the many ways of observing Netdiff data, the
most useful ones to them were being able to see perfor-
mance based on geography and variations across time.

The operators also pointed out two capabilities that
Netdiff does not currently possess but they would find
useful. They wanted a close to current view of ISP per-
formance, to aid performance troubleshooting. And they
wanted to compare regional ISPs to big backbones for
traffic that stays within a region. While these usage sce-
narios were not part of our original goal, they point at
useful directions in which Netdiff can be extended.

7 ISP Comparison Results

We now present a series of results that compare ISPs in
different ways. We begin with a comparison that can be
considered as indicative of the overall quality of an ISP.
Because this hides many differences that are of interest to
individual customers and applications, we then compare
ISPs in more detail by focusing on specific workloads.
Our study is not exhaustive but highlights the kinds of
detailed insights on ISP performance that Netdiff can pro-
vide. To our knowledge, such detailed information on
ISPs’ performance was not previously available.

The results below are for a month-long period between
Feb. 13 - Mar. 14, 2007. In this period, Netdiff ran con-
tinuously without any unplanned or planned disturbance
(e.g., for validation). Because of space constraints, we
choose to focus on ISPs’ performance averaged over the
entire period rather than shorter-term variations.

Our results are of course limited to paths that we
can measure using PlanetLab. Our sanity tests, how-
ever, show that the results are robust to the exact choice
of paths. For instance, the results do not qualitatively
change even if we discard half of the paths in our data.
Section 7.3 describes another such test.

Figure 7 shows an example of the format we use to
present results. The x-axis represents a performance
measure. The y-axis shows the ISPs, sorted from best to
worst. The whiskers represent 90% confidence interval
around the average. For visual clarity, the x-axis range
varies across graphs. To ease visual comparison, we di-
vide ISPs into five roughly equal groups.
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Figure 7: Stretch and spread of all destination paths.

Our results quantify the performance of each ISP, and
whether the difference between two ISPs is significant
is a question that customers must answer based on the
needs of their applications. However, based on results in
Section 6.3, we recommend that customers ignore perfor-
mance differences of less than 10 ms between two ISPs.

7.1 Overall Comparison

Figure 7 shows the stretch and spread for all destination
paths in our data. It is clear that the choice of ISP is im-
portant as the stretch offered by ISPs varies over a wide
range. Further, the two measures order the ISPs differ-
ently. For instance, Qwest and Bwing have low spread
but relatively high stretch. Thus, ISPs that offer the least
stretch on average are not necessarily the same as those
that also offer consistent path latency.

Figure 8 shows the stretch and spread for all internal
paths. These measures provide a different ranking for
ISPs. For instance, Bwing has relatively low internal path
stretch but a high destination path stretch. Thus, good
relative performance for internal paths does not necessar-
ily translate to good relative performance for destination
paths. An implication is that ISPs that offer better per-
formance in their SLAs, which typically cover internal
paths, may not offer better end-to-end performance.

Such analysis is helpful to not only consumers but also
ISPs. For instance, an ISP can tell if problems behind
poor performance of destination paths stem from inside
its network or outside. For Bwing, for instance, the prob-
lems appears to be outside – it has good internal path
performance – and changing interdomain neighbors and
routing may improve performance.

Results aggregated across all paths hide many differ-
ences among ISPs that are relevant to consumers. The
rest of this section compares ISPs in more detail.
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Figure 8: Stretch and spread of all internal paths.

7.2 Dependence on Distance

The first dimension that we study is the distance be-
tween the end points of paths. We divide paths into
three groups based on the direct hypothetical link dis-
tance: i) short: less than 20 ms; ii) medium: 20-50 ms;
and iii) long: more than 50 ms. Roughly, long paths are
inter-continental, medium-length paths span a continent,
and short paths are regional. Figure 9 shows the stretch
for medium-length and long paths; for space constraints
we omit short paths, which produce a different ordering
for ISPs. The missing ISPs in a graph are those for which
we have less than ten paths in that category. Many ISPs
are missing in Figure 9(b), for long, internal paths, be-
cause few ISPs have inter-continental networks.

We see that stretch increases with path length and the
relative performance of ISPs differs. While some ISPs
are consistently good or bad per our measures, the rela-
tive quality of others varies. For instance, Bwing is in the
top group for long destination paths but in the third group
for medium-length paths. Performance for internal paths
suggests that some ISPs are better at carrying traffic inter-
nally over shorter distances, while others are better over
longer distances.

The six ISPs in the graph for long, internal paths have
an inter-continental network. Interestingly, there appears
to be little correlation with having an inter-continental
network and the performance seen by their consumers for
long, destination paths. Based on work that highlights
that end-to-end paths can be long due to inter-ISP rout-
ing [34], we expected such ISPs to be better at delivering
traffic to distant destinations because of potentially fewer
inter-ISP transfers. But our results do not bear this out.

The generally higher internal path stretch for these six
ISPs in Figure 8 – they all are in the bottom half – might
tempt some to conclude that these ISPs are poor. But
this is another instance of how judging an ISP only by its
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Figure 9: Stretch of medium-length (20-50ms) and long (over 50ms) destination and internal paths.
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Figure 10: Stretch and spread for medium-length paths
that originate and terminate in the USA.

internal paths or SLAs can be misleading. Our analysis
shows that the higher internal stretch is simply reflective
of their network size and not performance.

7.3 Dependence on Geographic Region
The second dimension that we study is dependence on
geographic properties of the traffic. Many consumers
will be interested in how an ISP delivers traffic to or
from specific regions. We use two example scenarios to
show that such consumers may make different choices
than location-agnostic consumers.

First, consider consumers that are interested in only
one country, perhaps because all of their important nodes
reside there. Figure 10 plots the stretch and spread for
medium-length paths that originate and terminate inside
the USA. Based on the observations in the last section,
we do not combine all path lengths. The relative rank-
ing for this case is different than for all medium-length
paths in Figure 9(a). For instance, Savvis, which was in
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Figure 11: Stretch for medium-length destination paths
that begin near Los Angeles and that terminate there.

the bottom group, is now in the top group. AboveNet
moves in the opposite direction. Thus, consumer should
make ISP choices based on whether their destinations are
mostly domestic or international.

Second, consider consumers that are interested in paths
originating or terminating in a specific geographic region.
For this, we fold the cities in our data into metropolitan
areas because different ISPs may use different city names
for the same geographical region (e.g., San Jose versus
Mountain View in California, USA). Starting with the list
of all cities, we repeatedly select the city with most IPs
and include in its metropolitan area all other cities that
are within a 100-mile radius.

Figure 11 shows the results for the Los Angeles
metropolitan area which is one of the biggest in our anal-
ysis. The graphs plot the stretch for medium-length paths
originating or terminating near Los Angeles. Some of the
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Figure 12: Stretch for medium-length destination paths
from Los Angeles to destinations that are common to
ISPs.

ISPs in this figure (e.g., Deutsche Telekom) may not offer
a transit service along these paths. For them, the graphs
capture performance that customers would experience if
the ISP were to offer the service.

We see again that the order of ISPs is different from that
for the case of all medium-length paths in Figure 9(a).
For instance, Tiscali is significantly better for traffic orig-
inating near Los Angeles. Additionally, the relative per-
formance of ISPs for traffic from Los Angeles is different
from traffic to Los Angeles, likely because of early exit
routing practice by which ISPs transfer traffic to the next
ISPs at the closest inter-connection.
A sanity test To test if our results are sensitive to the set
of paths that we study, we analyze the ranking for paths
from Los Angeles but only to destinations that are com-
mon across ISPs. This tests, for instance, whether the
differences among ISPs that we find is only because we
measure different destinations through them. To ensure
we have enough destinations for analysis, we consider
only a subset of the ISPs with many common destina-
tions. Figure 12 shows that the relative order of these
ISPs is fairly consistent with Figure 11 even though the
number of paths being considered is reduced to 6% for
some of the ISPs. The only change is the inversion of the
order of Sprint and Level3, which have similar stretch.

7.4 Dependence on Destinations

We now study dependence on properties of destinations.
So far, we have considered paths to arbitrary destinations,
which is more likely to be of interest to content providers.
Other consumers may be interested in a specific types of
destinations. For instance, a broadband provider may be
interested in performance to popular websites. For this
experiment, we consider the list of top 100 websites [4]
as destinations. Figure 13 shows the ordering for ISPs for
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Figure 13: Stretch and spread for medium-length desti-
nation paths to popular web sites.

which we have enough paths to such destinations. Com-
pared to Figure 9(a), the order changes significantly for
some of the ISPs. For instance, for stretch, NTT moves
up and Cogent and Qwest move down. We can also see
that the performance to popular destinations is in general
better than that to arbitrary destinations.

7.5 Summary

Our results show that ISPs differ in various ways, and
they underscore the value of Netdiff because it enables
customers and applications to pick the ISP that is best
suited to deliver their traffic. As a concrete example, it
can help a content provider in Los Angeles determine
which ISP to use to send traffic to users in East Asia. For
this, the provider can use our Web interface to determine
the recent and historical performance of various ISPs in
carrying traffic from Los Angeles to major cities in East
Asia. If it is interested in specific destination networks,
e.g., a major broadband service provider, it can use our
inferences to make that determination as well. Once it
has decided, perhaps after also accounting for cost, it can
buy service from the chosen ISP and use it for traffic to
East Asia.

8 Conclusions and Future Work

We built Netdiff, a system to uncover detailed perfor-
mance differences among ISPs. Our work shows that it
is possible to build such a system in a way that is easy
to deploy, does not require active cooperation from ISPs,
and has acceptable probing cost.

Our analysis revealed that the choice of the ISP can sig-
nificantly impact application performance. But the rela-
tive ranking of ISPs depends on many factors, including
the distance traveled by traffic and its geographic prop-
erties. It also revealed that application performance is
not directly reflected in the quality of an ISP’s internal
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paths, the basis of typical SLAs today. Thus, the choice
of ISP is a complicated decision that should be based on
the properties of the workload. It is in this complex task
that Netdiff helps consumers by enabling a detailed anal-
ysis of ISP performance.

This paper lays the foundation for our broader goal of
objective and comprehensive comparison between ISPs.
An obvious direction to extend Netdiff is to measure per-
formance aspects beyond path latency. Single-ended,
hop-by-hop measurement techniques for path loss, capac-
ity, and bottleneck bandwidth [16, 18, 28] fit well within
our current measurement framework. Another direction
is to investigate why two ISPs perform differently. A
starting point for this task is to correlate an ISP’s per-
formance to its internal network structure as well as to its
peering and routing policies. Finally, Netdiff can be ex-
tended to compare behaviors beyond performance. For
instance, we have started investigating if an ISP’s “neu-
trality” can be measured by studying if they favor or dis-
favor certain types of traffic.
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