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Figure 10: The contributions of peers (free riders are 46>>56).

ness of D3S depends on whether or not we have useful
predicates to check. When a system already has spec-
ifications and invariants (e.g., at the component level),
which is common for complex, well designed systems,
D3S is effective, because the predicates can check the in-
variants. Writing the predicates is mostly an easy task for
developers, because they are allowed to use sequential
programs on global snapshots. When a system doesn’t
have a clear specification (e.g., in performance debug-
ging), D3S is more like a dynamic log-collecting and
processing tool, which can help zooming into specific
state without stopping the system. This helps develop-
ers probing the system quickly, and eventually identify
useful predicates.

DS3S is not a panacea. Component-level predicates are
effective for debugging a single system with a good spec-
ification. However, when debugging large-scale web ap-
plications running in data centers, this approach is some-
times insufficient. First, data center applications often
involve a number of collaborative systems that interact
with each other. When unexpected interactions happen
that lead to problems (e.g., performance degradation),
developers have little information about which system
they should inspect for the problem. Second, these sys-
tems evolve on daily basis, and sometimes there are no
up-to-date specifications to check. These issues are what
our on-going research on DS aims to address.

6 Performance Evaluation

This section studies the performance of D3S, using the
machine configuration described at the beginning of Sec-
tion 5.

We first evaluate overhead of checking on a running
system. This overhead is caused by the cost of expos-
ing state, and depends on two factors: the frequency of
exposing state and the average size of the state exposed.
To test the overhead under different conditions, we use
a micro benchmark in which the checked process starts
various number of threads. Each thread does intensive
computation to push CPU utilization close to 100%. Fig-
ure 11 shows the overhead. We can see that the state ex-
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(a) Slowdown with average packet size 390 bytes and differ-
ent exposing frequencies.
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Figure 11: Performance overhead on system being checked.

poser is lightweight and in general the overhead is around
2%. The largest overhead happens when the process has
2 threads of its own, which maps perfectly to the dual-
core CPU. State exposer brings one additional thread,
and thus increases the thread scheduling overhead. In
this case the overhead is still less than 8%.

These results are consistent with all the systems
checked. Systems that are neither I/O nor CPU inten-
sive (e.g., Chord and Paxos) have negligible overhead;
BitTorrent and Web search have less than (< 2%) over-
head. The impact to PacificA varies according to system
load (Figure 12). We created 100 slices and we vary the
number of concurrent clients, each sends 1000 random
reads and writes per second with average size 32KB per
second. The overhead is less than 8%. A PacificA ma-
chine generates in average 1,500 snapshots per second,
and consumes at the peak time less than 1000 KB/s addi-
tional bandwidth for exposing states to verifier. On aver-
age, exposing states uses less than 0.5% of the total I/O
consumption. These results encourage adopting D3S as
an always-on facility.

Second, we evaluate the impact on performance of
PacificA when we start new predicates. We start check-
ing all predicates in Section 5.1 at the 60" second. Be-
fore that there is no state exposer injected to PacificA.
Figure 13 shows the total throughput seen by clients.
Given that PacificA itself has fluctuating throughput due
to reorganizing disk layout (see [26]), there is no visible
impact on performance when starting new predicates.

In addition, we evaluate the failure handling of D3S.
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Figure 13: Throughput of PacificA when a predicate starts.

In the above PacificA testing, we start 3 verifiers and kill
one at the 30" second. After the failure is detected, the
uncovered key range are repartitioned. Figure 14 shows
how the load of the failed verifier is taken over by the
remaining verifiers. The fluctuation reflects the nature
of PacificA, which periodically swaps bulk data between
memory and disk.

7 Related Work

Replay-based predicate checking. People have pro-
posed to check replayed instances of a distributed system
for detecting non-trivial bugs that appear only when the
system is deployed [27, 16]. D3S addresses one critical
weakness in that replaying the entire execution of a large-
scale system is prohibitively expensive. The advantage
that replay brings is to repeatedly reproduce the execu-
tion to aid debugging, and the role of the online checking
is to accurately position and scope the replay once a bug
site is reported. We see replay as a key complementary
technology to online predicate checking. The ultimate
vision is to use online checking to catch violations, and
then enable time-travel debug of a recent history with
bounded-time replay.

Online monitoring. P2 monitor [34] is designed for on-
line monitoring of distributed properties, which is close
to ours in spirit. However, D3S differs in a number of
ways. First, D3S allows expressing predicates on global
snapshots of states, while P2 monitor requires its user to
take care of collecting and ordering the monitored states.
Second, D3S works on legacy systems, while P2 monitor

—m—verifier 1

1000 2 —
verifier 3

# of snapshots per second

time (seconds)

Figure 14: Load when verifier 1 fails at 30** second.

is confined to systems built with OverLog language [28].
Finally, DS can tolerate failures from both the system
being checked and itself.

Log analysis. There is a collection of literature that re-
lies on logs for postmortem analysis, including analyzing
statistics of resource usage [3], correlating events [5],
tracking dependency among components [10, 14] and
checking causal paths [32]. Using a specific and com-
pact format, the work in [36] can scale event logging to
the order of thousands of nodes. Fundamentally, logging
and online predicate checking all impose runtime over-
head to expose information for analysis. D3S is, at a
minimum, an intelligent logger that collects states in a
scalable and fault-tolerant way. However, the D3S’s ad-
vantage in exposing new states on-the-fly and allowing
a simple programming model can significantly improve
debugging productivity of developers in practice.
Large-scale parallel applications. Parallel applications
generally consist of many identical processes collectively
for a single computation. Existing tools can check thou-
sands of such processes at runtime and detect certain
kinds of abnormalities, for example, by comparing stack
traces among the processes [4, 30], or checking message
logs [13]. In contrast, D3S works for both identical and
heterogeneous processes, and is a general-purpose pred-
icate checker.

Model checking. Model checkers [23, 31, 38] virtual-
ize the environments to systematically explore the sys-
tem space to spot a bug site. The problem of state explo-
sion often limits the testing scale to small systems com-
pared to the size of deployed system. Similarly, the test-
ing environment is also virtual, making it hard to identify
performance bugs, which require a realistic environment
and load. D3S addresses the two problems by checking
the deployed system directly.

8 Conclusion and Future Work

Debugging and testing large-scale distributed systems is
a challenge. This paper presented a tool to make debug-
ging and testing of such systems easier. DS is a flexible
and versatile online predicate checker that has shown its
promise by detecting non-trivial correctness and perfor-
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mance bugs in running systems.

As future work, we are exploring several directions.
We are pushing forward our vision of combining online
predicate checking and offline replay. We are also ex-
ploring tools to debug data center applications that are
composed of many systems so that a developer can eas-
ily find bugs due to unexpected interactions between the
systems.
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