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Figure 6: Message overhead factor (a) and public key signing and checking overheads (b) as a function of the number
of hosts for running SSR on a Random graph using k = 3 and various t.

at random on a square metric space, and connected each
host to its k closest peers.

We report on three con�gurations:

• SSR/Random The SSR protocol on top of a Ran-
dom graph;

• SSR/Tree The SSR protocol on a Tree graph;

• MCAST/Tree The MCAST protocol on a Tree
graph.

For the evaluation we developed a simple discrete time
event network simulator to evaluate message overheads.
The �delity of the simulation was kept low in order
to scale the simulation experiments to interesting sizes.
While the simulator models network latency, we assume
bandwidth is in�nite. The public key signature opera-
tions were replaced by simple hash functions. We focus
our evaluation on the failure-free �normal case� execu-
tions. We vary the number of hosts and t, and in the
case of the Random graph we also vary k, the (minimum)
number of neighbors of each host. In all experiments, the
credits window w was chosen to be 2.

By and large, the increase in latency is close to a fac-
tor of 3 for all experiments, independent of what param-
eters are chosen. (No graphs shown.) This amount of in-
crease was expected as the OARcast protocol consists of
three rounds of communication (see Section 5). This can
be decreased to two rounds by having the guards broad-
cast certi�cates directly to each other, but this results in a
message overhead that is quadratic in t rather than linear.

When measuring message overhead, we report on the
ratio between the number of FIFO messages sent in the

translated protocol and the number of FIFO messages
sent in the original protocol. We call this the message
overhead factor, and report the minimum, average, and
maximum over 10 executions. We ignore messages sent
on behalf of the gossip protocol that implement the Re-
lay property of OARcast. These messages do not require
additional cryptographic operations and contribute only
a small and constant load on the network.

For measuring CPU overhead, we report only the num-
ber of public key signing and checking operations per
message per guard. Such operations tend to dominate
protocol processing overheads. We found the variance
for these measurements to be low, the minimum and
maximum usually being within 1 operation from the av-
erage number of operations, and so we report only the
averages.

In the �rst set of experiments, we used the
SSR/Random con�guration using a Random graph with
k = 3. In Figure 6(a) we show the message overhead
factor for t = 1; 2; 3. As we described in Section 5, an
OARcast to n guards uses at most 3n messages, and we
see that this explains the trends well. There is an increase
in overhead as we increase the number of hosts due to an
increase in the average number of guards per host and
reduced opportunity for aggregation as traf�c becomes
less concentrated due to the larger graph. Small graphs
necessitate more sharing of guards, which reduces over-
head.

Figure 6(b) reports, per guard the average number of
public key sign and check operations per message in the
original system. Due to aggregation, the number of sign
operations message in the original system per guard is
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Figure 7: Message overhead (a) and public key signing and checking overheads (b) as a function of the number of
hosts for the SSR protocol on a Random graph using t = 2 and various k, the minimum number of neighbors per host.

always less than 1 and does not significantly depend on
t, as can be understood from Section 5. However, guards
have to check each other’s signatures and The number of
check operations per message per guard may exceed 3t
because a host may have more than 3t + 1 guards, and,
as stated above larger graphs tend to have more guards.
Nonetheless, these graphs should also reach an asymp-
tote.

Next, for the same SSR/Random configuration, we fix
t = 2 and range k from 3 to 6. We show the message
and public key signature overhead measurements in Fig-
ure 7. Even though t is fixed, an increase in the num-
ber of neighbors per host requires additional monitors,
and thus the average number of guards per host tends to
increase beyond the required 3t + 1, causing additional
message and CPU overhead. It is thus important for over-
head of translation and indeed for fault tolerance to con-
figure the original protocol to use as sparse a graph as
possible. This tends to increase the diameter of the com-
munication graph, and thus a suitable trade-off has to be
designed.

In the final experiments, we compare the three differ-
ent configurations for t = 1. For the Random graph we
chose k = 3. In the case of a Tree graph, the average
number of neighbors per host is approximately 2, internal
hosts having 3 neighbors, leaf hosts having 1 neighbor,
and the root host having 2 neighbors. We report results
in Figure 8.

MCAST suffers most message overhead. This is be-
cause there is no opportunity for message aggregation
in the experiment—each host receives only one message

(from its parent). However, when multiple messages
are streamed, the opportunity for message aggregation is
excellent—any backlog that builds up can be combined
and ordered using a single OARcast operation—and thus
throughput is not limited by this overhead. Even if mes-
sages cannot be aggregated, order certificates, attesta-
tions, and credits still can, and thus signature generation
and checking overheads are still good.

SSR performs significantly better on the Tree graph
than on the Random graph. Because communication op-
portunities are more limited in the Tree graph with fewer
neighbors to choose from, many messages can be aggre-
gated and ordered simultaneously. For such situations
the message overhead can indeed completely disappear.

Finally, note that if hardware multicast were available
the overhead of Nysiad could be significantly reduced
(from 9t point-to-point messages for an OARcast in the
best case to 3t point-to-point messages and 2 multicasts).

7 Discussion

Nysiad can generate a Byzantine-tolerant version of a
system that was designed to tolerate only crash failures.
This comes with significant overheads. When develop-
ing a Byzantine-tolerant file system, such overheads are
easily masked by the overhead of accessing the disk and
large data transfers. When applied to message routing
protocols where there is no disk overhead and payload
sizes are relatively small, overheads cannot be masked
as easily.
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Figure 8: Message overhead factor (a) and public key signing and checking overheads (b) as a function of the number
of hosts for various protocols and graphs using t = 1 and k = 3.

In practice, Nysiad may be used to generate a first
cut at a Byzantine-tolerant protocol or distributed sys-
tem, and then apply application-specific optimizations
that maintain correctness. For example, if it is possible
to distinguish the retransmission of a data packet from
the original transmission, then it may be possible for the
original transmission to be routed unguarded. Doing so
could potentially mask most overhead of Nysiad.

But even if such optimizations are not possible, some
applications may choose robustness over raw speed.
Byzantine fault tolerance can be a part of increasing se-
curity, but it does not solve all security problems. Nysiad
is not intended to defend against intrusion, but to tolerate
intrusions. Defense against intrusion involves authenti-
cation and authorization techniques, as well as intrusion
detection, and these are essential to guarantee that there
is sufficient diversity among guards and no more than a
small fraction are compromised. In the face of a lim-
ited number of successful intrusions Nysiad maintains
integrity and availability of a system, but it does not pro-
vide confidentiality of data. Worse still, the replication
of state complicates confidentiality. Hosts cannot trust
their guards for confidentiality, and confidential data has
to be encrypted in an end-to-end fashion.

Another possibility is to run some of the mechanisms
that Nysiad uses inside secured hosts that are more dif-
ficult to compromise than hosts “in the field.” Such se-
cured hosts may have reduced general functionality and
use their resources to guard a relatively large number of
state machines.

Nysiad makes strong assumptions about how many
hosts can fail using the threshold value t. But what hap-
pens if more than t guards of a host become Byzantine?
Now the host can in fact behave in a Byzantine fashion
and break the system. As a system becomes larger it be-
comes more likely that a host has more than t Byzantine
guards, and thus t should the chosen large enough to han-
dle the maximum system size. If N is the maximum sys-
tem size, then t should be chosen O(log N) in order to
keep the probability that any host in the system has more
than t Byzantine guards sufficiently low. As [17] demon-
strates, a value for t of 2 or 3 is probably sufficient for
most applications. It is also important that, as much as
possible, proofs of observed Byzantine behavior are sent
to the Olympus immediately so that faulty hosts can be
removed quickly [28].

Nysiad exploits diversity and is defenseless against de-
terministic bugs that either cause a host to make an incor-
rect state transition or allow an attacker to compromise
more than t host. The use of configuration wizards, high-
level languages, and bug-finding tools may help avoid
such problems. Similarly, Nysiad is helpless in the face
of link-level Denial-of-Service attacks. These should be
controlled by network-level anti-DoS techniques.

Nysiad in its current form uses the Olympus, a
logically centralized service, to handle configuration
changes. Because the Olympus is not invoked during
normal operation, the load on the Olympus is likely suf-
ficiently low for many practical applications. This archi-
tecture does not deal well with high churn, nor does the
translated protocol handle network partitions well: hosts
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that cannot communicate with the Olympus are excluded
from participating.

Finally, we have evaluated the use of Nysiad for sys-
tems where each host has a relatively small number of
neighbors with which it communicates actively. Figure 7
shows that overhead grows as a function of the number
of neighbors. In systems where hosts have many active
neighbors the overhead of the Nysiad protocols could
be substantial. We are considering a variant of Nysiad
where not all neighbors of a host are guards in order to
contain overhead.

8 Conclusion

Nysiad is a general technique for developing scalable
Byzantine-tolerant systems and protocols in an asyn-
chronous environment that does not require consensus to
be solved. Starting with a system tolerant of crash fail-
ures only, Nysiad assigns a set of guards to each host that
verify the output of the host and constrain the order in
which the host handles its inputs. A logically centralized
service assigns guards to hosts in response to churn in
the communication graph. Simulation results show that
Nysiad may be practical for a large class of distributed
systems.
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