Algorithm State Message  Complexity
ROWAA(read) 0O(1) 0(Q) 0(1)
ROWAA(write) O(1) O(n) 0(1)
Quorum(read) 0(1) 0O(k) o(k)
Quorum(write)  O(1)  O(k) 0(k?)
2PC o) o) o(n?)
Paxos o) o) 0(k%)
Multicast o) 0(n) O(log®n)
Gossip O(m) O(nlogn) O(logn)
TTL-based 1 1 €
Invalidation 1 1 2

Table 5: Evaluation of classical distributed system algorithms
using different metrics.

landmarks [33]. Such systems build up layers of depen-
dencies, leading to higher complexity.

Work on compact routing is typically cast as exploring
the tradeoff between efficiency (path stretch) and scala-
bility (table size). Throwing complexity into the ring en-
ables discussing tradeoffs between simplicity, efficiency
and scalability. For example, much of the complexity of
AG+_compact stems from the additional mechanisms
needed to bound the worst-case stretch when routing be-
tween nodes in adjoining vicinities (see [9]). Were we to
instead reuse the same mechanism for nodes that are in
adjoining vicinity balls as for those in distant vicinities,
this.would reduce the complexity of AG+_compact to
O(" nd?) but weaken the worst-case stretch bound.

In summary, we show that our complexity metric
can discriminate across a range of routing architectures,
ranks solutions in a manner that is congruent with com-
mon design intuition and can point to alternate “simpler”
design options and tradeoffs.

5.2 Classical Distributed Systems

In this section, we analyze the complexity of well-
known classical distributed system algorithms: (1)
shared read/write variables, (2) coordination/consensus,
(3) update propagation, and (4) cache consistency. For
each, we consider two solutions; one that offers inferior
performance/correctness guarantees relative to the other
but is typically viewed as being simpler. The algorithms
we analyze operate under benign fault assumptions and
we assume transport states have complexity 1. We de-
note by n the number of servers and denote by k (> 5)
the quorum size. The results are summarized in Table 5.

5.2.1 Shared Read/Write Variable

For availability or performance, applications frequently
replicate the same data on multiple servers. The repli-
cated data can be viewed as a shared, replicated
read/write variable provided by a set of servers that allow
multiple clients to read from, and write to, the variable.

We compare a best-effort read-one/write-all-available (in
short, ROWAA) that favors availability over consistency
and quorum systems [28] used in cluster file systems
such as GPFS [1]. Our analysis assumes a client knows
the set of servers that participate in the algorithm.

ROWAA In ROWAA, a client issues a read request to
any one of the replicas, but writes data to all available
replicas in a best-effort manner. A replica that is unavail-
able at the time of the write is not updated and hence
ROWAA can lead to inconsistency across replicas.

When a client reads a variable from a server, this

fetched value (denoted by r) depends only on the current
value at that server. Therefore, ¢Y = 1. Reading involves
a request from the client to a server and the response
from the server; hence ¢ = 2. When a client writes a
value to all available servers, it receives any acknowl-
edgments from the servers in a best-effort manner; hence
cw = 0().
Quorum Quorum systems allow clients to tolerate some
number of server faults while maintaining consistency al-
though with lower read performance. To obtain this prop-
erty, the client reads from and writes to multiple replicas,
and the quorum protocol requires that there is at least
one correct replica that intersects a write quorum and a
read quorum thereby ensuring that the latest write is not
missed by any client. For this purpose, each value stored
is tagged with a timestamp.

To read a variable in a quorum system, a client sends
requests to k servers and receives k (value, timestamp)
pairs from a quorum. It chooses the value with the high-
est timestamp. Since reading a value depends on & (value,
timestamp) pairs, ¢V = k. Since there are k requests and
k responses, ¢' = 2k.

A write operation requires two phases. In the first
phase, a client sends a request to read the timestamp to
each of the k servers. When it receives timestamps from
k servers, it chooses the value with the highest times-
tamp 7,;¢, and computes a new timestamp ., greater
than tign. thew depends on k timestamps stored at servers
and these timestamps are fetched via k requests and & re-
sponses. Therefore, ¢} =k and ¢] = 2k.

In the second phase, the client sends write requests
(value, #,.,) to k servers and receives acknowledgments
from k servers. When a server receives this request, it
updates its local state s which depends on the value and
twew, and hence ¢¥ = 2k+1 and ¢! = 2k + 1. The client
finishes the second phase when it receives k acknowledg-
ments from distinct servers. Therefore, c;’ = k(3k + 3),
cJ = k(2k+ 2) and hence overall complexity c is O(k?).
Observations Our complexity-based evaluation is in
agreement with intuition and our survey. ROWAA has
lower complexity but does not provide consistency; quo-
rums have higher complexity but ensure consistency.
This suggests that guaranteeing stronger properties (here,
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consistency) may require more complex algorithms.

5.2.2 Coordination

Two-phase commit (in short, 2PC) [14] and Paxos [26]
coordinate a set of servers to implement a consensus ser-
vice. Both protocols operate in two phases and require a
coordinator that proposes a value and a set of acceptors,
which are servers that accept coordinated results. 2PC
is commonly used in distributed databases and Paxos is
used for replicated state machines. 2PC requires that a
coordinator communicate with n servers; on the other
hand, Paxos requires that a coordinator (named as a pro-
poser in Paxos) communicate with k servers, i.e., a quo-
rum of servers (named as acceptors in Paxos). Therefore,
2PC cannot tolerate a single server fault, but Paxos can
tolerate n — k server faults.

2PC In the first phase of 2PC, a coordinator multicasts
to R (a set of acceptors) a (prepare, T) message where
T is a transaction. When an acceptor receives the mes-
sage, it makes a local decision on whether to accept the
transaction. If the decision is to accept T, the acceptor
sends a (ready,T) message to the coordinator. Other-
wise, it sends a (no,T) message to the coordinator. The
coordinator collects responses from acceptors. Since the
acceptor’s decision depends on its local state and T sent
by the coordinator, the collection at the end of the first
phase has CY = 3n. Since there are n requests sent and n
responses received, the collection at the end of the first
phase has c? =2n.

In the second phase, if the coordinator receives
(ready,T) from all acceptors, it multicasts to R a
(commit,T) message. Otherwise, it multicasts to R an
(abort, T) message. When an acceptor receives a request
for commit or abort, it executes the request and sends
an (ack,T) back to the coordinator. When the coordi-
nator receives acknowledgments from all acceptors, it
knows that the transaction is completed. Since the coor-
dinator collects n acknowledgments, ¢y = n(7n+3) and
cg = n(2n+2) at the completion of the second phase.
Hence 2PC has an overall complexity of O(n?).

Paxos In Paxos, each acceptor maintains two important
variables: s,, that denotes the highest proposal number
the acceptor promised to accept and v, that denotes an
accepted value. A proposer multicasts to R a (prepare,s)
message where s is a proposal number. When an acceptor
receives this message, it compares s with s,,. If s > s,
the acceptor sets s,, to s and returns a {promise,s,s,,v,)
message where s, is the proposal number for the ac-
cepted value v,. Otherwise, it returns an {error) message.

When the proposer receives (promise,s,s,,v,) mes-
sages from k distinct acceptors, it chooses v, with the
highest s, among k messages. Let v, and s, be the cho-
sen value and proposal number, respectively. If v, is not
null, v, is set to v,; otherwise, v, is set to a default value.

The proposer then multicasts to R an {(accept,s¢,v.)
message. When an acceptor receives the accept message,
it compares s, with its local s,,. If s. > s, 5), 1S set to
Se, Sq 18 set to s¢, and v, is set to v.. It then sends an
(ack,sq,v,) message to the coordinator. Otherwise, it re-
turns an (error) message. When the proposer receives
(ack,sq,v,) messages from k distinct acceptors, it knows
that the message is accepted by k acceptors and com-
pletes the consensus process.

Note that v, depends on v,’s accepted by acceptors in
the second phase. To account for this dependency, we
use two passes to compute overall complexity. In the first
pass, we compute the dependency of v, without consid-
ering the dependency in the second phase. In the second
pass, we use the dependency of v, computed in the first
pass to compute the dependency in the first phase and the
total dependency of the algorithm.

In the first pass, cyc = 3k since v, depends on k s,,’s and
vy’s, each of which depends on s sent by the proposer.
Also, CXJ = 5k + 1 since v, depends on v, and a default
value. cga = 2k + 1 since k prepare messages, k promise
messages, and one accept message are required. In the
second pass, ¢}, = k(7k+5) and the final ¢¥ = k(11k* +
11k+3), and ¢} = k(2k+3) and the final ¢" = k(2k* +
3k+2). Hence Paxos has an overall complexity of O(k?).
Observations Our complexity-based evaluation is in
agreement with general intuition and our survey. Both
2PC and Paxos use O(n) messages, maintain O(1) state
per node, and have the same operation time. However,
Paxos is more complex than 2PC because of inter-
dependencies between phases. At the same time, it is this
additional dependency that enables Paxos to tolerate up
to n — k faults while 2PC becomes unavailable with even
a single fault. Our results affirm once again that guar-
anteeing stronger properties (here, fault-tolerance) may
require more complex system algorithms.

5.2.3 Update Propagation

Update propagation algorithms disseminate an update
from a publisher to all nodes (e.g., publish-subscribe sys-
tems). We examine multicast (e.g., ESM [20]) using a
constructed tree and Gossip [11] that exchanges updates
with random nodes. To ease comparison, we assume each
node in the system knows k random nodes in the system
from a membership service.

Multicast In multicast, nodes run DV over a k-degree
mesh to build a per-source tree over which messages
are disseminated. Hence forwarding state has complex-
ity ¢, = O(log?>n+ elogn). A value received at a node
depends only on the value published by the source and
hence ¢V = 1. On the other hand, if we assume the tree
is balanced, cT = O(c;logn) and hence the overall com-
plexity of multicast is 0(log3 n).
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Gossip In Gossip, when a node receives a message, it
chooses a random node and forwards the message to the
selected node. This process continues until all nodes in
the system receive the new update. Hence c¢¥ = 1 as be-
fore. Each transport depends on a single hop from a for-
warding node to a randomly chosen node, and in average
logn such hops are required. Hence ¢! = O(logn) and
the overall complexity of Gossip is O(logn).
Observations Our metric ranks multicast as more com-
plex than Gossip which matches our survey. However,
multicast offers a deterministic guarantee of O(logn) de-
livery time and does so using an optimal O(n) number of
messages. Once again, our results convey that efficiency
need not be congruent with complexity.

5.2.4 Cache Consistency

When mutable data are replicated across multiple
servers, a cache consistency algorithm provides consis-
tency across replicas. We compare TTL-based caching
to invalidation-based approaches.

TTL-based caching In TTL-based caching, a cache
server that receives a request first checks whether the
requested data item is locally available. If so, it serves
the client’s request directly. Otherwise, it fetches the item
from the corresponding origin server and stores the data
item for its associated time-to-live (TTL). After the TTL
expires, the item is evicted from the cache. Once a data
item is cached, it does not depend on the item value
stored at the origin server and hence a cached data item
has ¢ = €.

Invalidation With approaches based on invalidation, the
origin server tracks which caches have copies of each
data item. When a data item changes, the origin server
sends an invalidation to all caches storing that item. Since
a cached item depends on the master copy of the origin
server, ¢V =1,cT =1,and c = 2.

Observations TTL-based caching is a soft-state tech-
nique while invalidations are a hard-state technique.
Soft-state is typically viewed as simpler than hard-state
because of the lack of explicit state set-up and tear-down
mechanisms and our metric supports this valuation.

5.3 Other systems

Resource discovery is a fundamental problem in net-
worked systems where information is distributed across
nodes in the network. We subjected a number of well-
known approaches to this problem to our complexity
based analysis. Due to space constraints, because these
solutions are well known in the community and our re-
sults are (we hope) fairly intuitive, we only present the fi-
nal ranks of our analysis: centralized directory (e.g., Nap-
ster) < (DNS, flooding-based (e.g., Gnutella)) < DHT.

The derivation of the complexities and discussion of the
results are described in [9].

We also analyzed several wireless routing solutions in-
cluding GPSR [21] (a scalable geo routing algorithm),
noGeo [33] (a scalable, but more complex solution
that constructs “virtual” geographic coordinates) and
AODV [31] (a less scalable but widely deployed ap-
proach). At a high level, our results (described in [9])
reflect a similar intuition as our analysis from Section 5.1
and hence we do not discuss them here.

6 Discussion

Defining a metric involves walking the line between the
discriminating power of the metric (i.e., the level of detail
in system behavior that it can differentiate across) and
the simplicity of the metric itself. Our prototype metric
represents a particular point in that tradeoff. We discuss
some of the implications of this choice in this section.

6.1 Limitations and possible refinements

Weighting value vs. transport dependencies Our met-
ric assigns equal importance to value and transport de-
pendencies. However, depending on the system environ-
ment, this may not be the best choice and a more general
form of the complexity equation might be to assign:

Csx = Wyllgey +W; E max(cy, &) +cx
Y€ s x

For example, a system wherein the transport state is
known to be very stable while the data value of inputs
change frequently might choose w, > wy, thus favoring
system designs that incur simpler value dependencies.
Weighting dependencies Our metric treats all input
or transport states as equally important. However, some-
time certain input or transport states are more important
(for correctness, robustness, etc.) than others. For exam-
ple, DHTs maintain multiple routing entries but only the
immediate “successor” entry ensures routing progress
hence one might emphasize the complexity due to suc-
cessor. Again, this might be achieved by weighting states
based on system-specific knowledge of their importance.
Correlated inputs Our metric treats all inputs as in-
dependent which might result in over-counting depen-
dencies from correlated inputs. This could be avoided
by maintaining the set identifying the actual dependen-
cies associated with each piece of state rather than just
count their number although this requires significantly
more fine-grained tracking of dependencies.

Capturing dependencies in time In our counting-based
approach we only consider the inputs and transport states
by which state was ultimately derived without worrying
about the precise temporal sequence of events that led to
the eventual value of state. While a time-based analysis
might enable a more fine-grained view of dependencies
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this would also seem more complicated since it requires
incorporating a temporal model that captures the evolu-
tion of state over time.

6.2 Scope

Scalability vs. Complexity As seen in the previous
sections, our complexity metric complements traditional
scalability metrics. As an example of their complemen-
tary nature: our metric would not penalize system A that
has the same per-state or per-operation complexity as
system B but constructs more state in total than B.
Correctness vs. Complexity Our metric does little to
validate the assumptions, correctness or quality of a solu-
tion. For example, our metric might capture the complex-
ity of route construction but says little about the qual-
ity or availability of the source-to-destination path. Like-
wise, our metric is oblivious to undesirable assumptions
that might underlie a design. For example, our metric
ranks hierarchical routing favorably and cannot capture
the loss in flexibility due to its requirement of aggregat-
able addresses (section 5.1). Similarly, our metric ranks
traditional geo routing as simple despite its problematic
assumption of “uniform disc” connectivity [9].
Robustness vs. Complexity Perhaps less obvious is the
relationship between our complexity metric and robust-
ness. In some sense, our metric does relate to robustness
since a more complex scaffolding of dependencies does
imply greater opportunities for failure. However, this re-
lation is indirect and does not always translate to robust-
ness. For example, consider a system where state at n
nodes is derived from state at a central server. Our com-
plexity metric would assign a low complexity to such a
system, while, in terms of robustness, such a system is
vulnerable to the failure of the central server.

However, we conjecture that our dependency-centric
viewpoint might also apply to measuring robustness and
this is something we intend to explore in future work.
In particular, there are two aspects to dependencies that
appear important to robustness. The first is the vulnera-
bility of the system which could be captured by counting
the “reverse” dependencies of a state s as the number of
output states that derive from s. The second aspect is the
extent to which a piece of state is affected by its various
dependencies and this is a function of both the impor-
tance of that dependency (e.g., the address of a server vs.
estimated latency to the server as a hint for better per-
formance) and the degree to which redundancy makes
the dependency less critical (i.e., deriving a piece of state
from any k of m inputs with k < m is likely more robust
that one derived from k specific inputs). The former con-
sideration (importance) can be captured by weighting de-
pendencies as proposed above. A fairly straightforward
extension to capture the effect of redundancy would be
to further weight complexity by the fraction of states re-

quired; i.e., a weighted metric r; of state s defined as:
ry = %cs where r and m are the required and available
number of inputs, respectively.

7 Related Work

There is much work — particularly in software engineer-
ing — on measuring the complexity of a software pro-
gram. For example, Halstead’s measures [18] capture
programming effort derived from a program’s source
code. Cyclomatic complexity [30], simply put, measures
the number of decision statements. Fan in-fan out com-
plexity [19] is a metric that measures coupling between
program components as the length of code times the
square of fan in times fan out. Kolmogorov complex-
ity is measured as the length of the program’s shortest
description in a description language (e.g., Turing ma-
chine). These metrics work at the level of system imple-
mentation rather than design, focus on a standalone pro-
gram and do not consider the distributed dependencies of
components that are networked. We believe the latter are
key to capturing complexity in networked systems and
both viewpoints are valuable.

Similarly, there is much work on improved approaches
to system specification with recent efforts that focus
on network contexts [22]. Metrics are complementary
to system specification and cleaner specifications would
make it easier to apply metrics for analysis. An interest-
ing question for future work is whether the computation
of network complexity (as we define it here) can be de-
rived from a system specification (or even code) in an
automated manner. This appears non-trivial as the accu-
mulation of distributed dependencies is typically not ob-
vious at the program or specification level.

While we derive our dependency-based metric from a
system design, there have been many recent efforts at in-
ferring dependencies or causality graphs from a running
system for use in network management, troubleshooting,
and performance debugging [4, 12, 16].

Finally, this paper builds on an earlier paper that artic-
ulated the need for improved complexity metrics [34].

8 Conclusions

This paper takes a first step towards quantifying the in-
tuition for design simplicity that often guides choices
for practical systems. We presented a metric that mea-
sures the impact of the ensemble of distributed depen-
dencies for an individual piece of state and apply this
metric to the evaluation of several networked system de-
signs. While our metric is but a first step, we believe
the eventual ability to more rigorously quantify design
complexity would serve not only to improve our own de-
sign methodologies but also to better articulate our de-
sign aesthetic to the many communities that design for
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