


have executed in a single, privileged compartment in
monolithic OpenSSH, partitioning with Wedge has re-
duced the quantity of privileged code by over 75%.
Achieving this isolation benefit required changes to 564
lines of code, only 2% of the total OpenSSH code base.

6 Performance

In evaluating Wedge’s performance, we have three chief
aims. First, we validate that Wedge’s isolation primitives
incur similar costs to those of the isolation and concur-
rency primitives commonly used in UNIX. Second, we
assess whether applications instrumented with the Crow-
bar development tool generate traces tolerably quickly.
Finally, we quantify the performance penalty that fine-
grained partitioning with Wedge’s primitives incurs for
Apache/OpenSSL’s throughput and OpenSSH’s interac-
tive latency.

All experiments ran on an eight-core 2.66 GHz In-
tel Xeon machine with 4 GB of RAM, apart from the
Apache experiments, which ran on a single-core 2.2GHz
AMD Opteron machine with 2 GB of RAM, to ease sat-
uration.

Wedge primitives: Microbenchmarks To examine
the cost of creating and running an sthread, we mea-
sured the time elapsed between requesting the creation
of an sthread whose code immediately calls exit and
the continuation of execution in the sthread’s parent.
This interval includes the time spent on the kernel trap
for the sthread creation system call; creating the new
sthread’s data structures, scheduling the new sthread, ex-
ecuting exit in the new sthread, destroying the sthread,
and rescheduling the parent sthread (whose timer then
stops). We implemented analogous measurements for
pthreads, recycled callgates, sthreads, standard callgates,
and fork. In all these experiments, the originating process
was of minimal size.

Figure 7 compares the latencies of these primitives.
Sthreads and callgates are of similar cost to fork, and re-
cycled callgates are of similar cost to pthread creation.
Thus, overall, Wedge’s isolation primitives incur simi-
lar overhead to familiar isolation and concurrency prim-
itives, but support finer-grained control over privilege.

Callgates perform almost identically to sthreads be-
cause they are implemented as separate sthreads. Recy-
cled callgates outperform callgates by a factor of eight,
as they reuse an sthread, and thus save the cost of cre-
ating a new sthread per callgate invocation. For parents
with small address spaces, sthread creation involves sim-
ilar overhead to that of fork. For parents with large page
tables, however, we expect sthread creation to be faster
than fork, because only those entries of the page table and
those file descriptors specified in the security policy are
copied for a new sthread; fork must always copy these

in their entirety. Sthreads are approximately 8x slower
than pthreads, which incur minimal creation cost (no re-
source copying) and low context switch overhead (no
TLB flush).

Figure 8 shows the cost of creating tags. Allocat-
ing memory from a tagged region using smalloc costs
roughly the same as standard malloc, as the two alloca-
tors are substantially the same. The difference in over-
head between the two lies in tag creation, which is es-
sentially an mmap operation, followed by initialization of
malloc data structures. We manage to outperform mmap
by caching and reusing previously deleted tags, as de-
scribed in Section 4.1. The tag_new result shown con-
siders the best case, where reuse is always possible; in
this case, the operation is approximately 4x slower than
malloc. In the worst case, when no reuse is possible,
tag creation costs similarly to mmap, and is hence 22x
slower than malloc. We expect reuse to be common in
network applications, as the master typically creates tags
on a per-client basis, so new client sthreads can benefit
from completing ones. Indeed, this mechanism improved
the throughput of our partitioned Apache server by 20%.

Crowbar: Run-time Overhead Figure 9 shows the
elapsed time required to run OpenSSH, Apache, and
most of the C-language SPECint2006 benchmark appli-
cations under cb-log (we omit three of these from the fig-
ure in the interest of brevity, as they performed similarly
to others). We compare these elapsed times against those
required to run each application under Pin with no instru-
mentation (i.e., the added cost of Pin alone), and those
required to run the “native” version of each application,
without Pin. We do not report performance figures for
cb-analyze, as it consistently completes in seconds. All
experiments were conducted using Pin version 2.3.

All applications we measured under ch-log (SPEC
benchmarks, OpenSSH, and Apache) produced traces in
less than ten minutes, and in a mean time of 76 seconds.
For the range of applications we examined, cb-log’s in-
strumentation overhead is tolerable. Trace generation oc-
curs only during the development process, and a sin-
gle trace reveals much of the memory access behavior
needed to partition the application. Absolute completion
time is more important than relative slowdown for a de-
velopment tool. Indeed, obtaining a trace from OpenSSH
incurs an average 46x slowdown vs. native OpenSSH,
(2.4x vs. Pin without instrumentation), yet the trace for
a single login takes less than four seconds to generate.

Pin instruments each fetched basic block of a pro-
gram once, and thereafter runs the cached instrumented
version. From Figure 9, we see that Pin on average ex-
ecutes the applications we measured approximately 7x
slower than they execute natively. Note that Pin’s over-
head is least for applications that execute basic blocks
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Figure 9: Overhead of cb-log. The number above an application’s bars
indicates the ratio between run time under Pin without instrumentation
and the run time under Pin with Crowbar.

many times, as do many of the SPEC benchmarks. For
OpenSSH and Apache, which do not repeatedly exe-
cute basic blocks to the extent the SPEC benchmarks do,
caching of instrumented code pays less of a dividend.

Cb-log must of course execute added instrumentation
instructions in each basic block, and hence it slows ap-
plications much more than Pin alone does. On average,
applications run 96x more slowly under cb-log than they
do natively, and 27x more slowly under cb-log than they
do under Pin with no instrumentation.

Applications: End-to-end Performance The top half
of Table 2 shows the maximum throughput that the
Wedge-partitioned version of Apache and the original
version of Apache can sustain, in requests per sec-
ond. We consider two Wedge-partitioned implementa-
tions: one with standard callgates (“Wedge”), and one
with recycled callgates (“Recycled”). We also measured
Apache’s performance with and without session caching.
In these experiments, four client machines request static
web pages using SSL, across a 1 Gbps Ethernet.

The isolation benefits Wedge offers Apache come at
a performance cost that depends on the client workload.
When all client SSL sessions are cached (and thus, the
server need not execute the cryptographic operations in
the SSL handshake), Wedge-partitioned Apache with re-
cycled sthreads achieves only 27% of the throughput
of unpartitioned Apache. When no SSL sessions are
cached, however, Wedge-partitioned Apache with recy-
cled sthreads reaches 69% of unpartitioned Apache’s
throughput. The all-sessions-cached workload is entirely

voked per request. Each request creates two sthreads
and invokes eight callgates (nine, for non-session-cached
clients)—a few callgates are invoked more than once per
request. Vanilla Apache instead uses a pool of (reused)
workers, so it does not pay process creation overhead
on each request; it thus provides no isolation between
successive requests executed by the same worker, but is
faster. Recycled callgates are an effective optimization—
they increase Wedge-partitioned Apache’s throughput by
42% and 29% for workloads with and without session
caching, respectively.

The bottom half of Table 2 compares the latencies
of operations in pre-privilege-separated OpenSSH and
in the Wedge-partitioned version, for a single OpenSSH
login and for uploading a single 10 MB file using scp.
Wedge’s primitives introduce negligible latency into the
interactive OpenSSH application.

7 Discussion

We now briefly discuss a few of Wedge’s limitations,
and topics that bear further investigation. Several of these
limitations concern callgates. First, we rely on their not
being exploitable. Second, the interface to a callgate
must not leak sensitive data: neither through its return
value, nor through any side channel. If a return value
from a callgate does so, then the protection within the
callgate is of no benefit. More subtly, callgates that return
values derived from sensitive data should be designed
with great care, as they may be used by an adversary who
can exploit an unprivileged caller of the callgate either
to derive the sensitive data, or as an oracle, to compute
using the sensitive data without being able to read it di-
rectly.

We trust the kernel support code for sthreads and call-
gates. As this code is of manageable size—less than 2000
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lines—we believe that it can be audited. Perhaps more
worryingly, we must also trust the remainder of the Linux
kernel, though like Flume [7], we also inherit Linux’s
support for evolving hardware platforms and compatibil-
ity with legacy application code.

Crowbar is an aid to the programmer; not a tool that
automatically determines a partitioning by taking secu-
rity decisions on its own. We believe that automation
could lead to subtle vulnerabilities, such as those de-
scribed in Section 5.1.2, that are not apparent from data
dependencies alone. Similarly, one must use Crowbar
with caution. That is, one must assess which permissions
should be granted to an sthread, and which need to be
wrapped around a callgate. The tool alone guarantees
no security properties; it merely responds to programmer
queries as a programming aid, and it is the programmer
who enforces correct isolation.

Wedge does not deny read access to the text segment;
thus, a programmer cannot use the current Wedge im-
plementation to prevent the code for an sthread (or in-
deed, its ancestors) from being leaked. Wedge provides
no direct mechanism to prevent DoS attacks, either; an
exploited sthread may maliciously consume CPU and
memory.

We intend to explore static analysis as an alternative
to runtime analysis. Static analysis will yield a super-
set of the required permissions for an sthread, as some
code paths may never execute in practice. Static analy-
sis would report the exhaustive set of permissions for an
sthread not to encounter a protection violation. Yet these
permissions could well include privileges for sensitive
data that could allow an exploit to leak that data. By us-
ing run-time analysis of the application running on an
innocuous workload, the programmer learns which priv-
ileges are used when an exploit does not occur, but only
those required for correct execution for that workload.

8 Related Work

Many have recognized the practical difficulty of parti-
tioning applications in accordance with least privilege.
OKWS [5] showed that with appropriate contortions,
UNIX’s process primitives can be used to build a web
server of compartments with limited privileges. Krohn et
al. [6] lament that UNIX is more of an opponent than an
ally in the undertaking, with the result that programmers
create single-compartment, monolithic designs, wherein
all code executes with the union of all privilege required
across the entire application.

A trio of Decentralized Information Flow Control
(DIFC) systems, Asbestos, HiStar, and Flume [2, 7, 18]
offer a particularly general approach to fine-grained iso-
lation. DIFC allows untrusted code to observe sensi-
tive data, but without sufficient privilege to disclose that
data. Wedge does not provide any such guarantees for

untrusted code. In its all-or-nothing privilege model, a
compartment is either privileged or unprivileged with re-
spect to a resource, and if a privileged compartment is
exploited, the attacker controls that compartment’s re-
sources with that compartment’s privileges. Our expe-
rience thus far suggests that when applying Wedge to
legacy, monolithic code, only a small fraction of the orig-
inal code need run in privileged compartments. The price
of DIFC is heightened concern over covert channels, and
mechanisms the programmer must employ to attempt to
eliminate them [18]—once one allows untrusted code
to see sensitive data, one must restrict that code’s com-
munication with the outside world. Because Wedge is
not a DIFC system, it does not share this characteristic.
Wedge still may disclose sensitive information through
covert channels, but only from compartments that are
privileged with respect to sensitive information. DIFC
systems leave the daunting challenge of designing an ef-
fective partitioning entirely to the programmer. Wedge’s
Crowbar tools focus largely on helping him solve this
complementary problem; we believe that similar tools
may prove useful when partitioning applications for As-
bestos, HiStar, and Flume, as well.

Jif [12] brings fine-grained control of information flow
to the Java programming language. Its decentralized la-
bel model directly inspired DIFC primitives for operat-
ing systems. Jif uses static analysis to track the prop-
agation of labels on data through a program, and vali-
date whether the program complies with a programmer-
supplied information flow control policy. The Wedge iso-
lation primitives do not track the propagation of sensi-
tive data; they use memory tags only to allow the pro-
grammer to grant privileges across compartment bound-
aries. Wedge’s Crowbar development tool, however, pro-
vides simple, “single-hop” tracking of which functions
use which memory objects in legacy C code, whose lack
of strong typing and heavy use of pointers make accu-
rate static analysis a challenge. Jif uses static analysis to
detect prohibited information flows, while Crowbar uses
dynamic analysis to reveal to the programmer what are
most often allowed information flows, to ease develop-
ment for Wedge’s default-deny model.

Jif/split [17] extends labeled information flow for Java
to allow automated partitioning of a program across dis-
tributed hosts, while preserving confidentiality and in-
tegrity across the entire resulting ensemble. Because it al-
lows principals to express which hosts they trust, Jif/split
can partition a program such that a code fragment that ex-
ecutes on a host only has access to data owned by prin-
cipals who trust that host. Wedge targets finer-grained
partitioning of an application on a single host. In cases
where robustness to information leakage depends on the
detailed semantics of a cryptographic protocol, such as in
the defense against man-in-the-middle attacks on SSL in
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Section 5.1, Jif/split would require careful, manual place-
ment of declassification, based on the same programmer
knowledge of the protocol’s detailed semantics required
when using Wedge’s primitives.

Provos proposes privilege separation [13], a special
case of least-privilege partitioning targeted specifically
for user authentication, in which a monolithic process is
split into a privileged monitor and one (or more) unprivi-
leged slaves, which request one of a few fixed operations
from the monitor using IPC. Privman [4] is a reusable li-
brary for use in implementing privilege-separated appli-
cations. Privilege separation allows sharing of state be-
tween the monitor and slave(s), but does not assist the
programmer in determining what to share; Crowbar ad-
dresses this complementary problem. Privtrans [1] uses
programmer annotations of sensitive data in a server’s
source code and static analysis to automatically derive
a two-process, privilege-separated version of that server.
Wedge arguably requires more programmer effort to use
than Privtrans, but also allows much richer partitioning
and tighter permissions than these past privilege separa-
tion schemes; any number of sthreads and callgates may
exist within an application, interconnected in whatever
pattern the programmer specifies, and they may share
disjoint memory regions with one another at a single-
byte granularity.

9 Conclusion

Programmers know that monolithic network applications
are vulnerable to leakage or corruption of sensitive infor-
mation by bugs and remote exploits. Yet they still per-
sist in writing them, because they are far easier to write
than carefully least-privilege-partitioned ones. Introduc-
ing tightly privileged compartments into a legacy mono-
lithic server is even harder, because memory permissions
are implicit in monolithic code, and even a brief fragment
of monolithic code often uses numerous scattered mem-
ory regions. The Wedge system represents our attempt
to exploit the synergy between simple, default-deny iso-
lation primitives on the one hand, and tools to help the
programmer reason about the design and implementa-
tion of the partitioning, on the other. Our experience ap-
plying Wedge to Apache/OpenSSL and OpenSSH sug-
gests that it supports tightly privileged partitioning of
legacy networking applications well, at acceptable per-
formance cost. Above all, we are particularly encouraged
that Wedge has proven flexible and powerful enough to
protect Apache against not only simple key leakage, but
also against complex man-in-the-middle attacks.

Wedge is publicly available at:
http://nrg.cs.ucl.ac.uk/wedge/
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