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Figure 12: The normalized air time of adaptive RTS-id vs.
a network that does not natively use RTS/CTS.

Adaptively enabling RTS-id as described in Section 3.3
avoids the slowdown on links where RTS-id does not pro-
vide bene�ts. To evaluate adaptation, we enable RTS-id
only for those link-layer senders who bene�t in expecta-
tion. Figure 12 shows the fraction of the path transmission
time for adaptive RTS-id vs. a network that does not use
RTS/CTS at all. The higher overhead of the RTS/CTS
exchange means that RTS-id is used on many fewer links
than in a network that natively uses RTS/CTS. As a re-
sult, its bene�ts are smaller, but it still provides a 10%
reduction in air time for about 5% of the paths, with signif-
icantly larger reduction for some paths. Unlike the equiv-
alent lines in Figure 11, adaptive RTS-id never harms
transmission time.

7 Security implications
The deployment of RTS-id would have a number of po-
tential security implications.

Con�dentiality: RTS-id may permit an attacker to
perform a rough �traceback� to the source of a packet via
timing analysis that determines if a packet was already
present in a node’s cache. The effects of such an attack
seem minor, as the attacker would already have to be
well-placed in order to conduct the inquiry.

Integrity: RTS-id introduces no new attacks against in-
tegrity, but the availability attacks discussed below might
permit an attacker to prevent legitimate packets from
reaching their destination, enhancing the effectiveness
of existing spoofing attacks.

Availability: If an attacker knows the hash of the
packet it wishes to stop and can generate a packet that
collides with this hash, then the attacker can transmit this
packet before the real packet, causing the attack packet
to take the place of the original packet. This attack may
require less power than a jamming attack, and the packet

loss would not be detected at link layer, but only end-
to-end. A second attack, with similar effect, is that an
attacker can spoof a CTS-ACK response to an RTS-id
packet, making the sender believe the packet has been
transmitted. All of these attacks require that an attacker
be able to transmit packets with very tight timing require-
ments, which today requires programmable hardware
such as the CalRadio. While these attacks are somewhat
more effective than jamming, an attacker who can mount
them is already well-positioned to jam and snoop.

Per-pair keys could help resist these attacks, but their
use would require signi�cant modi�cation to the 802.11
protocol: current encryption mechanisms such as WPA
only encrypt the data payload, not the packet header.

8 Future work

Our immediate next step is to extend RTS-id to support
longer-duration, cross-�ow caching. In particular, we
would like to integrate Santos and Wetherall-style packet
caching with header compression into RTS-id. While
existing header compression techniques can compress
TCP/IP headers down to a few bytes, they typically rely
on tight sender-receiver synchronization; adapting those
techniques to the lossy wireless environment poses an
interesting challenge. Such extensions could exploit either
long-term caching between different �ows, or could use
small caches to enable ef�cient simulcast of data over a
wireless mesh network without native multicast support.

Our initial evaluation of RTS-id using the Roofnet data
leaves several issues unexplored. For instance, how might
the performance of RTS-id change in the face of mobil-
ity? In particular, the effectiveness of receiver caches may
be impacted as the set of overhearing nodes continually
changes. Similarly, senders may adjust their transmis-
sion power as nodes move, which may increase the need
to adaptively enable RTS-id. 802.11 deployments with
high levels of mobility, however, may also require higher
densities to ensure pervasive connectivity, which could
increase overhearing opportunities.

Additionally, our current deployment is restricted to
802.11b. The availability of additional speeds in 802.11g
and 802.11a may affect overhearing depending on senders’
rate adjustment algorithms. Moreover, it could be possible
to improve the performance of rate adaptation algorithms
by integrating information from RTS-id. In particular, it
may be bene�cial to transmit at a lower rate with signi�-
cantly higher overhearing; conversely, a sender may not
want to decrease its send rate even in the face of signi�cant
link-layer loss if overhearing is able to compensate for a
large enough portion of the losses. We hope to explore
these issues with increasing capability and availability of
CalRadio.
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RTS-id need not operate independent of other advances
that leverage wireless broadcast. Like the batching in
ExOR, RTS-id might be able to operate more efficiently
if it could batch queries when multiple packets are in its
queue, without increasing end-to-end latency. We believe
that there are also interesting possibilities for merging
RTS-id’s opportunistic overhearing benefits with the ex-
ploitation of omni-directional reception by network cod-
ing techniques.

9 Conclusion

RTS-id is a simple, backwards-compatible, link layer
mechanism for eliminating redundant packet transmis-
sions in wireless networks. Its goal is to turn broadcast
reception from a handicap into an advantage, and our
evaluation shows that it succeeds at this goal. RTS-id can
improve performance by 5% to 30% in existing networks.
Perhaps the most important facets of RTS-id, however, is
that it boosts the performance of simpler ad hoc routing
schemes so that they match the performance of more so-
phisticated (and complex) schemes, and that it optimizes
a common case of same-LAN data transmission.

In addition to our simulation results using the Roofnet
data, we have implemented and conducted a preliminary
evaluation of RTS-id on real, interoperable 802.11 hard-
ware. While necessarily limited by the limited availability
of this hardware and its relative immaturity, our implemen-
tation shows that RTS-id can be practically implemented
to meet the timing constraints of 802.11 hardware and
can reduce redundant packet transmissions in a real-world
setting.
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